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Abstract—Edon80 is a hardware binary additive synchronous
stream cipher submitted to the last phase of the eSTREAM
project. The period of keystream of Edon80 is relatively short
and there is a key recovery attach on it. In this paper, by
modifying the 1VSetup mode and the Keystream mode of Edon80,
and by introducing a new e-transformation based on Latin cubes,
we design a binary additive synchronous stream cipher named
CHAINSB80 with a much larger keystream period and it can resist
the key recovery attack given by Johansson and Hell.
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I.  INTRODUCTION

Edon80, a hardware stream cipher, was submitted to the
eSTREAM project and was designed by Gligoroski,
Markovski, Kocarev, and Gusev. Its original description is
given in [1].

In [2] Hong observed that there is a small probability, for
the period of the keystream sequence to be quite short. This
was further studied by the designers of Edon80 in [3, 4] and
Xu in [5]. But this property could not be utilized in any kind
of attack.

Johansson and Hell [6] use the analysis of the periods of
the keystream of Edon80 in [4] to mount an attack that can
recover the key with complexity around 2%°. This is the most
advanced attack on Edon80, with a concrete setup that shows
how to recover the secret key [7]. By adding just a few more
e-transformations to the chain of 80 can not to resist the attack,
but doubling the e-transformations to 160 times would be
sufficient to counter the attack. However, such a modification
would double the cost of the hardware and the number of the
required gate[6].

In this paper, we will introduce a new e-transformation
based on Latin cubes, and replace the four quasigroups
employed in Edon80 by a Latin cube to design a new stream
cipher named CHAINB8O0. The new stream cipher could remove
the two weakness of Edon80 described as above. It can resist
the key recover attack given by Johansson and Hell, and the
average period of the key stream will be increased from 2% to
226, The rest of this paper is organized as follows. In Section
2 we give a description of the mathematical definitions and
theorems that CHAINS80 based on. Then we describe
CHAINSS80 from algorithmic point of view in Section 3. In
Section 4 we discuss the security and the period of the
keystream sequences of CHAINS80. Finally, we give the
conclusion in Section 5.
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A Latin square of order n is an nxn array on an n-set Q,
such that each symbol in Q occurs exactly once in each 1-
dimensional subarray. A Latin cube of order n is a 3-
dimensional nxnxn array on an n-set Q, such that each symbol
in Q occurs exactly once in each 1-dimensional subarray. We
shall call a 1-dimensional subarray where only the first
coordinate changes a fiber, changing only the second
coordinate gives us a row, and the third coordinate a column.
It is easy to see that each fiber is a permutation of the set Q,
and this also true for each row and each column. Keeping the
first coordinate fixed gives us a layer. Fixing the second
coordinate gives a slice and the third coordinate a floor. A
layer thus contains rows and columns, a slice contains
columns and fibers and a floor contains fibers and rows. It is
easy to see that each layer is a Latin square on the set Q, and
this also true for each slice and each floor.

PRELIMINARIES

Let L be a Latin cube on set Q with indices in Q, and
denote L(i,j,k) the element of L in position (i,j,k). Define a
ternary operation S on Q:

B(x.y,2) = L(xy,2),

The pair (Q, p) is called a 3-quasigroup on set Q, and |Q),
the cardinal number of Q, is called the order of (Q, 5).

A Latin cube defines a 3-quasigroup, and, it is easy to see,
the multiplication table of a 3-quasigroup defines a Latin cube.
Therefore the notions of a 3-quasigroup and a Latin cube will
be freely interchanged in this paper.

VX, Y,2€Q.

Lemma 1. Let (Q, f) be a 3-quasigroup of order n, and x, y, z
be variables. V a, b, ¢ € Q,

(1) each of the following equations, g(x,a,b)=c, A(a,y,b)=c
and £ (a,b,z)=c, is uniquely resolvable in Q;

(2) each of the following equations, g (x,y,a)=b, A(x,a,z)=b
and 2 (a,y,z)=b has n solutions in Q?;

(3) the equation A(x,y,z)=a has n? solutions (x,y,z)e Q.

Proof: Statement (1) is true since each fiber, each row and
each column is a permutation of Q.

For any given x=xoeQ, from (1) we know that the equation
Pxo,y,@)=b has a unique solution in Q. So, A(x,y,a)=b has
n=|Q| solutions in Q2. Similarly, This is also true for the
equations g (x,a,z)=b and g (a,y,z)=b.

For any given x=xoQ, from (ii) we know that the equation
B (Xo,y,2)=a has n solutions in Q? so, A(xy,z)=a has n?
solutions in Q3.



Definition 1. Let Q be a finite set and (Q, f) be a 3-
quasigroup. Let Q* be the set of all nonempty words (i.e. finite
strings) formed by the elements of Q. The elements of Q* will
be denoted by x1x,...xy, where x;eQ (i=1,2, ...,v)and vis a
positive integer. V(&) € Q? be an ordered pair, we define a
mapping Eg ) QT — Q™ as follows. V XiXo...xy € Q,

Eﬂv(év’]) (XlXZ e Xv) =YY, Yy
where

Yo =B n,%),

Y, =B, Y1, %),

Yi =Bz Vi %),

The mapping Eg sy is called an e-transformation of Q* based
the 3-quasigroup (Q, S) with leader pair (& 7).

i=3,4,,V.

I1l. ALGORITHMIC DESCRIPTION OF CHAINS80

A. Keystream Mode

CHAINS80 works in two modes: keysetup mode and
keysteram mode. In order to better to present how CHAINS80
works, we will start the description of keysteram mode that is
presented at the Table 1. In the first row of Table 1, we place a
periodic (potentially infinite) string that has shape:
01230123...0123.... The next 80 rows in Table 1 describe 80
e-transformations of that string with leaders (&,7;) (0 <i<79)
obtained from IVSetup mode. The recurrence equations for
these transformations are:

Qg = B(&5:1,,0),
Qy, = ,3(770130,011)7
8, = 'B(ao,j—yao,HI j(mod4)), j=2,

ai,0 =ﬂ(§ilf7ilai_]_’0)y 1S| 379,
a,=p07,3,0,8,) 1<i<79,
ai,j :ﬂ(aiyj,ZIaiyj,llai,lyj)y 1S|S79, j22.

The output of the stream cipher is every second value of the
last e-transformation i.e. the keystream can be described as:

Keystream = a,q,8,4 38705 87 540 K=12,---.

TABLE I.
0 1

KEYSTREAM MODE OF CHAINS80

3 01 2 3 O

(& m) 2
(&0,770)

(&)

doo do1 Aoz do3 dosa dos5 Aos Ao7 Aos

dio ai1 a2 a3 d14 15 die A7 ais

(&r9,7779)| @780 a2 aros are arng ...

IVSetup Mode

In this mode, Key as a vector of 80 bits is represented as a
concatenation of 40 2-bit variables K;, i.e. Key= KoKj...Kzg. In
order to offering the working quasigroup to perform the e-
transformations in keystream mode and 1VSetup mode, we
make assignment of a 3-quasigroup of order 4. It is known that

B.
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there are 55296 Latin cubes of order 4, but not each of them is
suitable for our purposes. By our investigations, we take the 3-
quasigroup as shown in the Fig. 1, where F; means floor i.

Fo| O 1 2 3 Fo|O0 1 2 3
0|1 2 3 0 0|2 0 1 3
110 3 2 1 113 1 0 2
212 1 0 3 210 3 2 1
3|13 0 1 2 3|1 2 3 0
F|0 1 2 3 Fz|0 1 2 3
03 1 0 2 o0 3 2 1
112 0 1 3 111 2 3 O
2|1 2 3 0 213 0 1 2
310 3 2 1 312 1 0 3

Fig. 1: The Latin cube used in CHAINS80

The nature of 1VVSetup mode in fact is that using the values
of initial vector IV to compute the initial values of the internal
states (&,m) (0 <i <79) (which would be used in keystream
mode. Padding the initial vector 1V of length 64 bits by 16
constant bits 1110010000011011 (represented as the string
32100123 of 2-hits), we will obtain a concatenation of 40 2-bit
variables V= vgvi...v3132100123 = vovi...v3e. We perform 80
e-transformations on 1V as described in the following
recurrence equations:

to,o :ﬁ(KO’VO’ KO)’

tor = B(Va. 150, Ky,

tO,j :ﬂ(to,j—zito,j—l’ Kj(mod40)), 2<j<390r120< j<159,
to,j :ﬂ(to,j—z’tO,j—l’Vj(modAO))’ 40< j<119,

ti,O = ﬁ(Ki 'V39—i’ti—l,0)' 1<i<39,

ti,O = ﬂ(Ki(modAO)’ K79—i ’ti—l,o)' 40<i<79,

ti,l = IB(V?:gfi ’ti,Olti—l,l)l 1<i<39,

i, = B(Ksg; ’ti,o'ti—l,l)' 40<i<79,

t, =B, o, t,)  1<j<79, 2<j<159.

After all 80 e-transformations are performed, the values of
(&, 1) = (t7e,i, trajivg0) (0 <1< 79).

IV. SECURITY OF CHAINS80

The internal states (&, ) of CHAINS80 have a space of
480x480=2320 However we know that the exhaustive search
attack on the key=KoKi...Kzs is 2%, Thus the attack by
searching the state space is obviously more worse than the
exhaustive search attack. We will show that an exhaustive
search attack on the key is the best attack on CHAINSS80.

A. Security of IVSetup Mode

We consider that the attacker would jeopardize the security
of the system, if the attacker can gain some knowledge about



the internal states of the cipher by knowing the initialization
vector IV. According to the designation of CHAINS80, it is
easy to see that the internal states are loaded into the registers
(&,mi) (0 <i<79) from the corresponding values of tzgj (0 <j
< 159) which depend on the 40 unknown variables KoKj...Ksg
in a highly nonlinear way., If the IV, i.e., Vovi...vay were
known to the attacker. However, there is not known
methodology to solve such huge and complex system of
equations based on 3-quasigroup, except the simple
combinatorial approach by examining all the possibilities.
There are 440=28 possible choices of the key, and 480x480=2320
possible assignments of the internal states (&,7) (0 <i < 79).
Therefore the best choice for an attacker is to guess the key.

From algebraic point of view, given the key KoKj...Ksg,
IVSetup mode maps (Vo,V1,...,V39) into (&, &,...,
779). Thus 1VSetup mode can be regarded as a function that
maps {0,1}%* — {0,13°%, In addition, 1VSetup mode acts as a
one-way function, since it is computationally infeasible to find
the value (vo,vi,...,va9) by given (&, &,..., &mo, no, M1,..., 179).
So, the attacker cannot apply a chosen initial vector attack.

B. Security on Related Key Attack

Related key attack try to find two different keys which can
produce the same keystream. CHAINSS8O0 initializes (&, ) by
the values of (t7o,i, t7e,i+80) (0 < i < 79) obtained in the 1VSetup
mode where each bit of the Key is involved in a highly
correlated and nonlinear way. In addition, since computation
of the initial values for (&,7) (0 < i < 79) are done by
involvement of 64 bit vector of IV, the search for keys which
produce a same keystream (related or unrelated) should be
done in a space of 280x2%4=214 possibilities. By birthday
paradox, finding a combination of the key and IV which could
give the same keystream would take 272 attempts. However,
this kind of attack would only be possible when the collisions
exist and they are easy to be find. Besides, 1'VSetup mode acts
as a one-way and collision resistant function. So, CHAINS80
can resist the related key attack.

C. Security on Guess-and-Verify Attack

In this attack, after guessing some parts of the internal
states of the CHAINSS8O0, the intruder will try to predict the
next bits outputted.

The essence of the design of CHAINSSO is that the output
string from the (i-1)-th e-transformation determines which
floor of the Latin cube to operate in the i-th e-transformation
in order. In addition, the performance of the e-transformations
is also related with the leader pairs (&,7i) (0 <i<79). Thus, in
order to try to predict the cipher outputted, the intruder has to
at least know the string outputted from 79-th e-transformation,
so, what is needed is having the assumption about the leader
pair (&9,m79). The total number of guessing this situation is
only 16, not very big. Similarly, for predicting the string
outflowing from 79-th e-transformation E ) the intruder

has to at least know the input coming from 78-th e-
transformation Es e Therefore, in order to have a better
\578+1178

prediction, the intruder has to be aware of the actual value of
(&s,m8). This implies additional 16 guesses have to be made.
And by this analogy, the total number of guesses that we have

&r9, 10, My,
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to make to achieve success of the guesses is rapidly increasing
to a value of 1680 = 2320, Sp, the key exhaustive search attack is
better than this attack.

D. Expected value of the period of CHAINS80

Let Q={0,1,2,...,n—1}, L be a Latin cube on Q and (Q, )
be the 3-quasigroup corresponding to L. For a fixed z€Q,
define a mapping &, on Q? as follows:

o, (i) = 1A, J,2,),vij € Q?,
here we denote (i, j) by ij for short. From Lemma 1 we know
that for fixed zp and j, A(i, j, zo) is uniquely determined by i. So,
o, is a permutation on Q% We call o, @ chain permutation

of floor zo of L (or (Q, 5)).

Example 1. Fig. 1 is a Latin cube on set Q = {0, 1, 2, 3}.
Suppose (Q, p) is the 3-quasigroup defined by L. Then we
have
(00 01 02 03 10 11 12 13 20 21 22 23 30 31 32 33
07[01 12 23 30 00 13 22 31 02 11 20 33 03 10 21 32}
Every permutation can be written as disjoint cycles. A cycle of
a chain permutation of layer z of a 3-quasigroup (Q, ) can be
written in a special shape (i,j,5(i,j,20),8(j,5(i,j,20),20),-..), where
i, j € Q. e.g., the chain permutations of of layers 0, 1, 2, 3 of
(Q, p) corresponding to the Latin cube in Fig. 1, denoted by oo,
o1, o» and o3, respectively, can be written as:
ov=(00122023321131)(03),
o1=(002132312)(01033)(1)(2),
o» = (003223)(01102)(12)(133),
o3=(0)(0130221)(0311232)(3),
where a cycle of length 1 (ii) is denoted by (i) for short.

Let Ri (i=0,1,...,79) denote the factor by which e-
transformer Escm increases the period in Table 1. Then R;

(m) _ .
IS random Varlable Let E Eﬂ (&g T 1) Eﬁx(§1v’71) Eﬂv(‘fo:’io)

We give 1000 performing of e-transformation E® with initial
sequence 01230123... and have found the numerical values
for the distributions of the random variables R;, i = 0, 1,..., 9
and the expected values E(R;j) shown in Table 2, and R;
converges a distribution shown in the following:

[12345678910111213141516]
1

Ll 11 1 1 1 1 1 1 1 1 1 1 1

6 16 16 16 16 16 16 16 16 16 16 16 16 16 8

TABLE Il THE DISTRIBUTION OF THE FIRST 10 RANDOM VARIABLES

i The distribution of R;

1 2 3 4 5 6 7 8 9 1011 12 13 14 1516

504 496

OEH 5 00 0 00 0 0 n 00000
00 g Wog g 0O 0 0 00

61 319 35 255
1000 1000 1000 1000 1000 1000 ]{][K}
46 123 69 155 0

E(R;)

1.496
4.513
8.298
8.601
7.851
8.446
8.281

47 174 21 43 45 100 16 _1l1 _6

TO00 T000 T000 1000 T000 T000 T00G 000 T000 T000 T000 TO0 1000 1000 1000
(82 58 44 43 48 o4 352 92 61 5460 166 )

1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000
78104 58 101 49 63 47 44 66 48 47 72 23 71 129 0

42 160 0

o n e ek 1o

7063 64 56 61 60 S0 63 49 61 81 55 66 81 120 (1o 998
TOOH TOO0 TOO0 TOO0 TO00- TOO0- TODC TOGD TOO0 - TOO0- TOOC TOD TEO0- TO00- TO00 =

67 77 47 174 21 43 45 100 16 11 _6_ 46 123 69 155 (g sos
10O 1000 1000 1000 TOGO TO00 1000 10001 1000 1000 1000 1000 1000 1000 1000 T
64 51 S8 61 68 66 S8 61 62 62 74 70 S8 55 129 (ylg 505
1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 1000 ke




Denote R®Y :H;g R be the factor that E®? increase the

period of the initial sequence 01230123..., then the period of
the keystream 4R®%), Apply In on R we have

79
INRE? =%" "InR,.

We assume that all R; (0 <i < 79) has the same distribution,
then the mean x = E(In Rj) ~1.91296 and the variance ¢® =
Var(ln R;j) ~ 0.577191. Form Central Limit Theorem we know
that R®9) converges in distribution to a Log-normal
N(80x1.91296, 80x0.577191):

1

f(x)=
) x+/0.577191x80x 27

~ (Inx-1.91296 x80)
2x0.577191x80

Tthe expected value of RE? is
E(R(BO)) _ J‘OOO Xf (X) ~ 2254

and the expected value of the period of the keystream is
AE(RED) = 2256,

E. Security on the Key Recovery Attack

Johansson and Hell [6] use the analysis of the periods of
the keystream sequences of Edon80 in [4] to mount an attack
that can recover the key with complexity around 272 If we
consider the restriction put by the designers, i.e., only 24
keystream bits can be produced by each key/IV pair, then the
total complexity is around 2%. This is the most advanced
attack on Edon80.

In this attack, we assume a known plaintext scenario, i.e. the
adversary had obtained the keystream sequence. When
suffering the key recovery attack, CHAINS80, compared with
Edon80, has the advantages as follows: (1) In Edon80, the
quasigroups used in the e-transformations are directly
determined by the key Ko, Kay,..., Ky, i.e., if knowing which
quasigroup is used in the i-th e-transformation, the adversary
also knows K;. However, as shown in Table 1, quasigroups
(i.e., the 4 floors in the Latin cube) applied in each e-
transformer of CHAINSB80 changes over time. The quasigroup
used in the i-th e-transformation is determined by the string
coming from the (i-1)-th e-transformation, not by the i-th key.
(2) Each e-transformer of Edon80 will increase the period of
the input string by a factor of 1,2,3 or 4, and the prime factors
of the period of the keystream are only 2 and 3. Thus, the
period of the keystream is easy to guess. However, in
CHAINSSO0, the period of the input string by a factor of 1 to
15, the period of the keystream is much larger and and the
prime factors are 2,3,5,7,11 and 13. This makes it is difficult
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to guess the period of the keystream in the key recovery attack.
Thus, CHAINSS80 can be sufficient to resist the key recovery
attack.

From the above discussion, the variety of quasigroups
applied in the new e-transformations and the long-period of
the keystream makes CHAINS80 can resist the key recovery
attack given by Johansson and Hell in [6].

V. CONCLUSION

In this paper, by modifying 1VSetup mode and keystream
mode of Edon80, we introduced a new e-transformation based
on Latin cubes, and replace the four quasigroups employed in
Edon80 by a Latin cube to design a new stream cipher named
CHAIN80. Compared with Edon80, the new stream cipher
could remove the known weakness of Edon80. It can resist the
key recover attack given by Johansson and Hell, and the

average period of the key stream will be increased from 212 to
2256'
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