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Abstract

In this paper we present a new water-
marking attacking algorithm based on the
periodic transformation of matrix. By
analyzing of the principles of adaptive
watermarking embedding in DCT domain,
we chose some blocks of the stegoimage
to embed the watermarking based on the
characteristics of human visual system
(HVS), and perform the periodic trans-
formation to the chosen blocks. If we per-
form periodic transform to the same
blocks certain more times, the original
stegoimage can be recovered. So we can
prove the wvalidity of our attacking
method to the owner of watermarking
system.

Keywords: watermarking attack, perio-
dicity, matrix transformation, DCT, HVS.

1. Introduction

The direct target of watermarking attack
is to destroy the watermarking or prevent
it from recovering. Watermarking attack
can test the performances of the water-
marking system, as well as push forwards
the development of watermarking tech-
nology and design some new better
methods. Many scholars have done much
constructive research work. For instance,
Petitcolas ™ @ et al. consider that the wa-
termarking attacking methods can be di-

vided into three categories, which are ba-
sic attack(including jitter attack, synchro-
nization attack and subtle distortion at-
tack), stirmark attack and interpretation
attack.

Many kinds of benchmark software
have been developed to test the water-
marking attacking methods based on the
studies of watermarking attack, which
include Stirmark, Heckmark, Ertimark !,
Petitcolas ! et al. present an architecture
of a public automated evaluation service
developed for still images, sound and
video which is a series of tests applied to
different types of watermarking schemes.

We can divide all attacking methods
into two categories according to whether
the quality of the carrier is obviously de-
based. The first category of attacking
methods obviously debates the quality of
the carrier. Geometrical attack and image
processing attack I 2% ™ are the represen-
tative methods in the first category. This
category of attacking methods and corre-
sponding benchmark have become the
models of authority, so it is hard to do
any breakthrough in this area. And the
second category of attacking methods
does not appreciably debate the quality of
the carrier. Mosaic attack ™ % °!, water-
mark template attack [ and adaptive at-
tack ["! are the representative methods in
the second category. There are some
problems to be solved in the second cate-
gory attacking methods. For instance, the
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carrier contains intact watermark after the
mosaic attack which can be detected. In
other words, we can not prove the success
of mosaic attack if the carrier is inte-
grated. What’s more, if the watermark
needs to be recovered after mosaic attack,
watermark template attack and adaptive
attack, some complex adverse transforms
are necessary which need much more ad-
ditive information and can not be com-
pleted automatically.

This thesis analyzes the principles of
adaptive watermarking embedding, and
adopts the periodic matrix transformation
to attack the areas in the stegoimage
which are chosen according to the charac-
teristics of HVS. Also we do some ex-
periments using the new method in DCT
domain, which show that the new method
has some perfect effects. For example, it
could prevent the detecting and recover-
ing of the watermarking and ensure the
quality of the stegoimage, as well as re-
covering the original stegoimage by at-
tacking the same image in the same way
some more times.

2. The analyses of watermarking em-
bedding area in DCT domain

2.1. Discrete Cosine Transform (DCT)

DCT is a typical digital image transfor-
mation. As we know, a digital image can
be seen as the sample values of dualistic
function in discrete grids, so it can be de-
noted as matrix. Besides, the contents of
an image are usually self-correlative.
That is, the contents of local image some-
times change little. If we take an image as
the functional value in same distance grid
of a continual dualistic function F(x, y) ,

to the givene >0,Ax>0, Ay >0, we
have |[F(x,y)-F(x",y") <¢,

Xxe[xX'=AX, X+ Ax] yel[y'-Ay,y'+Ay]

By using DCT, we can make use of
self-correlation of digital image to reduce

information, so the digital can be com-
pressed. The popular digital image and
video compression standards such as
JPEG and MPEG use DCT as their cores.

The two dimension DCT is defined as

follow,
N-1N-1

G, (u,v) =a(u)a(v) > (9(x,y)

x=0 y=

COS[(ZX+1)U7z}cos[(2y+1)wr}
2N 2N

(2.1.1)
And its inverse transformmation is as

follow,
N-1N-1

ax.y)=>

u=0 v=0

cos[(zx+1)u”}cos[(2y+1)w[}
2N 2N

(a(u)a(v) G, (u,v) x

2.2. Human Visual System (HVYS)

It is popular to adaptively embed the wa-
termarking in the DCT domain based on
the characteristics of HVS, so it is neces-
sary to analyze corresponding policies of
adaptive embedding methods.

HVS has three distinct characteristics.
First, it has different sensitivity against
different grey scale. The sensitivity is
strongest when the grey scale is medium
and nonlinearly declines when grey scale
become higher or lower. Second, it is
sensitive against smooth areas and not
sensitive against texture areas of the im-
age. Third, it is very sensitive against
borderlines of the image. Generally, if the
intensity of signals is under sensitivity
threshold of the HVS, HVS can not feel
the existence of the signals .

We divide the stegoimage into many
sub-blocks by 8x8 pixels and calculate
the entropy and variance of each sub-
block. The sub-block should be smooth
area if the entropy is high and should be
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texture of borderline area if the entropy is
low. The variance is smaller in texture
area and bigger in borderline area. We
can divide all sub-blocks of the image
into 4 categories according to the charac-
teristics of HVS and adopt corresponding
policies when adaptively embed water-
marking in DCT domain .

1) The first category. The sub-blocks in
this category have low luminosity and
simple texture, in which HVS is consid-
erable sensitive to the changes of pixels.
The intensity of embedded watermarking
should be the lowest.

2) The second category. The sub-
blocks in this category have high lumi-
nosity and complex texture; however,
they are in borderline areas. The intensity
of embedded watermarking should be
considerable low.

3) The fourth category. The sub-blocks
in this category have high luminosity and
complex texture; what’s more, they are
not in borderline areas. HVS is the most
insensitive to the changes of pixels in
these sub-blocks. The intensity of em-
bedded watermarking should be the high-
est.

4) The third category. The other sub-
blocks except the three categories above
can be called the third category.

The thresholds to classify the sub-
blocks are decided by experiments.

3. The Periodic Matrix Transforma-
tion

Any digital image has a corresponding
numerical value matrix, and a pixel in the
image is corresponding to an element in
the matrix. The various image processing

is equal to various matrix transformations.

If the elements values in the matrix are
changed, the corresponding image is also
changed to another one.

Some of image scrambling methods
have interesting periodic characteristic,
such as Arnold, Fibonacci-Q and A-F

methods. A common periodic matrix
transformation can be abstracted from
these methods 1.

In the sequel, for
let X, =(Xy,.X,) X,j'z(xi,...,x'n)T :
X, X, €{0,1,...,N -1} .

Definition 1: For an arbitrarily given
positive integer N and a digital im-

age P, the following transformation
X,'=AX, (modN) , (A=(a)nn
a,e7) (3.1)
has a period m, with respect to the im-
age P and m, is the minimal times that
make the image P return to its original
status. For an arbitrary  matrix
A=(a) we have

A(modN)=(a; (modN)),., -
Proposition 1: For a given fixed posi-
tive integer N , if X =AX,(modN),

A"X (modN) is obtained after m

times transformations for X, .

Using proposition 1, the following re-
sults can be obtained.

Proposition 2: If Transformation (3.1)
has the period m,, , then m,, is the small-
est positive integer which
makes A™(modN)=E, , where E, is
the N -order unitary matrix.

Theorem 1 ®%: The sufficient and nec-
essary condition that transformation (3.1)
has the periodicity is that |A| and N are

prime to each other, where |A| is the de-

terminant of the matrix A .

In the following, we give a periodic
transformation matrix that satisfies theo-
rem1.

X, =A X(modN)=

convenience,
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2 3 222 2 2 2
3 4 344 4 4 4
4 5 3566 6 6 6

: X(mod N)
2n-7 2n-5 2n-4
2n-7 2n-5 2n-3
2n-7 2n-5 2n-3

n-1n 3579 -
n n+l1 3579 ..
n+l n+2 357 9 ..

The periods of A, are shown in Tab. 1

when 2 and 3 dimension transformations
have different rank N .

Tab. 1: The periods of different dimen-
sional transformation relevant to N
Periods
N=2 3 4 5 6 T 8 9
2 23 4 0 2 1 8 6
3 T3 7 10 A U U9
N=10 20 63 64 124 18 255 256
20 29 48 64 60 128 180 25
30 00 T 112 BT 24 R0 448

Dimension

The following example shows how to
calculate the period.

Azz[Z 3} and N=5 ,
3 4
mod([AzxAzx...xA2]2°,5)=[Jd ‘ﬂ , from

Proposition 2, the period of matrix A, is
20.

4. Attacking algorithm

Commonly, according to the characteris-
tics of HVS, the second, third and fourth
categories blocks mentioned in section 2
are chosen to embed watermarking, so
some categories blocks should also be
chosen to attack. The processes in the
frame hereinafter are the attacking algo-
rithm details.

Despite any matrix meeting the condi-
tions mentioned in section 3, the matrix
with the small period and +1 relatively
prime should be better, which could make
the calculation easier and the elements
value positive in inverse transformation
matrix. Fig. 1 and Fig. 2 show the process

of detecting watermarking in attacked
stegoimage and recovered stegoimage.

Input:: stegoimage
Output: attacked image
Attack algorithm:

(1) Divide the stegoimage into sub-blocks
by 8x8 pixels, do DCT transform and on
every sub-block and calculate which category
the sub-block should belong to.

(2) k=1, m=the threshold times of transform.

(3) Choose some pixels in the second, third
and fourth categories sub-blocks and construct
a colum vector g, choose a periodic

matrix A, do the transform B'=AB (modN) .
(4) Replace B, by B/, do IDCT transform

(5) calculate PSNR, if PSNR>28 and k<m,
k=k+1, goto (3) .

Recovered stego-image

!

Watermarking detecting

v

Detect and give attacking prove

Fig. 1: Detect after attack

The attcked stego-image

!

Watermarking detecting

v

Can not detect, attack success

Fig. 2: Detect after recover

5. Experimental results

We adopt the international standard soft-
ware CoxXWM to embed watermarking
into the image in DCT domain, and attack
the stegoimage time after time with the
same algorithm. Because the PSNR is in-
finity when the stegoimage is recovered,
we can observe the periodic characteristic
of the attacking algorithm through the
value changes of the PSNR. At the same
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time, we detect watermarking in the ste-
goimage after every time of attack.

We adopt periodic matrix transforma-
tion with dimension n (n=2,3) and
modulus N (the value of N is commonly
the biggest value of pixel in the input im-
age) to do the experiment. In this paper,
we use N to present the largest position of
pixels to be transformed in nxn DCT
sub-block. The periodic matrix can be the
nxn up-left sub-block of the matrix
mentioned in section 3, whose period is
shown in Tab. 1. We can not detect wa-
termarking in the stegoimage when at-
tacking times m<m, ; and can detect the

same watermarking as before attack when
attack times m is the integral times of
m, , at the same time, we can observe

that the PSNR is infinity which shows the
stegoimage is completely recovered. The
experimental results are shown in Fig. 3,
Fig. 4, Fig. 5, Fig. 6, Fig. 7, Tab. 2 and
Tab. 3. Because the DCT sub-block is
divided by 8x8 pixels, we set N=7.

We can compare the experiment results
with Stirmark(version 3-1-79, and the pa-
rameters are default). The results of Stir-
mark attack are shown in Fig. 8 and Fig.
9, where we can observe the stegoimage
is obviously blurred and distorted after
Stirmark attack, which the PSNR is
18.7302. The effect of our attack algo-
rithm is better than Stirmark attack algo-
rithm.

Fig.3: stegoimage

Fig. 4: stegoimage after attack

when n=2 and m=5

Fig. 5: stegoimage after attack
when n=2 and m=20

Fig. 6: stegoimage after attack
when n=3 and m=30

Fig. 7: stegoimage after attack

when n=3 and m=70
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Tab. 2: The changes of PSNR after dif-
ferent times of attack

. SNR
Ry

sion 2 ™ 2 3 4 5 8

2 837 B B2 B B34 4328
3 236 4219 227 21 229
Aa“afzst'm&‘ 20 30 40 50 70

2 BB = 2N o L% 429
3 _ R85 RB RSB e

Tab. 2: PSNR, correlation factor and con-
form factor

comparing objects PSNR CF  Similitude

Cox wateramrking
image versus 3199 0.99 29.82
original image
image attacked
once versus Cox
watermarking
image
recovered image
versus Cox
watermarking
image

43.37 6.38E-5 0.23

INF 1 1

Fig. 9: Watermarking image

after Stirmark attack

6. Conclusion

In this paper we bring forward a new wa-
termarking attacking method based on
HVS and periodic matrix transformation.
This periodic method has good attacking
effect and can completely recover the
original stegoimage. If the owner of ste-
goimage denies his or her ownership, this
attack method can be used to recover the
original image and detect the watermark-
ing to prove that the owner’s denying. So
this method can be used in special areas
such as copyright protection or military
affairs.
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