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Abstract—In modern smart grid, smart meter which has replaced
human operators to do the power measuring work becomes very
popular. However, the application of smart meter will leak power
consumption data to untrusted attacker. The exposure of these
data will be dangerous to users’ privacy. Only privacy related
problems be solved, will the power users trust smart meters. In
this paper, we investigate a previous work, and find it having
many disadvantages. Then we propose a corresponding
measuring protocol. The comparison results between our
proposed protocol and the investigated protocol show our
proposed protocol works better in many aspects. The application
of our proposed protocol in smart grid will surely promote the
application of smart meter into smart grid and simplify the
engineering project management in smart grid.
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. INTRODUCTION

The Advanced Metering Infrastructure (AMI) is a useful
application in Smart Grid and it has brought many benefits [1].
The smart meter in AMI can automatically read the power
consumption data and report the data to the power supplier
without the participant of human operators. The replacement
of human operators not only reduces the manual workload, but
also increases the accuracy of sensed data. These advantages
make AMI popular among power companies, both in China [2]
and other foreign countries. However, the privacy issues
which are in AMI are very severe. For example, in the
Netherlands, because of the criticism on privacy issues from
the public, the deployment plan of smart meter has been
postponed [3]. According to a scholar report for AMI, privacy
has become the most serious concerns on AMI, compared with
other attacks, such as integrity, availability and so on [4]. Only
when privacy issues are solved, will the public be welcome to
the application of AMI. And only when the privacy issues are
solved, can the smart grid be truly smart.

In this paper, we pay attention to a previous related work
on privacy-preserving power data measuring, and find it
having many disadvantages, such as more communication
round and high communication overhead. Then, we propose
our new protocol. The contributions can be described as
follows:

1. We consider the privacy issues in AMI and propose a
privacy-preserving protocol for power consumption data
measuring which works better than a previous approach in
many aspects.

2. Our proposed protocol requires only one communication
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round between the supplier and smart meters, and decreases
the communication overhead which leads to better
communication efficiency and less latency.

3. Our proposed protocol requires less modular
exponentiation operations, compared with the previous
approach and stores less secret materials, which leads to better
computation and storage efficiency.

1. RELATED WORK

According to a survey on power measuring in AMI
applications [5], privacy-preserving power metering
approaches consist of three categories: 1) anonymization; 2)
hybrid approach; and 3) non-anonymization.

The first category provides anonymization by perturbing
power user’s ID and power consumption data. In this type of
approaches, a trusted third party [6] or additional trusted
device [7] is required.

The second category is a hybrid category. The power
user’s ID is not anonymous while the report data are modified
by an internal power supply or are masked by a specific value.
The internal power supply based approaches require a
rechargeable battery and some algorithms [8][9]. Therefore,
the supply can obtain the total power consumption data of one
meter but cannot obtain the real time-series power
consumption data. The power data masking method is to add a
masking value to the real power consumption data, such as
secret sharing [3] and Laplacian perturbation [11].

The last category is non-anonymization approach which is
based on modern cryptography. To deal with a trusted supplier,
traditional encryption/decryption based approach had been
proposed [12]. To deal with an untrusted supplier, aggregation
based approaches had been proposed. Concatenation operation
based approach was proposed in [13] which however, is not
suitable for lossy network. The approach in [14] required a
tree structure while the approach in [15] was not efficient in
communication overhead and storage overhead.

Ill.  PRELIMINARIES
In this section, we present the compared protocol [15] and
detail the advance modular property.

A. The Compared Protocol

The compared protocol [15] involves two devices, SS
which is the supplier and M which is a smart meter. The SS
supplies power to Ms, and computes a total supplies data mss.
The compared protocol, defined as CP, includes four steps:



Stepl: Mi->SS: in each time period, each Mi picks n
random numbers, the sum of which, is its reading mi. Mi uses
its public key to encrypt n-1 random number except the i-th
random number.

Step2: SS->Mi: SS receives n(n-1) cipher texts, and it
multiplies n-1 j-th ciphertexts from each Mi. Then SS sends

j-th multiplied ciphertext to Mj.

Step3: Mi->SS: Mi uses decryption key to decrypt i-th
multiplied ciphertext and adds the i-th random number to the
decryped result. It sends the result to SS.

Step4: SS computes the total supplies data mss from n
addition results.

B. The Modular Property

In this paper, we apply a modular property [10] into our
proposed protocol.
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The above modular property can be modified into an
advanced version:
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IV. PRIVACY-PRESERVING ENERGY METERING PROTOCOL

At the initial phase, the Certification Authority (CA) will
randomly generate n secret values for each meter Mi and uses
them to generate the secret value s0, for the SS.

2.5 (4)
i=1

In each time period, each Mi has its power reading, defined
as mi. In addition, each Mi will generate the encryption key ki
and use Ki to encrypt its reading.

C = (1+ pmi)H (t)Si mod p*
Then each Mi sends the ciphertext to the SS.

In this time period, after receiving n ciphertexts, the
aggregator uses sO to generate the decryption key to decrypt
the total power data from n ciphertexts.
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We apply egn (3) and egn (4) into egn (6), and obtain the
following equation:
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According to eqn (7), we can compute the total power
consumption data:

261

Sum = Zm _1=Vi

Hence, the aggregator can obtam the total
consumption data.

mod p
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V. PERFORMANCE ANALYSIS

In this section, we mainly focus on the communication
overheads. In addition, storage overhead comparison is also
conduct.

A. The Rough Comparison between CP and Our Protocol

In this subsection, we compare our proposed protocol with
CP. The rough comparison can be seen from Table 1. The
mark \ shows which protocol works better. Table 11 shows our
protocol works better in all the listed four items.

TABLE | . THE COMPARISON BETWEEN THE TWO PROTOCOLS.

Communicat | Computat | Storage | Communic
ion Round ion Overhe | ation
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Our N N N N
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In our proposed protocol, only one communication round
between the aggregator and mobile users is required while that
in CP three communication rounds between the SS and all the
meters are required.

The computation overhead in our proposed protocol is
better than that in CP for two reasons. The first is that the
encryption in Paillier’ Cryptosystem requires more modular
exponentiation operations. And the second is that in our
proposed protocol, less encryption operations is required.

The storage overhead in our proposed protocol is better
than that in CP because in our proposed protocol, each Mi
only needs to store one secret value while in CP, each Mi
needs to store the public keys of other devices in the system.

The communication overhead in our protocol is better
because with three communication rounds the message
number which each Mi needs to receive/send is n+1 while in
our proposed protocol, the message number which each Mi
needs to send (no receiving) is 1. And, each message in two
protocols is |p2|. Therefore, our protocol is better in
communication overhead.

The above comparison is rough and we will compare the
two protocols in detail from two aspects: communication
overhead and storage overhead.

B. Communication Overhead

Table 2 and Table 3 show the communication overheads of
the aggregator and mobile users, respectively.

TABLE Il . THE COMMUNICATION OVERHEAD OF THE SS.

nlp?|
n(n+1)|p’l

In our proposed protocol
In CP




In our proposed protocol, the SS will receive one message
from one meter. Therefore, the total number of received
messages is n. And, the bit length of each message is
determined by the modulus, which is |p2|. Therefore, the total
communication overhead of the SS in our protocol is n|p2)|.

In 2nd step of CP, the SS receives n(n-1) messages from n
meters and sends n messages to n meters. And, in 3rd step of
CP, the SS receives n messages from n meters. The number of
total received/sent message is n(n+1). The bit length of each
message which is determined by Paillier’ Cryptosystem is also
[p2|. Therefore, the total communication overhead of the SS in
CPis n(n+1)|p2|.

TABLE Ill .THE COMMUNICATION OVERHEAD OF THE METER.

In our proposed protocol P
InCP (n+1)[p3

In our proposed protocol, each meter sends one message to
the SS. Therefore, the total number of received messages is 1.
The bit length of each message is |p2|. And the communication
overhead of each meter in our proposed protocol is |p2].

In 2nd step of CP, each meter sends n-1 messages to the SS.

In 3rd step, each meter receives one message from the SS. In
4th step, each meter sends one messages to the SS. Therefore,
the total received/sent message of each meter is n+1. The bit
length of each message is |p2|. Therefore, the total
communication overhead of each meter in CP is (n+1)|p2|.
Table 11l and Table IV show our work better in
communication overhead for both the SS and all the meters.

C. Storage Overhead

From Table 4, we can see our protocol is efficient in
storage.

TABLE IV .THE STORAGE OVERHEAD.

In our proposed SS 1
protocol

Each meter 1

In CP SS 0

Each meter n

In our protocol, each device, both the SS and each meter,
only stores one secret value. While in CP, each meter stores its
privacy key and other meters’ public keys. Therefore, the total
storage overhead of each meter in CP is n secret materials. In
CP, the SS stores nothing because only multiplication
operations are required by the SS. Therefore, our proposed
protocol is more efficient in storage.

VI. CONCLUSION

Smart meter has replaced human operators to do the power
measuring work which not only reduces the manual workload,
but also increases the accuracy of real-time power
consumption data. However, privacy issues should be solved
before the deployment of smart meters. In this paper, we focus
on privacy-preserving power measuring in smart grid. To
overcome the problems in [15], we apply a modular property
into our proposed protocol. Through performance analysis, our
protocol’s efficiencies on storage, computation and
communication are revealed. Our protocol requires one
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communication round which decreases the latency. The
comparison results between our protocol and the previous
protocol show our protocol works better. The application of
our proposed protocol in smart grid will surely promote the
application of smart metering into smart grid and simplify the
engineering project management in smart grid.
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