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Abstract—It is important to improve the efficiency of 
identity-based multi-signcryption schemes. There already 
have some schemes proposed. In this paper, we present an 
efficient identity-based multi-signcryption scheme which 
uses the bilinear pairing on elliptic curves and combines 
identity-based encryption algorithm with the multi-sender 
signature algorithm. We firstly present the framework of 
identity-based multi-signcryption schemes, then proved 
the correctness and analyzed the security and the 
computational efficiency of the new scheme in standard 
model. The results show that when the number of 
signcrypters is n (n>1), the new scheme reduced by n-1 
exponentiations is a safe and more efficient 
multi-signcryption scheme. 

Keywords-index terms-identity-based; multi- signcryption; 
standard model; bilinear pairing 

I. INTRODUCTION 
The ID-based multi-signcryption scheme attracted people’s 

attention when the same message needs to be signcrypted by 
more than one signcrypter then send to the receivers. In 2001, 
Mitomi[1] proposed an ID-based multi-signcryption scheme 
but didn’t provide the security analysis. In 2010, ZHANG[2] 
presented the first ID-based multi-signcryption scheme 
without Random oracles. In 2012, Li[3] also proposed a 
multi-signcryption scheme, but like the analysis of the Gu’s 
scheme[4] in Ref.[5], this scheme does not meet the 
unforgeability of signcryption. There also have some 
aggregate schemes[6,7], which is similar to the 
multi-signcryption. Aggregate signature allows aggregation of 
different signatures by n different users IDi on different 
messages mi. The aggregate signature also has a wide range of 
real world applications . 

In this paper, motivated by ZHANG’s scheme, we 
proposed an efficient ID-based multi-signcryption scheme. In 
ZHANG’s scheme, all signcrypters should calculate w, but in 
our scheme, only need the specified signcrypter compute the w. 
Compared with ZHANG’s program, the biggest improvement 
of our program is the computational efficiency, when the 
number of signcrypter is n(n>1),the exponentiation decreased 
from n to 1 during signcrypt. The scheme is proved secure 
against adaptive chosen ciphertext attacks and adaptive chosen 
message attacks under decidability bilinear Diffie-Hellman 
assumption and computational Diffie-Hellman assumption 
respectively. 

II. IDENTITY-BASED MULTI-SIGNCRYPTION SCHEME 
In the section, we describe our ID-based 

multi-signcryption scheme. 

(i) Setup. Given a security parameter k, PKG chooses two 
groups, G and GT, of the same prime order q>2k,a bilinear map 
e:G× G→GT ,a generator g of G and two cryptographic hash 
functions described as follow: Hu：  { }* {0, }0,1 1 un→ , Hm： 

{ } m
* n{0,0, 1 1} → . Then the PKG picks a random generator g2∈G 

and a random secret α∈ Zq , compute g1=gα∈G. Now, 
randomly selected u'∈Zq ,m'∈G and vectors Uu=（ui）, Mm=
（mi）( ui∈RZq, mi∈RG) of length nu and nm ,respectively. The 
public parameters are π ={G, GT, e, g, g1, g2, u', Uu, m', Mm, Hu, 
Hm} and the master secret is g2

α . 

(ii) Extract. For a user j whose identity information is IDj, 
PKG computes Uj=Hu(IDj) ,then Uj is a bit string of length nu 
and let U[i] be the i-th bit of Uj. Define { }uj nU ,,2,1 ⋅⋅⋅⊂′  to 
be the set of subscripts i such that U[i]=1. Now, randomly 
picked rj∈Zq and compute the private key dj of the user j, 
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receiver are 
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(iii) Multi-signcrypt. Let m be the message to be 
transmitted, compute M=Hm(m),then M is a bit string of length 
nm and let M[j] be the j-th bit of M. Define { }mnM ,,2,1 ⋅⋅⋅⊂′  
to be the set of subscripts j such that M[j]=1. Each signcrypter 
picks pi Zr ∈ randomly and computes ir

i g=1σ , 
22 iAi d=σ , 
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′=σ . Then sent ( )321 ,, iii σσσ  to the 

specified signcrypter Aj, who is one of the signcrypters. 
Assume that Aj randomly selected number is rj. To avoid 
confusion, let rc=rj. Aj computes as 
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crg=σ  Then the 

resultant ciphertext is ( )4321 ,,,, σσσσσ c= . 
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(iv) Unsigncrypt. When Bob receives a ciphertext, 
decrypts the ciphertext as follows: computes ( )14 , Bde σω = , 

( )ωHcm ⊕= , ( )ω||mHM = .Accept the message if and 
only if the following equality 
holds: ( ) ( ) ),(),(,, 1

1
213 2

σσ ∏∏ ∏
′∈= ′∈

′′=
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j

n
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III. ANALYSIS OF OUR SCHEME 

A. Correctness 
The correctness of the scheme can be verified as follows: 
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B. Security Analysis 
Theorem 1. Assuming that there has an adversary Λ  

who is able to distinguish two valid ciphertexts with an 
advantage ε , and asks at most qE extraction queries, qS 
multi-signcryption queries and qU unsigncryption queries. 
Then there exists a distinguisher C that can solve an instance 
of the Decisional Bilinear Diffie-Hellman problem with an  

( )( )( )118 ++++ muUSE nnqqq
ε  advantage. 

Proof. Assuming that the distinguisher C receives a 
random DBDH problem instance ( )T

cba Ggggg ∈α,,,, , 

his goal is to judge whether ( )abcPPe ,=α or not. C will run 
the adversary Λ  as a subroutine. Our proof is based on 
Water’s idea such as in Ref. [8, 9]. 

Step 1: Two integers, uk  and 

mk , ( )mmuu nknk ≤≤≤≤ 0,0 ; 

Step2: An integer 
ul

Zx ∈′ , an un -dimensional vector 

( )
ulii ZxxX ∈= , ; 

Step 3: An integer 
ml

Zz ∈′ , an mn -dimensional vector 

( )
mlii ZzzZ ∈= , ; 

Step 4: Two integers qZwy ∈′′, , an un -dimensional 

vector ( ) qii ZyyY ∈= ,  and an mn -dimensional vector 

( ) qii ZwwW ∈= , . 

For ease of analysis, we define the functions as follows for 
an identity u and a message m respectively: 
( ) ( ) ∑∑

∈∈

+′=+′+−=
uu Ui

i
Ui

iuu yyuJxxkluF , , 

( ) ( ) ∑∑
∈∈

+′=+′+−=
Mi

i
Mi

imm wwmLzzklmK , . 

Then the challenger assigns a set of public parameters as 
( )1 2 2 2

, , , 1u u i il k x x ya b y
i u

g g g g u g g u g g i n′− + ′′= = = = ≤ ≤ , 

( )m
wz

j
wzkl njggmggm jjmm ≤≤==′ ′′+− 1, 22  

Under this designed, these public parameters have the 
same probability distribution as in the real situation. At this 
time, for any identity u and any message m, we have 
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First stage. C answers the adversary Λ ’s queries as 
follows: 

(i) Extraction queries  

When the adversary Λ asks for the private key 
corresponding to an identity u, checking whether the equation 

quF mod0)( = is satisfied. If established, the simulation 
process is terminated; otherwise, the distinguisher C 
picks qu Zt ∈ randomly and gives adversaryΛ the simulation 
of the private key 
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= = = . Therefore, ud  is a valid private 

key for identity u. 

To make it sample, assume 
that ∑

∈

+′+−=≤≤≤+≤
uUi

iuuuuuu xxkluFnkqnl )(,0,)1(0 which 

implies ∑
∈

+′≤≤≤
uUi

iuu xxqkl 0,0 . Hence, quF mod0)( =  

implies
uluF mod0)( = , 

uluF mod0)( ≠  
implies quF mod0)( ≠ . Thus, 

uluF mod0)( ≠  will be the 
prerequisite to the success of faking secret key.  

(ii) Multi-signcryption queries  

At any time, the adversaryΛ  can perform a query for a 
plaintext m, a signcrypter list 

nAAA IDIDID ,,,
21

⋅⋅⋅  and the 

recipient identity BID . If uA luF
i

mod0)( ≠ , C first 

generates a private key for 
iAu ,then runs 

Multi-signcrypt ( )BAAA IDdddm
n
,,,

21
⋅⋅⋅ to answer the 

adversary’s query. Otherwise, C will direct abort. 

(iii) Unsigncryption queries 

At any time, the adversary Λ can perform an 
unsigncryption query for a ciphertext σ . If 

uB luF mod0)( ≠ , C first generates a private key for Bu  
by running the extract algorithm, then runs Unsigncrypt  

),,,,,(
21 nAAAB IDIDIDd ⋅⋅⋅σ  to answer the adversary’s query. 

Otherwise, C will direct abort. 
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Challenge. After a ploynomially bounded number of 
queries, the adversary chooses signcrypters and receiver’s 
identities ∗∗∗ ⋅⋅⋅ BAA uuu

n
,,,

1
. C will abort the game if the 

adversary has asked the private key corresponding to 
identity ∗

Bu during the first stage. Otherwise, the adversary 
submits two messages  TGmm ∈10 ,   and 
{ } BA uniu

i
,,,2,1| ⋅⋅⋅=∗  to C. C will abort game if  

uj lIDF mod0)( =∗ . Else, C randomly picks r and C will 

abort game if pMK r mod0)( =∗  where 

)),(||(
)(

22

∗
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Brmr CdZemHM . Otherwise, C sets a 
multi-signcryption ciphertext of mc as: 
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Second stage. The adversary Λ  performs a series of 
queries, and C answers these queries in the same way as in the 
first stage. But Λ  didn’t allowed to extract the private key 
corresponding to ∗

Bu  and make an unsigncryption query for 

σ  under ∗
Bu . Guess. At the end, the adversaryΛ outputs a 

guess r’ of r. If r’=r, C answers 1 indicating 
that ( ),

abc
Z e g g= ; Otherwise, C answers 0 to the DBDH 

problem. Probability of analog success. To complete the 
simulation, we need to satisfy the following conditions: (a) 
Extraction queries on an identity u satisfy uluF mod0)( ≠ ; 
(b) Multi-signcryption queries on a message m 
satisfy [ ]niluF ui ,1,mod0)( ∈≠ ; (c) Unsigncryption queries 
on a ciphertext σ satisfy uB luF mod0)( ≠ ; (d) In the 
challenge stage, have 

puF B mod0)( * = and pMK r mod0)( * = . 

Let 
Iquu ,,1   be the identity appearing in queries not 

involving the challenge identity. To express clearly, assuming 
that .USEI qqqq ++≤  Define the events 

Iuii qiluFA ,,2,1,mod0)(: ⋅⋅⋅=≠ , )(: *
BuFA′ =0 mod 

p; pMKB r mod0)(: ** = . Then the probability of the 
adversary Λ  not aborting the game 
is ][][
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ΛΛΛ . For the function F and 

K are selected independently, so AAi
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′
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mutually independent events. Firstly, 
1 1
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Pr A Pr F u p Pr F u
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∗ ∗′ = = = =
+
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Similarly, we have 1 1
[ ]

1m m

Pr B
l n

∗ =
+

. By combining the 

above result, we 
have 1

[ ] .
8( )( 1) ( 1)E S U u S m

Pr abort
q q q n q n

≥
+ + + +

. If the 

simulation does not abort, the C can solve the DBDH problem 
with probability

)1()1)((8 ++++ mSuUSE nqnqqq
ε . 

IV. CONCLUSION 
In this paper, we have modified the proposed ID-based 

multi-signcryption scheme to adapt for our ID-based 
multi-signcryption scheme. The computational efficiency of 
our scheme is improved compared with proposed schemes and 
the confidentiality and unforgeability have been formally 
defined in our security model. In the scheme,only need the 
specified signcrypter calculated w, so when the number of 
signcrypter is n(n>1), the exponentiation reduced (n-1). In the 
future work, how to continue to improve the computational 
efficiency and shorten the length of ciphertext remains need 
further research. 
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