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Abstract—It is important to improve the efficiency of
identity-based multi-signcryption schemes. There already
have some schemes proposed. In this paper, we present an
efficient identity-based multi-signcryption scheme which
uses the bilinear pairing on elliptic curves and combines
identity-based encryption algorithm with the multi-sender
signature algorithm. We firstly present the framework of
identity-based multi-signcryption schemes, then proved
the correctness and analyzed the security and the
computational efficiency of the new scheme in standard
model. The results show that when the number of
signcrypters is n (n>1), the new scheme reduced by n-1

exponentiations is a safe and more efficient
multi-signcryption scheme.
Keywords-index terms-identity-based; multi- signcryption;

standard model; bilinear pairing

I.  INTRODUCTION

The ID-based multi-signcryption scheme attracted people’s
attention when the same message needs to be signcrypted by
more than one signcrypter then send to the receivers. In 2001,
Mitomi[1] proposed an ID-based multi-signcryption scheme
but didn’t provide the security analysis. In 2010, ZHANG]?]
presented the first ID-based multi-signcryption scheme
without Random oracles. In 2012, Li[3] also proposed a
multi-signcryption scheme, but like the analysis of the Gu’s
scheme[4] in Ref[5], this scheme does not meet the
unforgeability of signcryption. There also have some
aggregate  schemes[6,7], which is similar to the
multi-signcryption. Aggregate signature allows aggregation of
different signatures by n different users ID; on different
messages m;. The aggregate signature also has a wide range of
real world applications .

In this paper, motivated by ZHANG’s scheme, we
proposed an efficient ID-based multi-signcryption scheme. In
ZHANG’s scheme, all signcrypters should calculate w, but in

our scheme, only need the specified signcrypter compute the w.

Compared with ZHANG’s program, the biggest improvement
of our program is the computational efficiency, when the
number of signcrypter is n(n>1),the exponentiation decreased
from n to 1 during signcrypt. The scheme is proved secure
against adaptive chosen ciphertext attacks and adaptive chosen
message attacks under decidability bilinear Diffie-Hellman
assumption and computational Diffie-Hellman assumption
respectively.
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Il. IDENTITY-BASED MULTI-SIGNCRYPTION SCHEME

In the section, we describe our ID-based
multi-signcryption scheme.

(i) Setup. Given a security parameter k, PKG chooses two
groups, G and Gy, of the same prime order g>2*,a bilinear map
e:Gx G—Gry ,a generator g of G and two cryptographic hash

functions described as follow: Hu: {01 - 01", Hm:

{o, 1}* - {0,1*. Then the PKG picks a random generator g,eG
and a random secret ae Z; , compute g;=g"€G. Now,
randomly selected u'eZ; ,m'eG and vectors U,= (up) , Mp=

(mi) (ujerZq, MierG) of length n, and ny, ,respectively. The
public parameters are 7 ={G, Gr, €, ¢, 91, G2, U, Uy, m', Mp, Hy,
Hm} and the master secret is g,” .

(if) Extract. For a user j whose identity information is ID;,
PKG computes Uj=H,(ID;) ,then U; is a bit string of length n,

and let U[i] be the i-th bit of U;. Define Uj/ c {1,2,~~~,nu} to

be the set of subscripts i such that U[i]=1. Now, randomly
picked rjeZ, and compute the private key d; of the user j,

d, =(d,d,) = (g;(”'H u)",g") Therefore, the private

J g

I'El'j
keys of signcrypters with identityU ,(i=1,2--n) and the
receiver e
asd,u = <g2ﬁ(u,H UJ)F"’; é’r’”),dy = (g;(U'H Uj)"/;’gl"/r).

Jeuy; JEUy

(iii) Multi-signcrypt. Let m be the message to be
transmitted, compute M=H,,(m),then M is a bit string of length
Ny, and let M[j] be the j-th bit of M. Define M'c {1,2,--~,nm}
to be the set of subscripts j such that M[j]=1. Each signcrypter
picks r, € Z, randomly and computes o;, =g", o,=d

O3 = dA” (”]'H [[]j)f, .

Jei
specified signcrypter A;, who is one of the signcrypters.
Assume that A; randomly selected number is r;. To avoid
confusion, let re=r;. A computes as

0 = (elg, g)eld,, ' [ u)) W= H (0]l 0) c=meH(@)0,=]]on"

Jel )

Az’
Then sent (o,,0,,,0,) to the

o, ={op, li=12:-n} , 03211[%, o,=9g". Then the
i=1

resultant ciphertextis o = (c,0,,0,,0,,0,).



(iv) Unsigncrypt. When Bob receives a ciphertext,
decrypts the ciphertext as follows: computes @ = e(a4, dBl),

m=c®H(w), M =H(m| w).Accept the message if and
only if the following equality

holds: n .
e(c2:9)=e(0,,9.)" T e [ Tuj.dy,de(m [ I m;.00)

jeUly jeM’
I1l. ANALYSIS OF OUR SCHEME

A. Correctness
The correctness of the scheme can be verified as follows:

elo,, g) = e(ﬁ 0 &) = e(r[ d, ] m)" ) = e(ﬁ d,‘,g)e(lll '] m)", &)

= e(ﬁ & Tlu)™, el ] m)", &) = e(g,, gz)'ﬁ ew Tl uyd, el [ m;, 0))
i-l Jel, Jew i=1 jelr, Jew
o= 9(01,d/,,) =elg”, gy [Tu)™) = elg™, gpele™, (' [T u)™
jely jets

= (elg,, g,)eldy,, u' ] u))"
Jely

B. Security Analysis

Theorem 1. Assuming that there has an adversary A
who is able to distinguish two valid ciphertexts with an
advantage & , and asks at most qg extraction queries, Qs
multi-signcryption queries and gy unsigncryption queries.
Then there exists a distinguisher C that can solve an instance
of the Decisional Bilinear Diffie-Hellman problem with an

&

8(dle + s +ay X, +1)n,, +1)
Proof. Assuming that the distinguisher C receives a
random DBDH problem instance (g,ga,gb,gc,aeGT),

advantage.

his goal is to judge whether ¢ = e(P, P or not. C will run

the adversary A as a subroutine. Our proof is based on
Water’s idea such as in Ref. [8, 9].
Step 1 and

Kn.(0<k,<n,0<k, <n,);

Two integers,

Step2: An integer X’eZ,U, an n, -dimensional vector
X=(x)x%eZ:;

Step 3: An integer Z' € Z,m, an N -dimensional vector
Z=(z)z¢€2 ;

Step 4: Two integers Yy, W' eZ_, an n, -dimensional

q H
vector Y =(yi ) y;€Z, and an N, -dimensional vector
W =(w)w, eZ,.

For ease of analysis, we define the functions as follows for

an identity u and a message m respectively:
F(u)=—lk, +x+ Y x,J(u)=y+ >y, .
ieU, ieU,
K(m)=—l k,+2'+ >z, L(m)=w+>"w; -
ieM ieM
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Then the challenger assigns a set of public parameters as
_a . _ b o —Lk+x_y _ X, v .
g =88 =g u=g""gu =g'g"(1<i<n)

g¥.m,=g,/g" (A< j<n,)

Under this designed, these public parameters have the
same probability distribution as in the real situation. At this
time, for any identity u and any message m, we have
U=u]Ju = gFWgoe) m'm, = gKMgLen)

ieU’ jeM’

'
—lnkp+2

m'=g,

First stage. C answers the adversary A ’s queries as
follows:

(i) Extraction queries
When the adversary A asks for the private key
corresponding to an identity u, checking whether the equation
F(u)=0modqis satisfied. If established, the simulation
process is terminated; otherwise, the distinguisher C
pickst, € Zq randomly and gives adversary A the simulation
of the key
- W Let ¢ S0
d, = (dul’duz): (91F(u) (U'Hui)m ) g1F(u)gr“)- r = -

ieU’

private

Fu)

“ — g;(g;‘(z/)g./(u));;,

-1 a N
d, = gl””)gllr =g W= gh Therefore, d, is a valid private
key for identity u.
To make it sample, assume

that <) (n,+1)<q0<k, <n,, F(u)=—-lk,+x+ 3 x Which

ieU,

Hence, F(u)=0modq

implies Ik, <q0<X'+ > x

ieU,
implies F(u) =0modl, . F(u) = 0modl,
implies F(u)#0modq - Thus, F(u)=0modl, will be the
prerequisite to the success of faking secret key.

(if) Multi-signcryption queries

At any time, the adversary A can perform a query for a
plaintext m, a signcrypter list ID, 1D, 1D, and the

IDg . If F(u,)#0modl, , C first
private Uy
Multi-signcrypt (m,dAl,dA2 ol IDB) to answer the
adversary’s query. Otherwise, C will direct abort.

recipient identity

generates a key  for then  runs

(iii) Unsigncryption queries

At any time, the adversary A can perform an
unsigncryption query for a ciphertext o If
F(ug) #0modl,, C first generates a private key for u,

by running the extract algorithm, then runs Unsigncrypt
(0,dg,1D,,ID, -+ 1D, ) to answer the adversary’s query.

Otherwise, C will direct abort.



Challenge. After a ploynomially bounded number of
queries, the adversary chooses signcrypters and receiver’s
Ai’“ u u

identities U Uy 2 Ug C will abort the game if the
adversary has asked the private key corresponding to
identity u; during the first stage. Otherwise, the adversary

submits  two  messages my,, M, € G;
{us li=12,-nfu, to C. C will abort game if
F(ID]) =0modl,. Else, C randomly picks r and C will
if K(M;)=0mod p
=t (m || zeld:,, c,”")) . Otherwise, C sets a

* * *

and

abort game where

multi-signcryption ciphertext of me as:
* J(up) B ’
(/ﬂr @ H(Z@(dgz, Cz ), Cl,{d;! =12 H},Hd;‘clmi'),cz)
— n abc =
Let c = Zﬂc ¢ = Zr/ 7 = e(g) g) ’ Cl = g
=1
Cc, = g° , the simulation is perfect since

2

Zé’(d* C/(l,‘/)) — e(g, g)a[me(d*

B2’ 72 B2’

g7 = (elg, g eld;, ' T u)) = o

e
Jely

Second stage. The adversary A performs a series of
queries, and C answers these queries in the same way as in the

first stage. But A didn’t allowed to extract the private key
corresponding to u; and make an unsigncryption query for

o underu;. Guess. At the end, the adversary /A outputs a
guess r* of r. If r=r, C answers 1 indicating
thatZ = e (s, g)m; Otherwise, C answers 0 to the DBDH

problem. Probability of analog success. To complete the
simulation, we need to satisfy the following conditions: (a)
Extraction queries on an identity u satisfy F (u) = Omod|,, ;

(b)  Multi-signcryption  queries on a message m
satisfy F (u,) = 0modl,,i € [1,n]; (c) Unsigncryption queries
on a ciphertext o satisfy F(ug)=0modl,; (d) In the
challenge stage, have
F(us;)=0mod pand K(M;)=0mod p.

Let Uy,---,U,

involving the challenge identity. To express clearly, assuming
that 0, <Qz+0qs+0Q,. Define the events

A :F(u)=0modl,,i=12,--q, » A:F(u;) =0 mod
P; B":K(M)=0mod p - Then the probability of the
adversary A not aborting the game

is pr[abort] > pr[z'll A AA’AB"]. For the function F and

be the identity appearing in queries not

q,
K are selected independently, so /1l AAA and B are
i=

mutually independent events. Firstly,

PrlA] = PriF(u") = Omod p] = PriF(u’)= = ji 1

u

n +1
”
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Similarly, we have 1 1 - By combining the
PriB*] =
1, n, +1
above result, we
have pPrlabors] = 1 . If the

8(q, + a, + q,) (n, + Dg,(n, + 1)’
simulation does not abort, the C can solve the DBDH problem
with probability £ :
8(de +ds +q,)(n, +Dgs (n, +1)

IV. CONCLUSION

In this paper, we have modified the proposed ID-based
multi-signcryption scheme to adapt for our ID-based
multi-signcryption scheme. The computational efficiency of
our scheme is improved compared with proposed schemes and
the confidentiality and unforgeability have been formally
defined in our security model. In the scheme,only need the
specified signcrypter calculated w, so when the number of
signcrypter is n(n>1), the exponentiation reduced (n-1). In the
future work, how to continue to improve the computational
efficiency and shorten the length of ciphertext remains need
further research.
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