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Abstract—Security of cryptographic embedded devices has
become a prevalent concern, especially since the introduction of
Differential Power Analysis (DPA) by Paul Kocher et al. In the
past years, many efforts have been made to improve the
resistance against Side Channel Attack (SCA) of cryptographic
devices. Among the countermeasures, masking is a typical and
efficient strategy. However, a number of effective attacks on
masked cryptographic devices have been developed in recent
years, and this paper continues this line of research. On theory, a
DES with a masking scheme is secure under first order SCA, but
we dig out a new leakage problem which makes it possible to
attack a masked DES without using higher-order power analysis.
Concretely, we perform a first-order correlation power analysis
based on the leakage relationship between two different
arithmetic components of DES. And the reason for this leakage is
analyzed and verified by us through simulation and real card
attacks.

Keywords —Data Encryption Standard (DES); Differential
Power Analysis (DPA); Side Channel Attack (SCA); Leakage
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I. INTRODUCTION

The concept of Differential Power Analysis was introduced
by Paul Kocher et al in 1998[1] [2], and it soon attracted great
attention to the security problem of cryptographic devices.
DPA belongs to the family of Side Channel Attack and DPA is
undoubtedly regarded as the most popular one. Its principle is
to make use of the correlation between a key-related
intermediate value and the power consumption of the
cryptographic device. This relies on the fact that power always
reflects the clues of data being processed, so key information
will be derived if correct matches can are made between power
traces and key-related values.

After DPA was published, cryptographic algorithms have
faced severe challenges. Consequently, many countermeasures
have been proposed by researchers. Thomas Messerges
developed a general countermeasure by a masking method [3].
Akkar and Giraud proposed a transformed masking scheme by
modifying the S-box [4]. Goubin and al came up with a more
general way by duplicating the circuit so that the power
consumption of the entire device becomes resistant against
power analysis [5]. This method calls for great area overhead
obviously and the practical effect is hard to meet with the ideal
condition, so masking becomes more popular because of its
effectiveness and low cost.
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In this paper, we mainly research on a DES [6]
implementation with masking scheme on a smartcard [7]. By
discovering a certain association between two different
arithmetic parts of DES, we find a novel leakage condition to
be used to launch first order DPA on masked DES which
obtains satisfactory results. In normal circumstances, when we
suppose a point where its power consumption releases the key
information, we simulate its power value using a guessed key
through a suitable power model, and this value is later used to
calculate correlation with practical power traces. Intuitively,
the power value deduced from a right key must lead to a
distinctly higher correlation coefficient than that of others.
However, once implementing a masking method, attackers
cannot deduce the correct intermediate value any longer
without knowledge of the masking number. On the contrary,
using the leakage relationship which we will introduce in the
following parts, such a tight protection of a target value can be
invalid as long as it’s correlated to another module which leaks
key related information.

Organization of this paper: Section 2 provides the
necessary background about SCA, DES, and masking method.
Section 3 describes our masking strategy and introduces our
discovery of a new leakage problem. We will analyze the
reason in this part and assume this leakage condition makes it
possible to successfully attack a masked DES just using first
order DPA based on the relationship between two different
arithmetic modules. We verify our analysis and show our
experiments in section 4. And we conclude in section 5.

Il. BACKGROUND

A. Side Channel Attack

Side Channel Attack, first introduced in [10], generally
exploits the data dependency and operation dependency of
cryptographic devices leaked by physically observable
phenomena. Typical instances include timing, power
consumption, and electromagnetic radiation of integrated
circuits. We mainly focus on power analysis in this paper.
Power analysis is generally divided into two classes, Simple
Power Analysis (SPA) and Differential Power Analysis (DPA).
SPA attempts to deduce useful information from a single or a
few power traces. SPA doesn’t always aim at recovering key
immediately, but works as a necessary and efficient procedure
before DPA. It’s often used to distinguish the encryption
rounds and interested operations from other interference, so
later analysis can be operated more specifically and efficiently.



In contrast, DPA makes use of the correlation between the data
under operation and the power consumption of a device. DPA
is quite an effective attack method based on the existence of
data dependency in the actual power consumption, and
classical DPA [8] is widely adopted. Nowadays, another very
powerful method using the idea of machine learning, template
attack [9], becomes increasingly popular. No matter in DPA or
in template attack, divide-and-conquer strategy is always
implemented. And both these attacks are based on grouping
power traces according to different values of a targeted
intermediate variable.

B. DES Algorithm

DES is a famous symmetric-key algorithm for the
encryption of electronic data, and it is quite influential and
widely used. DES produces one 64-bit block of encrypted data
from one 56-bit key and 64-bit input data. It consists of an
initial permutation (IP), 16 rounds of function f, and a final
permutation process (FP), which is also the inverse of IP. The
overall structure of DES is shown in Fig. 1.

The f function works as follows. It first expands the right
side (32 bits) of the block into 48 bits, then it performs
exclusive-or with the roundkey. After that, it’s divided into
eight 6-bit groups, and these groups of data enter a nonlinear
function called S-boxes respectively. Each S-box compresses
its 6-bit input data into 4-bit output data. Then eight 4-bit
S-box outputs make a new 32-bit data and later permutated by
a P-box. The 32-bit output of P-box XORs the initial left part
of the block and the result becomes the right side of the input
block of the next round while the initial right side of this round
works as the left side of the next round. Its structure can be

explained by Fig. 2.

Ciphertext

Fig. 1. Overall structure of DES
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Fig. 2. The structure of the function f

C. The Masking Method

Masking method was initially suggested by Akkar et al,
and during the past years, several different masking schemes
have been proposed in [12] [13] [14], and soon followed by
attacks aiming at these schemes such as [11].

The basic idea of masking is to break the dependency
between the intermediate variables and the practical power
consumption of a device. Concretely, in a masking scheme,
every intermediate value v of an algorithm should be masked
into another value v, by performing a calculation with a
random number m, and the choice of the calculation is the key
point of a masking scheme. Ordinarily, this calculation
includes exclusive-or, modular addition combined with
algebraic addition, modular multiplication, and so forth.
Ideally, once we mask the original intermediate variable v with
m, during the process of encryption, the device is operating the
masked data. As a result, no correlation with a hypothetical
variable should be found by the attacker in the power trace
now.

During the design and implementation of masking,
designer should also pay attention to these points. 1) The
randomness of m. Weak randomness of m may fail to protect
the intermediate value. 2) The update of m. If a masking
designer choose to use the same m for every round, this
algorithm will still be vulnerable to power analysis when the
attack use a hamming distance model to simulate the power. 3)
The value of m should be impossible to detect by attackers.

I1l. DISCOVERY AND ANALYSIS

A.  Our Masking Scheme

In this paper, we design the masking scheme based on the
principle introduced in section 2, and our masking strategy will
be explained in the following part. First of all, some definitions
should be declared.

E(x) stands for the expansion operation of DES. The input
x should be 32-bit while E(x) returns 48-bit.



S(x) stands for the S-box operation of DES. The input X
should be 48-bit while S(x) returns 32-bit.

P(x) stands for the P-box Permutation of DES. The input x
should be 32-bit and P(x) is of the same length.

As for a 32-bit random number m and a 48-bit x, we have:
Sim(x) = S(x ® E(m)) (D

S2m(X) = S(x) @ P~ (m) 2

Where P! means the inversion function of P. In original
DES, f(x) = P(S(E(x) @ K)), now we have:

fim(x) = P(Sym(EX) ®K)) 3)
me(X) = P(SZm(E(X) @ K)) (4)

So, after a fi,, conversion, mask m would be eliminated,
while a f,;, will mask the data with m. Now, with the
definitions above, we have different situations for every round
and we use different f functions for them.

A: original f;

B: input data without mask, f* = £2;

C: the right side of input is masked, f* = f1;
D: the left side of input is masked, f* = f;
E: the left side of input is masked, " = {2;

We generate two random numbers a and b for masking,
then our DES implementation arranges its rounds as the
following order:

IP - BaCaDaCaDaCaEaBbeDbeDbcbDbCbEb - FP

With the above definitions, we successfully design a
masked DES. And it masks its first and last round with
different random number, so any traditional leakage points are
supposed to become invalid to this design. However, after
attempting all those traditional leakage points and leakage
models in our experiments, something new has been found.
We will introduce and analyze this new leakage phenomenon
in the next part.

B. A New Leakage Condition

We implement our masked DES on a smart card to ensure
the flexibility and to simulate its application situation. After
adding our algorithm into COS (Card Operating System), we
test it by sending specified APDU (Application Protocol Data
Unit) and the card returns us the correct result after encryption
algorithm. Fig. 3 shows the command and return APDU.

SEND »>» BOCDO00108 001122334455%6
Spent Time:
- 8l 08

77

T8ms

SEND >>> 00CO000008
Spent Time: léms
59 3€ Rl T7e 58 7€ 4F 4€ - 30 00

Fig. 3. The command and response APDU of our DES card.
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After our functional test, we continue our further steps. In
theory, a masking scheme makes sure the intermediate value in
our algorithm not to reveal key information. However, a novel
location of leakage or say a novel condition of leakage appears
when we launch DPA on it. We successfully recover its key
when we use the leakage model XOR+ABS and choose round
16 as the target round.

To make things clear, we will introduce what’s the actual
target intermediate value in this situation first. Fig. 4 depicts
the last two rounds of DES which we focus on. Using the
definitions we have declared above, this intermediate variable
can be described as follows.

Target v when using model XOR + ABS and choosing
round 16 as the target round:

v=S(E(R15) @ K) @ PYR16) (5)

However, this v is no longer directly processed in our DES
because it is masked with b. In another word, actual
intermediate variable v’ in our DES is:

v’ =S(E(R15) @ K) @ P'(R16) @ P'(b) (6)

It’s easy to detect that the expression in (5) and (6) can be
simplified with L15:

v=PL15) (7)
v’ =P(L15@ b) (8)

So the attack result seems to be strange for that there
couldn’t be any correlation since v’ has already been masked.

L14

L15

L16 R16

Fig. 4. The last two rounds of DES



It’s true that L15 in our DES is masked with a random
number, however we assume that the leakage relationship
between two arithmetic modules of the algorithm leads our
attack to success.

As we all know, our target intermediate value L15 ought to
be masked so that no useful power information is expected to
leak here. However, from another point of view, the S-boxes of
DES are not perfectly designed. Since the bit number of its
output doesn’t equal that of its input, so some distribution bias
inevitably exists. Then, there could be a leak situation brought
about by this bias. It’s likely that the leakage problem caused
by S-boxes is reflected by L15 to a certain extent. In this case,
correlation is sure to be found between them, and in the
following part, we will verify this deduction with both
simulation and practical attack.

IVV. EXPERIMENTAL RESULTS

A. Simulation Experiments

In this part, we will demonstrate our experiment process
and corresponding results. Before performing our attack on
real card, we first do some simulation work. To verify our
assumption, we try to find some correlation between our

masked intermediate variable and the S-box output of round 15.

We perform our simulation experiments in the following order:
a)
b)

Guess a subkey of roundkey K16.

Deduce L16 (R15) and R16 from the ciphertext we’ve
already got.

¢) Make use of R15 and R16 as well as the subkey to get
the corresponding L15 which is also R14. It should be
noticed here that a roundkey is consist of eight 6-bit
subkeys, we process them respectively. From one 6-bit

subkey, we can deduce 4 nonadjacent bits in L15.

d) Use the hamming weight of these four nonadjacent
bits in L15 to calculate correlation with the power

consumption of the S-box output of round 15.

We perform a) to d) for every guessed subkey. And
repeat this process for eight times to complete the
correlation calculation of all the eight subkeys.

In practice, we simulate the output of the related S-boxes
using expression (1) and choose hamming weight as their
power model. Every roundkey consists of eight 6-bit sub parts.
We use divide-and-conquer strategy to accomplish the task.
Every 6-bit subkey will be diffused into 4 separate bits after P
transformation. And then we can obtain four nonadjacent bits
in L15, which we exactly use to calculate correlation with the
power consumption of S-box in round 15. According to the
structure of DES, four to six S-boxes will be influenced by
these four bits, and the actual relationship between them is
summarized by us in TABLE |I. After performing the
correlation analysis according to the above procedures, among
all the theoretically related S-boxes which are shown in the
second column, about 50%~60% of them have obvious
correlation with the intermediate value after 10 thousand
simulated traces, and the S-boxes which shows correlation are
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TABLE I. SUBKEY RELATED S-BOXES AND ATTACK RESULT

Subkey Related S-boxes Successfully match
Subkey 1 2, 3,4 5 6, 8 3, 6 8
Subkey 2 1, 3, 4,5 7, 8 1, 4, 5 7
Subkey 3 2, 46,7, 8 2, 4, 6
Subkey 4 1, 3,5 6, 7, 8 1, 3,5 7
Subkey 5 1, 2, 4 5 7 1, 7
Subkey 6 1, 3,5 7 1, 3
Subkey 7 1, 2, 3, 4 6, 8 2, 6 8
Subkey 8 1, 2, 4, 5 6, 7 2, 4,6, 7

TABLE Il. SUBKEY RELATED P-BOXES AND ATTACK RESULT

Subkey P-box 1 P-box 2 P-box 3 P-box 4
subkeyl v v v v
subkey?2 \/ v v
subkey3 \/ v v v
subkey4 v v v v
subkey5 v v

subkey6 Y \ N
subkey7 S N
subkey8 Y \ \

listed in the third column. For example, as to Subkey 1, it’s
expected to influence the second, third, fourth, fifth, sixth, and
eighth S-boxes in round 15 in theory, but our analysis result
shows only the third, sixth, and eighth display obvious
correlation. Although only a part of the S-boxes in the second
column convincingly demonstrate expected correlation, it’s
already firm enough to prove that correlation exists between
L15 and S-boxes in the 15th round .

Actually, to further consider the leakage problem, we may
also suppose that our intermediate value L15 can have
correlation with P-boxes in round 15. Table 2 is about the
calculation result of correlation with P-box output, and most of
them show correlation with intermediate value calculated with
the correct subkeys.

In TABLE | and TABLE II, when successfully detecting
correlation, the value is approximately 0.09~0.1. Actually, the
simulated power values we calculate for different S-box
outputs or P-box outputs corresponding to different
plaintext-ciphertext pairs can be regarded as simulated power
traces with few power consumption points. And this
experiment actually launches correlation power analysis upon
the traces using L15 as the intermediate value. So this
simulation experiment doesn’t only verify the existence of
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(a) Attack result of subkey 1
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(b) Attack result of subkey 2

Fig 5. The attack result of subkeys. Each line stands for the
correlation variation of a guessed subkey with the number of
power traces increase, and the red line stands for the correct
subkey value.

correlation between masked L15 and S-boxes or P-boxes in
round 15, but also prove the effectiveness to launch a first
order DPA on a masked DES using the leakage problem
between different components.

B. Real Card Analysis

Although we have already verified our assumption in part
A, we choose to strengthen the proof by launching a real card
attack. We realize the masked DES on a smart card using the
masking scheme introduced in Section Il and the trace of the
entire algorithm shows as fig. 6. We can easily figure out the
outline of 16 rounds of DES. According to our experience

from attacking an unmasked DES also designed by ourselves,
we can efficiently locate the part of S-box of the 15th round in
the trace.

In this experiment, we take the following points into
account:

a) To further confirm our assumption and explain the
leakage, we try to detect correlation between
masked L15 and practical power value of S-boxes in
round 15.

b) The problem of correlation detection can be

transformed into an attack. Using the hamming
weight of four nonadjacent bits of L15 deduced by a
guessed subkey to match the leakage point in round
15. And the procedures are similar to those in our
simulation experiments.

Adopting our strategy stated above, we succeed finding the
correlation between 4 nonadjacent bits of L15 and the s-box
output of round 15. Fig. 5 shows us the attack result of subkey
1 and subkey 2.From the this result, we can detect that 1) at
first, the right subkey has similar correlation with other
guessed candidates, but it gradually becomes stable at a value
after analyzing more than 2000 thousand traces, while the
other candidate has lower correlation as the number of traces
increase.2) Compared with normal attack models, the value
and the leading percentage of the corrected subkey are lower.
For every S-box, their 1st ranked candidate subkey owns the
correlation no more than 0.15 after it takes the lead. But it’s
already effective enough to verify our assumption and to be
made use of attacking masked DES.

Now, both simulation and real card experiments have
shown correlation between masked L15 and S-box output of
round 15. It verifies our assumption in Section Ill. The basic
idea lies in that even if the intermediate value is protected by a
masking number, it will still be vulnerable to correlation power
analysis if any correlation exists between this value and
another value which leaks key information, and the unbalanced
distribution of DES S-box output contributes to this correlation
in this paper.

V. CONCLUSIONS

We demonstrate a new leakage problem caused by the
correlation between different arithmetic components of a
cryptographic algorithm through both simulation and real card
attacks. Our evaluation results shows this leakage condition
can be used to launch an attack on a cryptographic device even

) a

i ; 1

v

Fig. 6. The power trace of the entire DES encryption
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if the original target intermediate variable is tightly protected.
Just like in our attack, a first order correlation power analysis
taking the leakage between different components into account
is powerful enough to break a masked DES.

Our attack and evaluation is performed without any
known-key methods, which is closer to the view of a real
attacker, and the result shows that our discovery is quite
effective in attacks. This leads us to update our view of DPA.
In traditional DPA, we tend to use different power models to
match the real power consumption of the point where we
assume the key information leaks, but in this paper, a new
point of view has shown to us. If assumed intermediate value
no longer matches with practical power, just as in a masked
cryptographic algorithm, power analysis may still be valid
making use of the correlation between different parts of the
algorithm which always exists. Varieties of masking schemes
all changed the intermediate values, but little work can be done
on altering the leakage correlation between different arithmetic
parts. So the leakage problem revealed in this paper should be
a new element to consider for algorithm and countermeasure
designers in the future.
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