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Abstract. A strategy for wireless sensor network security is presented through dividing sensing 
multi-dimension hypercube into clusters and using the overlap key sharing (OKS) concept in this 
paper. The multi-dimension sensing hypercube is divided into a number of small same dimension 
hypercubes called cells, some of which are comprised of a cluster called logical group. The overlap 
key sharing protocol creates long bit clusters as the key cluster pools and distributes a sub-group to 
every sensor as key cluster. Analysis and comparison demonstrate this scheme enhances the WSN 
security, realizes the flexile secure grades for WSN, and has good network connection. 

Introduction 
Guaranteeing the WSN secure is an of importance issue.  Key management scheme is an efficient 

way to assure wireless sensor networks secure. 
A. Perrig et al.[1] proposed that the base station sends the pairwise key encrypted with the two 

shared keys to two nodes respectively if they need to set up a pairwise key. Although this scheme has 
good resilience, it has poor scalability because the base station has to send keys to the related sensors. 
To solve the shortage, L. Eschenauer and V. D. Gligor[2]proposed that communication keys are set up 
through three steps: key predistribution, shared-key discovery, and path-key establishment. In the 
first phase, a large key pool is generated, and some distinct keys are drawn out of the pool and stored 
into sensor memory. In the second phase, each sensor in WSNs finds its neighbors with its shared 
keys in its wireless communication range. In the last phase, those sensors that do not share common 
keys are connected by two or more links.  

This scheme divides sensing multi-dimension hypercube into the same dimension small 
hypercubes called cells, 2 dn  cells of which consist of a dn -dimension cluster called logical group and 
uses the overlap key sharing (OKS) concept, which creates long bit clusters as the key cluster pools 
and distributes a sub-group to every sensor as key cluster. Analysis and comparison show that this 
scheme enhances the resilience of WSNs, provides the flexile secure grades for WSN, and has good 
network connection. 

The rest of this paper is organized as follows. In section two, location-based pairwise key 
establishment is given. Performance analysis for WSNs is given in the section three. The conclusion 
of this paper is in section four. 

Location-based pairwise key establishment 
Bit cluster group establishment and sensing hypercube division. 
In this paper, the sensing space is a dn  dimension, 1D , 2D , , 1dnD − , and

dnD , hypercube denoted 
as hcV  and the nodes are equally distributed in hcV  in this scheme. We introduce the key cluster 
concept in paper [3]. In [3], the overlap key sharing protocol creates long bit clusters as the key cluster 
pools and distributes a sub-group to every sensor as key cluster. The sensors employ the overlap 
sections as the sharing keys with their neighbor sensors. 
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The overlap key sharing protocol creates dn ( )1dn m −  bit clusters denoted as 

1
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GIDD ,  , 1
GID
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ndD , where, ( ) ( )1 = 0,1, , 3 , 2d dn nD m m− − , 

( ) ( )2 = 0,1, , 3 , 2d dn nD m m− − ,  , 1 = 0,1,
dnD −  ( ) ( ), 3 , 2d dn nm m− −  and 

( )= 0,1, , 3 ,d

d

n
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d
d
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The sensing hypercube hcV  in the wireless sensor networks is divided into m  same hypercube 

cells, denoted as '
00 00C


, '
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

,  ,
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. Where, 1 = 0,1, ,D   

( ) ( )2 , 1d dn nm m− − , ( ) ( )2 = 0,1, , 2 , 1d dn nD m m− − ,  , ( ) ( )1 = 0,1, , 2 , 1d d

d

n n
nD m m− − − and 

= 0,1,
dnD   ( ) ( ), 2 , 1d dn nm m− − , according to their geographical locations. 

Cells based on location and logical groups. 
There are N  sensor nodes in the sensing hypercube hcV . Those nodes are divided into m  same 

groups denoted as 00 00C

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.Where, ( ) ( )1 = 0,1, , 2 , 1d dn nD m m− −  , ( ) ( )2 = 0,1, , 2 , 1d dn nD m m− − , ,
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nD m m− − −  and = 0,1,

dnD  ( ) ( ), 2 , 1d dn nm m− − . The sensor nodes in 

group 1 2 1

'C
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and = 0,1,
dnD   ( ) ( ), 3 , 2d dn nm m− − , each of which consists of 2 dn  cells. Therefore, each logical 

group 1 2 1
G

n nd dD D D D−

 has 2 dn N
m

 sensor nodes. 

Pairwise key establishment. 
We introduce the grid-based key predistribution scheme in [4]. In our strategy we form 

2 2 2d d dn n nN N N
m m m
× × ×  hyper grid denoted by a dn -dimension hyper coordinate system in the 

logical group 1 2 1
G

n nd dD D D D−

. In the hyper coordinate system, those hyper axes are bit clusters 

1
GIDD ,

2
GIDD , , 1

GID
ndD − and GID

ndD . Each of bit clusters 
1

GIDD  includes 2 dn N
m

 sub bit clusters 

denoted as 1 1
GID NID 'D D

 , where, '
1 = 0,1, , 2 2 ,dn ND

m
 

−  
 

  2 1dn N
m
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−  

 
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GIDD , 0,1, , 2 2 ,dn N
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−  
 

  2 1dn N
m

 
−  

 
 denote 1 0GID NIDD  , 1 1GID NIDD  , 

 , 1 2 2
GID NID

nd
D N

m
−

 , 1 2 1
GID NID

nd
D N

m
−

  respectively. In the same way, for those hyper 

axes 2
GIDD , , 1

GID
ndD − and GID

ndD there are similar results. In logical group 1 2 1
G

n nd dD D D D−

, the 

setup server distributes { 1 2 11 2 1
ID GID NID ,GID NID , ,GID NID ,' ' 'nd nd

D D DD D D
,

− −
     }GID NID 'nd nd

D D
 to 

each sensor node, where ID  is the hyper grid-based index of the node. If the node is at the 
intersection of hyper axes, namely, bit clusters 

1
GIDD ,

2
GIDD , , 1

GID
ndD − and GID

ndD , the ID  of the 

node is denoted as ' ' ' '
1 2 1, , , ,

d dn nD D D D− . This paper assumes all sensor nodes in the logical group 

1 2 1
G

n nd dD D D D−

 are at the intersections. It is clear that different nodes at different intersections have 

different hyper grid-based indexes. The setup server then distributes { ' ' ' '
1 2 1, , , , ,

d dn nD D D D−  

' '1 2 11 2
GID NID ,GID NID , ,GID

ndD D DD D −
   }' ' '

1
NID ,GID NID

n n nd d dD D D−
 to each sensor at 

intersection. 
Suppose node 0S  is in the logical group 1 2 1

G
n nd dD D D D−

 and its index is 

0 0 0 0

' ' ' '
1 2 ( 1) ( ), , , ,

S S d S d Sn nD D D D− . After deployment of nodes, node 0S  broadcasts its message 

{ '10 0 0 0 1 0

' ' ' '
1 2 ( 1) ( ), , , , ,GID NID ,

S S d S d S S
n n D D

D D D D−  }' ' '2 ( 1)2 ( 1) ( )0 0 0

GID NID , ,GID NID ,GID NID
n nd dn nS d S d S

D D DD D D− −
    to 

discover nodes, which have common sub bit clusters with it. The common sub bit cluster 
'1 1 0

GID NID
S

D D
 is shared by nodes whose 1

GIDD  coordinate is 1
'D . For the 

' ' '2 ( 1)2 ( 1) ( )0 0 0

GID NID , ,GID NID ,GID NID ,
n nd dn nS d S d S

D D DD D D− −
     there are similar results. 

The new communication connection key 1

0 1

D
S SK  between 0S  and one node 1S , which have common 

sub bit cluster '1 1 0

GID NID
S

D D
 , is generated as follow. 

{1
'0 1 1 0 0 0 01 0

' ' ' '
1 2 ( 1) ( )= hash (GID NID ) , , , ,

S S d S d SS

D
S S D n nD

K D D D D−⊕  }
1 1 1 1

' ' ' '
1 2 ( 1) ( ), , , ,

S S d S d Sn nD D D D−⊕     (1) 

where 
0 1

' '
1 1S S

D D= . 
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We can obtain 2

0 1

D
S SK , , ( 1)

0 1

ndD
S SK − ,

0 1

ndD
S SK  through utilizing formulas similar to formula (1). 

1

0 1

D
S SK , 2

0 1

D
S SK , , ( 1)

0 1

ndD
S SK −  and 

0 1

ndD
S SK  are computed through using exclusive OR based on digit in 

hash functions, so they are computed rapidly. 
In general, the sensor node U  in the logical group 1 2 1

G
n nd dD D D D−

 can establish a pairwise key with 
any other sensor node V  in the same logical group according to the overlap key sharing concept. If 
the node U  and V  share one or more one of 1 21 2

GID NID ,GID NID , ,' 'D DD D
    

1 1
GID NID ,GID NID' 'n nd dn nd d

D DD D− −
  , the two nodes can directly establish a pairwise key. If the two 

nodes share nothing, they also can establish  pairwise keys through !dn   midway nodes. Therefore, 
we can obtain !dn  communication connection keys between U  and V . 

Addition of new nodes. 
If a sensor node 'h

S  will be added to the logical group 1 2 1
G

n nd dD D D D−

, the setup server randomly 

distributes an ID  denoted as 
' ' '

' ' '
1 2 ( 1)(2 ) , (2 ) , , (2 ) ,d d d

add add d addh h h

n n n
S S n S

N N ND D D
m m m −+ + +  

'

'
( )(2 )d

d add h

n
n S

N D
m
+  and dn  sub bit clusters 1 2 11 2 1

GID NID ,GID NID , ,GID NID ,' ' 'nd nd
D D DD D D− −
     

GID NID 'nd nd
D D
  to 'h

S , where
' ' ' '

' ' ' '
1 2 ( 1) ( 1)(2 ) , (2 ) , , (2 ) , ) ,d d d

add add d add d addh h h h

n n n
S S n S n S

N N ND D D D
m m m − −+ + +  

'

' ' ' ' '
( ) 1 2 1(2 ) ( ) , ( ) , , ( ) , ( ) ,d

d add h h d h d hh

n
n S S S n S n S

N D D D D D
m −+ ≠   0 2 1dn Nh

m
≤ ≤ − , '

1 0,1, 2,
add

D =  , '
1 0,1, 2,

add
D =  , 

'
2 0,1, 2,

add
D =  , '

( 1) 1, 2,
d addnD − =   and '

( ) 1, 2,
d addnD =  . After added to 1 2 1

G
n nd dD D D D−

, 'h
S  broadcasts a 

message
' ' ' '

' ' ' '
1 2 ( 1) ( )(2 ) , (2 ) , , (2 ) , (2 )d d d d

add add d add d addh h h h

n n n n
S S n S n S

N N N ND D D D
m m m m−

 + + + +




1 1
GID NID ,'D D

 }2 12 1
GID NID , ,GID NID ,GID NID' ' 'n nd dn nd d

D D DD D D− −
     to other nodes. 

The communication connection 1

' hh

D
S SK  between 'h

S  and hS , 0 2 1dn Nh
m

≤ ≤ − , which have common 

sub bit cluster 1 1
GID NID 'D D

 , is generated by the common section as follow 

1

1 ' ' ' '1

' ' ' '
1 2 ( 1) ( )= hash (GID NID ) (2 ) , (2 ) , , (2 ) , (2 )d d d d

'' h add add d add d addh h h h h

D n n n n
S S D S S n S n SD

N N N NK D D D D
m m m m−

 ⊕ + + + +


 

⊕ }' ' ' '
1 2 1( ) , ( ) , , ( ) , ( )

h h d h d hS S n S n SD D D D−            (2) 

where ' '
1 1( )

hSD D= . 

We can obtain 2

' hh

D
S SK , , ( 1)nd

' hh

D
S SK − , nd

' hh

D
S SK  through utilizing formulas similar to formula (2). 

Eviction of nodes. 
In wireless sensor network, nodes inevitably are compromised, or, they deplete their energy, so 

those nodes are deleted in time to guarantee network security. Our scheme can delete those nodes and 
refresh related keys. According those formulas (1) and (2), new pairwise keys are generated among 
normal nodes through deleting the indexes of the compromised nodes and their sub bit clusters. 
Therefore, this scheme realizes key refreshment. 
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Performance analysis for WSNs 
The connectivity in WSNs. 
As discussion above, any two sensor node U  and V  in the same logical group can establish their 

pairwise keys through using the overlap key sharing concept. Our strategy can guarantee any two 
sensor node 0U  and 2U , which are not in the same logical group, establish  pairwise keys. The 
minimal number of logical groups between 0U  and 2U  is i . Therefore, 0U and 2U  can establish 

1( !)i
dn +  pairwise key establishment paths. 
Security analysis for WSNs. 

1( !)i
dn + random keys, 1K , 2K , , , 1( !) 1i

dn
K + −  and 1( !)i

dn
K + , between node 0U  and 2U  are generated 

and they are utilized as the pairwise keys between them. The nodes outside the key discovery paths 
cannot obtain those keys, because it is transmitted through secure connection. Additionally, in this 
scheme the pairwise keys among sensor nodes still can be established with high probability, even if 
some sensor nodes are compromised. Therefore, this strategy is resilient to node compromise. 
According to the concept of the q-composite key pre-distribution scheme in paper [5], our scheme 
may require node 0U  and 2U  sharing one or more one of 1K , 2K , , , 1( !) 1i

dn
K + −  and 1( !)i

dn
K +  to 

realize their secure communication. Therefore, this scheme can realize flexible secure grades for 
wireless sensor networks. Additionally, the pairwise keys in the nodes are generated by using hash 
functions, therefore, compromised nodes do not reveal pairwise keys in other nodes even though they 
probably lose their key. 

The sub bit clusters stored in nodes determine all the nodes, which can establish pairwise keys with 
them, so the node replication does not increase other pairwise nodes, and then captures more pairwise 
keys. This scheme is secure to node replication attacker. 

This scheme divides sensing hypercube into small hypercube cells and logical groups and nodes in 
different logical groups have different bit clusters, so bit clusters are distributed unevenly in entire 
sensing hypercube. When attackers randomly compromise different nodes without special target, 
they capture a certain bit cluster with low probability. 

Conclusion 
The scheme in this paper combines overlap sharing key scheme and the key management strategy 

based on cells and logical groups. The sensing hypercube is divided into a number of cells and logical 
groups with same dimension. The sensor nodes are distributed sub bit clusters and establish their 
pairwise keys through using the OKS concept. This scheme is resilient to compromised node attack, 
has good network connectivity, and provides flexible security grades for wireless sensor networks. 
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