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Abstract: A scheme for WSNs(wireless sensor networks) security is given by dividing sensing 
multi-dimension hypercube into clusters and using the symmetric polynomials in this paper. The 
multi-dimension sensing hypercube is divided into a number of small same dimension hypercubes 
called cells, some of which are comprised of a cluster called logical group. The common keys among 
sensor nodes are established by utilizing symmetric polynomials. Analysis and comparison 
demonstrate this scheme enhances the WSNs security, and has good network connectivity. 

1 Introduction 
The wireless sensor network has caught attention for its various application fields, including health 

monitoring, habitat monitoring, battle field and so on[1]. However, in those applications, WSNs are 
prone to be attacked for sensors that consist of WSNs have limited communication ability, low 
calculation, and son on, and they are distributed in hostile environments[2]. Therefore, to assure 
WSNs secure is an of importance issue.  

Yuquan[3] gave a secure strategy in which the sensing hypercube is divided into many cells. 
Through utilizing symmetric polynomials[4], Ali Fanian et al[5] gave a secure key establishment 
strategy which ensures WSNs security. 

In this paper, we present a dynamic key management strategy. We divide the sensing space into 
numerous small sections through using the ideas of paper [3], and then set up common keys between 
each pair of sensors. Analysis demonstrates this strategy improves the WSN resilience and 
connectivity. 

The rest of this paper is organized as follows. In section two, location-based pairwise key 
establishment is given. Performance analysis for WSNs is given in the section three. The conclusion 
of this paper is in section four. 

2 Location-based pairwise key establishment 

2.1 Sensing hypercube division and sensor distribution 

In this paper, the sensing space is a dn  dimension, 1D , 2D , , 1dnD − , and 
dnD , hypercube denoted 

as hcV  and the nodes are equally distributed in hcV  in this scheme. The sensing hypercube hcV  in the 
wireless sensor networks is divided into m  same hypercube cells, denoted as '
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There are N  sensor nodes in the sensing hypercube hcV . Those nodes are divided into m  same 
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2.2 Key establishment based on symmetric polynomials 

Paper [4] set up a polynomial as the following 
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Where all coefficients of 1 2 1( , , , )Kf x x x +  which is a symmetric polynomial are selected from a 

qF (where q  is a prime integer). Therefore, we get the equation as the following 

1 2 1 (1) (2) ( 1)( , , , ) ( , , , )K Kf x x x f x x x+ ∂ ∂ ∂ +=           

Where ∂  is a permutation. All sensor nodes in WSNs, which employ the protocol based on 
1 2 1( , , , )Kf x x x + , get k  credentials, 1 2( , , )KI I I , from the key center, and they are kept in memory. 

The center calculates the polynomial shares through using the 1 2 1( , , , )Kf x x x +  and 1 2( , , )KI I I . 
As the polynomial share, the ib  are kept in sensor memory, and they are figured as the following 
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In this paper, the 1 2 3= , ,c I g I n I= = , every pair of nodes with only one mismatch in their 
identities can establish a shared key. Obviously, two sensors in one certain cell have the same values 
of c and g  and they have different values of n . In the same way, two sensors in one certain cell but 
not in one logical group have the same values of g  and they have different values of c  and n . 

Suppose the identities of nodes u  and v  in one certain cell 1 2 1
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clear that = , ,u v u v u vc c g g n n= ≠ . In this case, a t -degree (3+1)-variate polynomial defined as 
follows 
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is utilized. In order to compute a shared key, node u  takes vn  as the input and computes ( )c
u vf n , and 

node v  takes un  as the input and computes ( )c
v uf n . Due to the polynomial symmetry, both nodes 

compute the same shared key. Generally, two sensors u  and v  in the same cell can establish shared 
key ( ) ( )c c c

uv u v v uk f n f n= = . So, all sensor nodes in one certain cell can establish their shared keys. 
Similarly, suppose the identities of nodes u  and v  not in one certain cell 
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is utilized. In order to compute a shared key, node u  takes vn  as the input and computes ( )g
u vf n , and 

node v  takes un  as the input and computes ( )g
v uf n . Due to the polynomial symmetry, both nodes 

compute the same shared key. Generally, two sensors u  and v  in the same logical group but not in 
the same cell can establish shared key ( ) ( )g g g

uv u v v uk f n f n= = . So, all sensor nodes in the same logical 
group but not in the same cell can establish their shared keys. 

Suppose that sensor node u  and v  are in different logical groups. From section 2, any two close 
logical groups have one common cell. In general, there is a sensor node w ( , , )w w wc g n  which is not 
only in one logical group with node u  but also in the other logical group with node v . So, the shared 
key between node u  and w is ( ) ( )g g g

uw u w w uk f n f n= =  and the shared key between node v  and w  is 
( ) ( )g g g

vw v w w vk f n f n= = . We can obtain the shared key between node u  and v  as follows 

g g
uv uw vwk k k=  . 

3 Security analysis for WSNs 

In one certain cell, any two sensor nodes share common key ck  and in one certain logical group 
any sensor nodes have shared key gk . From the polynomial employed, it is more difficult to 
compromise the ck  in this paper than in the paper [4]. Moreover, any two nodes have common key 
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gk , so, the scheme in this paper is more secure than that in paper [4]. If ck  of one sensor node is 
compromised, the enemy only obtains those keys of other nodes in the same cell and it can not get the 
keys of other nodes in the same logical group. Similarly, if gk  of one sensor node is compromised, 
the enemy only obtains those keys of other nodes in the same logical group and it can not get the keys 
of other nodes in the same cell. 

4 Conclusion 

The scheme in this paper combines symmetric polynomial key scheme and the key management 
strategy based on cells and logical groups. The sensing hypercube is divided into a number of cells 
and logical groups with same dimension. The sensor nodes are distributed in the sensing space and 
establish their pairwise keys by using symmetric polynomial. This scheme is resilient to 
compromised node attacks, and has good network connectivity. 
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