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Abstract. Concerning the problem that a single spoofing detection method has poor performance in 
the receiver capturing phase, this paper presents a joint spoofing detection algorithm that combines 
the signal arrival time detection with the capturing correlation peak detection. The relationship 
among detection probability, false alarm probability and detection threshold is derived in addition to 
an analysis to the performance and the scope of application of the proposed method. It solves the 
problem of failure to detect repeater spoofing and strong generator spoofing interferences 
simultaneously in the receiver capturing phase. The algorithm has good application prospects, for it 
does not require additional equipment to the existing receivers in addition to low computation 
complexity. 

Introduction 

 Along with the evolution of navigation confrontation technology and microelectronic technology, 
the threats from spoofing interference [1~3] have become increasingly worse to satellite navigation 
systems. Spoofing interference is purposed to deviate the positioning results provided by satellite 
navigation system and thereby to make aircrafts and vessels impossible to position correctly and 
make precision-guided munitions off targets by means of rebroadcasting or generating similar 
spoofing signals. Spoofing interference is not easy to be detected or highly undetectable. Therefore, it 
is of great importance to research the detection and identification technology of spoofing 
interferences, eliminate the effects, exert the all-weather and high-accuracy strengths of satellite 
navigation system and promote the development of navigation applications.  

However, since spoofing interference signals are relatively weak and generally much lower than 
noises, it is very difficult to detect spoofing interference with traditional interference detection 
techniques; therefore, full use must be made of the prior knowledge in the detection of spoofing 
interferences. Researchers in China or abroad ever proposed some detection methods of spoofing 
interferences, e.g., Nielsen J [4] proposed a detection method for spoofing interferences using a 
handheld single-antenna receiver; Mark L.Psiaki [5] proposed a detection method for spoofing 
interferences using two receivers from different systems; Logan Scott [6] summarized and analyzed 
the popular spoofing techniques; Geng Zhenglin [7] summed up both spoofing techniques and 
spoofing detection techniques; Huang Long [8~9] summarized and analyzed the spoofing detection 
methods in several his papers.  

Concerning the spoofing interference detection requirements in the acquisition phase, this paper 
proposed a code-frequency 2D technique to obtain the arrival time of the received signal and acquire 
the correlation peaks based on circular correlation. A simulation test was given afterwards to validate 
the algorithm performance.  

Acquisition Technique Based on Circular Correlation 

Acquisition refers to the process of demodulating a signal to find out the carrier frequency and 
code phase. Since the time-domain convolution is equivalent to Fourier transform in the frequency 
domain; therefore, it is acceptable to convert the convolution search process to the frequency domain 
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in the course of acquisition. It is possible to obtain the frequency of a received signal by means of 
Fourier transform. For the civil signal at Beidou B1 frequency point, the spectral resolution is 1kHz 
after Fourier transform if the length of the input signal is 1 pseudo-code period. Therefore, it is 
allowed to set an acquisition threshold in a frequency domain. The highest frequency component 
above the threshold is the frequency corresponding to the received signal.  

In the frequency searching process, let the native code be multiplied by a RF carrier signal within a 

search scope and make the search successively by certain steps. The generated native code siq  is 
expressed as follows:  

2 ii f t
si sq C e                                                                                           (1)  

Where, sC  represents the native code of the s th channel and if  represents the i th frequency 
component.   

The code phase search process in the course of receiver acquisition may be considered as the 
process that a signal goes through a linear system, which is expressed as follows:  
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                                                                 (2)  

Where,  iq t  represents the native code of the i th channel, of which the Fourier transform is 
expressed as follows:   
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Let the variableu t   , then, 
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After inverse Fourier transform, we get:  
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The detection statistical quantity 
2 2
I QV Y Y 

, because the signals in both Branch I and Branch Q 
are subject to normal distribution. And it is derived that V  is subject to Rice distribution, then its 
probability density function is expressed as follows:  
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Where, 0I  represents the first sort of modified Bessel function at zeroth order, 
2
n  represents noise 

variance, 
 sin ( )e cohaR c f T 

 represents signal amplitude,   represents the time delay of received 

signal relative to native code, ef  represents the frequency difference between the replicate carrier and 

the received signal and cohT  represents coherent integration time.  
It is possible to work out the mean value of V  with reference to the density function (6) of Rice 

distribution, as expressed below:  

 
2

1 2 22 2n
n

E V L
 


 

  
                                                                       

 (7) 

Where, Lagrange polynomial  1 2L   is expressed as    2
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.  

Let's assume the variance constant of noise power is 
2
n . When no signal or the signal is rather 

weak,
2
n  , then the probability density function of statistical quantity V  is approximately subject to 

Rayleigh distribution, as expressed below:  
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The mean value of Rayleigh distribution can be expressed as   2

2 nE
  .  

When no satellite signal is present, 0H  is subject to Rayleigh distribution. Then, the false alarm 

probability 1faP  corresponding to threshold value 1  is:  
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It means, 

1 2lnn faP                                                                                                    (10) 

If the noise power 
2
n  and the false alarm probability faP  are given, then it is possible to figure out 

the acquisition threshold 1 . Therefore, it is acceptable to convert the correlation search process in 
time domain for code phase acquisition to the frequency domain.  

 Improvement Repeater Spoofing Detection Based on Circular Correlation  

The value of non-coherent accumulation in the acquisition phase is also a response to signal 
energy. And the spoofing signal energy is generally 5~10dB higher than that of the real navigation 
signal to achieve good spoofing performance. Therefore, it is feasible to detect the presence of 
spoofing interference using the non-coherent accumulation peak value in the process of acquisition, 
i.e., the presence of spoofing interference is considered if the peak value is greater than a threshold.  

Let's assume the power of spoofing signal is higher than that of the true navigation signal and they 
are of the same signal format but from different sources. Therefore, it is acceptable to express their 
probability density functions with Equation (6) though they have different mean values. In this case, 
the probability distribution of the detection statistical quantity V  after non-coherent integration may 
be illustrated with the graph below.  

1 2

2faP1faP

 
Figure 1 Probability distribution of non-coherent integration values 

As shown in the graph, the detection for spoofing interference based on non-coherent integration 
statistical quantity may be regarded as a trivariate detection issue, i.e., to make a valid selection 
among 0H , 1H  and 2H  under the conditions of the probability density function depending on an 
unknown parameter.  

The trivariate hypothesis model may be expressed as
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The detection relation determined as per figures 6-11 is 
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Figure 2 Relations with detection threshold 

The key to correctly acquiring navigation signal and detecting spoofing interference is how to set 
the two thresholds 1  and 2  rationally. False alarm will be incurred if the threshold values are too 
small; missed alarm will be incurred if the threshold values are too large. The value of the detection 
threshold 1  can be worked out with the Equation (10) given in the previous section.  

In the presence of a navigation signal or a spoofing signal, 2
n  , then the mean value of the 

statistical quantity V  can be approximately expressed as:  
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It is already known that the navigation signal and the spoofing signal have the same distribution 
separately but different distribution mean values. Let's assume their mean values are 1  and 2  
respectively, and their relation is as shown in figure 6, then, it is possible to derive their probability 
density functions from Equation(8) and Equation(11), which are expressed as follows respectively:  
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Where, 1  represents the non-coherent integration mean value of navigation signal and 2  

represents the non-coherent integration mean value of the spoofing signal, 2 1  .  
The false alarm probability 2faP  of spoofing interference detection is expressed as:  
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If nv x  , then 
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Where, 2  represents the preset spoofing detection threshold and ( , )KQ a b  represents the 
generalized Marcum 's Q function.  
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Conclusively, the modified spoofing interference detection algorithm in the acquisition phase can 
be divided into the following steps:  

1) Carry out fast Fourier transform to the received navigation signal of one pseudo-code period, 
and convert the output to the frequency domain to obtain  X k , where,. 0,1, ,n k N   .  

2) Take the complex conjugate of  X k  to get  *X k .  

3) Generate a number of native-code signals  siq n  corresponding to the frequency steps within the 

frequency scope of search using Equation (6), where, 1, 2, ,i M   represents the corresponding 
number of search channel and 1, 2, ,s S   represents the searching frequency step.  

4) Carry out FFT conversion to convert  siq n  to frequency domain and get  siq k .  

5) Complete a point-to-point multiplication between  *X k  and  siq k  to get  siR k .  
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6) Perform inverse Fourier transform to convert  siR k  to the time domain and get its absolute 

value  sir n . There are a total of S N  values for every channel.  

7) Conduct a frequency-phase 2D search among S N   sir n  values and compare each of them 

with the preset detection threshold. Consider the presence of a signal when a value is higher than the 
threshold. If there are two separate peaks higher than the threshold, it is believed the presence of 
repeater spoofing interference. Determine it is a navigation signal or a repeater spoofing signal with 
reference to the arrival time at the corresponding position.  

8) If only one peak is detected, perform L  times of non-coherent accumulation to the searched 
data.  

9) Compare the acquired correlation peak values with the preset threshold 2 . Consider the 

presence of spoofing interference if the peak value is greater than the threshold 2 ; take it as a true 

navigation signal if the peak value is less than the threshold 2 .  
The flow chart of the entire detection process is as shown in the figure below.  

IF
 signal

2 2

 
Figure3 Flow chart of detection process 

The detection performance of the algorithm is simulated below. Taking the civil signal at B1 
frequency point as example, let's assume the length of the received signal after coherent integration is 
1ms, the sampling frequency is 50MHz, the carrier frequency is 20mhz, the SNR is -20dB and the 
Doppler frequency shift is 1KHz for the received signal in one channel, the SNR is -10dB and the 
Doppler frequency shift is 2KHz for the received signal in the other channel. The graph after 
code-frequency 2D research with the proposed algorithm is as shown in 错误!未找到引用源。8.  
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2

2

Figure 4 Energy detection in the acquisition phase错误!未找到引用源。8 shows the energy detection results to 
the correlation peak after the 2D acquisition search, where (a) represents the peak detection to 
navigation signal and (b) represents the peak detection to spoofing signal. It is clear that the energy of 
navigation signal is less than the detection threshold 2  in (a) and the energy of spoofing signal is 

greater than the detection threshold 2  in (b). It demonstrates that this algorithm has good 
performance in detection of spoofing signal of power higher than navigation signal.  

Of simple structure, this detection method does not require additional equipment for the original 
receiver to complete detection for spoofing interference, which adds it a certain value of promotion. 
However, this technique has its limitation because spoofing signal and navigation signal share the 
same signal format and the same probability distribution, and they are identified from each other only 
by different power levels. When a navigation signal is of high power, it is very likely to identify it as 
a spoofing signal; when a spoofing signal is of low power, it is very likely to identify it as a navigation 
signal. Besides, the search precision is relatively low in the acquisition phase. If the time difference 
between a repeater spoofing signal and a true navigation signal arriving at the receiver is within one 
chip, the detection and identification will fail.  

Conclusion 

Concerning the detection vulnerability of spoofing interferences in the acquisition phase, this 
paper proposes a detection and identification technique that combines the arrival time of received 
signal with the acquisition of correlation peaks. After deriving the probability density function 
distributions of noise, received spoofing signal and navigation signal, it suggests two detection 
thresholds as well as the relation between detection probability and false alarm probability. Finally, 
the algorithm performance is analyzed by means of simulation. This algorithm is expected to have 
good application prospects because it is simple in structure and easy to implement in addition to no 
additional equipment required for the existing receiver.. 
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