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Abstract. Concerning the problem that a single spoofing detection method has poor performance in
the receiver capturing phase, this paper presents a joint spoofing detection algorithm that combines
the signal arrival time detection with the capturing correlation peak detection. The relationship
among detection probability, false alarm probability and detection threshold is derived in addition to
an analysis to the performance and the scope of application of the proposed method. It solves the
problem of failure to detect repeater spoofing and strong generator spoofing interferences
simultaneously in the receiver capturing phase. The algorithm has good application prospects, for it
does not require additional equipment to the existing receivers in addition to low computation
complexity.

Introduction

Along with the evolution of navigation confrontation technology and microelectronic technology,
the threats from spoofing interference [1~3] have become increasingly worse to satellite navigation
systems. Spoofing interference is purposed to deviate the positioning results provided by satellite
navigation system and thereby to make aircrafts and vessels impossible to position correctly and
make precision-guided munitions off targets by means of rebroadcasting or generating similar
spoofing signals. Spoofing interference is not easy to be detected or highly undetectable. Therefore, it
is of great importance to research the detection and identification technology of spoofing
interferences, eliminate the effects, exert the all-weather and high-accuracy strengths of satellite
navigation system and promote the development of navigation applications.

However, since spoofing interference signals are relatively weak and generally much lower than
noises, it is very difficult to detect spoofing interference with traditional interference detection
techniques; therefore, full use must be made of the prior knowledge in the detection of spoofing
interferences. Researchers in China or abroad ever proposed some detection methods of spoofing
interferences, e.g., Nielsen J [4] proposed a detection method for spoofing interferences using a
handheld single-antenna receiver; Mark L.Psiaki [5] proposed a detection method for spoofing
interferences using two receivers from different systems; Logan Scott [6] summarized and analyzed
the popular spoofing techniques; Geng Zhenglin [7] summed up both spoofing techniques and
spoofing detection techniques; Huang Long [8~9] summarized and analyzed the spoofing detection
methods in several his papers.

Concerning the spoofing interference detection requirements in the acquisition phase, this paper
proposed a code-frequency 2D technique to obtain the arrival time of the received signal and acquire
the correlation peaks based on circular correlation. A simulation test was given afterwards to validate
the algorithm performance.

Acquisition Technique Based on Circular Correlation

Acquisition refers to the process of demodulating a signal to find out the carrier frequency and
code phase. Since the time-domain convolution is equivalent to Fourier transform in the frequency
domain; therefore, it is acceptable to convert the convolution search process to the frequency domain
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in the course of acquisition. It is possible to obtain the frequency of a received signal by means of
Fourier transform. For the civil signal at Beidou B1 frequency point, the spectral resolution is 1kHz
after Fourier transform if the length of the input signal is 1 pseudo-code period. Therefore, it is
allowed to set an acquisition threshold in a frequency domain. The highest frequency component
above the threshold is the frequency corresponding to the received signal.

In the frequency searching process, let the native code be multiplied by a RF carrier signal within a

search scope and make the search successively by certain steps. The generated native code % is
expressed as follows:
q_s,,- — C.ei2ﬂfl'f (1)

K

Where, G represents the native code of the ¢ th channel and 7 represents the ! th frequency
component.

The code phase search process in the course of receiver acquisition may be considered as the
process that a signal goes through a linear system, which is expressed as follows:

y(t):jix(r)qs[(t—r)dz' (2)

Where, 4 (t) represents the native code of the ?th channel, of which the Fourier transform is
expressed as follows:

Y(f) - j:jjcx(r)qsi (t - T)dTe‘7~/2”'/"dt
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Let the variableu =¢-7, then,
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After inverse Fourier transform, we get:
y(0)=5 [ v () ar )
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The detection statistical quantity 1T , because the signals in both Branch I and Branch Q
are subject to normal distribution. And it is derived that V" is subject to Rice distribution, then its
probability density function is expressed as follows:

_vz +A%
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Where, Ly represents the first sort of modified Bessel function at zeroth order, o represents noise
A=|aR(z)sinc(£T )

variance, represents signal amplitude, 7 represents the time delay of received

signal relative to native code, f. represents the frequency difference between the replicate carrier and

the received signal and T o represents coherent integration time.

It is possible to work out the mean value of ¥ with reference to the density function (6) of Rice
distribution, as expressed below:

5)= o - 2= )

Where, Lagrange polynomial L, (+) is expressed as L,, (x) = e [(1 -x)1, (—gj—xll (—%D :
o

Let's assume the variance constant of noise power is “». When no signal or the signal is rather

weak, A<o, , then the probability density function of statistical quantity ¥ is approximately subject to

Rayleigh distribution, as expressed below:
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The mean value of Rayleigh distribution can be expressed as £(v)= gaz .

n

When no satellite signal is present, Hy i subject to Rayleigh distribution. Then, the false alarm

probability B corresponding to threshold value 4 is:

2
v _

o Y _272 262
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It means,

1 =0,y2Ink, (10)

If the noise power o and the false alarm probability Pa are given, then it is possible to figure out

the acquisition threshold h, Therefore, it is acceptable to convert the correlation search process in
time domain for code phase acquisition to the frequency domain.

Improvement Repeater Spoofing Detection Based on Circular Correlation

The value of non-coherent accumulation in the acquisition phase is also a response to signal
energy. And the spoofing signal energy is generally 5~10dB higher than that of the real navigation
signal to achieve good spoofing performance. Therefore, it is feasible to detect the presence of
spoofing interference using the non-coherent accumulation peak value in the process of acquisition,
1.e., the presence of spoofing interference is considered if the peak value is greater than a threshold.

Let's assume the power of spoofing signal is higher than that of the true navigation signal and they
are of the same signal format but from different sources. Therefore, it is acceptable to express their
probability density functions with Equation (6) though they have different mean values. In this case,
the probability distribution of the detection statistical quantity 7 after non-coherent integration may
be illustrated with the graph below.
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Figure 1 Probability distribution of non-coherent integration values
As shown in the graph, the detection for spoofing interference based on non-coherent integration
statistical quantity may be regarded as a trivariate detection issue, i.e., to make a valid selection
among H,, H, and H, under the conditions of the probability density function depending on an

unknown parameter.

The detection relation determined as per figures 6-11 is
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No signal True signal Spoofing signal
Figure 2 Relations with detection threshold
The key to correctly acquiring navigation signal and detecting spoofing interference is how to set
the two thresholds 7; and 7, rationally. False alarm will be incurred if the threshold values are too
small; missed alarm will be incurred if the threshold values are too large. The value of the detection
threshold 7 can be worked out with the Equation (10) given in the previous section.

In the presence of a navigation signal or a spoofing signal, 130~ , then the mean value of the

n?s

statistical quantity 7 can be approximately expressed as:
E(V)= %O'HLI/Z[— 2 ]z/l (11)

20
It is already known that the navigation signal and the spoofing signal have the same distribution
separately but different distribution mean values. Let's assume their mean values are 4 and 4,
respectively, and their relation is as shown in figure 6, then, it is possible to derive their probability
density functions from Equation(8) and Equation(11), which are expressed as follows respectively:

f(h)=—e I[LJ (12)
O-)I U”l

Fnh)=—e 1, {—lzf ] (13)
O-Vl O-Vl

Where, 4 represents the non-coherent integration mean value of navigation signal and 4,
represents the non-coherent integration mean value of the spoofing signal, 4, > 4.
The false alarm probability P,, of spoofing interference detection is expressed as:

vz-ﬁ-/?.l2
® © Vv T Av
Pl i [ e 0 2 (14)
If v/o, =x, then
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Where, 7, represents the preset spoofing detection threshold and ¢, (a,») represents the
generalized Marcum 's Q function.

0, (a,b) = J.wx(f) ) e R (ax)dx (16)
b \a

Conclusively, the modified spoofing interference detection algorithm in the acquisition phase can
be divided into the following steps:
1) Carry out fast Fourier transform to the received navigation signal of one pseudo-code period,

and convert the output to the frequency domain to obtain X (k), where,. = k = 0,1,---, N

2) Take the complex conjugate of X (k) to get X (k)
3) Generate a number of native-code signals ¢, (n) corresponding to the frequency steps within the

frequency scope of search using Equation (6), where, i=1,2,.... represents the corresponding
number of search channel and s =1,2,..,s represents the searching frequency step.

4) Carry out FFT conversion to convert ¢, (n) to frequency domain and get g, (k).

5) Complete a point-to-point multiplication between X (k) and g, (k) to get R, (k).
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6) Perform inverse Fourier transform to convert R, (k) to the time domain and get its absolute

value |7, (n)| . There are a total of SxN values for every channel.

7) Conduct a frequency-phase 2D search among SxN r;'i(n)| values and compare each of them

with the preset detection threshold. Consider the presence of a signal when a value is higher than the
threshold. If there are two separate peaks higher than the threshold, it is believed the presence of
repeater spoofing interference. Determine it is a navigation signal or a repeater spoofing signal with
reference to the arrival time at the corresponding position.

8) If only one peak is detected, perform L times of non-coherent accumulation to the searched
data.

9) Compare the acquired correlation peak values with the preset threshold 7,. Consider the

presence of spoofing interference if the peak value is greater than the threshold 7, ; take it as a true

navigation signal if the peak value is less than the threshold 7, .
The flow chart of the entire detection process is as shown in the figure below.
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Figure3 Flow chart of detection process
The detection performance of the algorithm is simulated below. Taking the civil signal at Bl
frequency point as example, let's assume the length of the received signal after coherent integration is
1ms, the sampling frequency is 50MHz, the carrier frequency is 20mhz, the SNR is -20dB and the
Doppler frequency shift is 1KHz for the received signal in one channel, the SNR is -10dB and the
Doppler frequency shift is 2KHz for the received signal in the other channel. The graph after
code-frequency 2D research with the proposed algorithm is as shown in $5 = AR KI5 HIE. 8.
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Figure 4 Energy detection in the acquisition phase#5 iR ! R 2|5 . 8 shows the energy detection results to
the correlation peak after the 2D acquisition search, where (a) represents the peak detection to
navigation signal and (b) represents the peak detection to spoofing signal. It is clear that the energy of
navigation signal is less than the detection threshold 7, in (a) and the energy of spoofing signal is
greater than the detection threshold 7, in (b). It demonstrates that this algorithm has good
performance in detection of spoofing signal of power higher than navigation signal.

Of simple structure, this detection method does not require additional equipment for the original
receiver to complete detection for spoofing interference, which adds it a certain value of promotion.
However, this technique has its limitation because spoofing signal and navigation signal share the
same signal format and the same probability distribution, and they are identified from each other only
by different power levels. When a navigation signal is of high power, it is very likely to identify it as
a spoofing signal; when a spoofing signal is of low power, it is very likely to identify it as a navigation
signal. Besides, the search precision is relatively low in the acquisition phase. If the time difference
between a repeater spoofing signal and a true navigation signal arriving at the receiver is within one
chip, the detection and identification will fail.

Conclusion

Concerning the detection vulnerability of spoofing interferences in the acquisition phase, this
paper proposes a detection and identification technique that combines the arrival time of received
signal with the acquisition of correlation peaks. After deriving the probability density function
distributions of noise, received spoofing signal and navigation signal, it suggests two detection
thresholds as well as the relation between detection probability and false alarm probability. Finally,
the algorithm performance is analyzed by means of simulation. This algorithm is expected to have
good application prospects because it is simple in structure and easy to implement in addition to no
additional equipment required for the existing receiver..

References
[1] Basker S. Jamming:A Clear and Present Danger[J].GPS World.2010.21(4):8-9.

[2] Anonymous. Global Positioning System Impact to Critical Civil Infrastructure (GICCI)[R].Naval
Surface Warfare Center,2009.

[3] He Sihua, Li Tianwei, Han Yundong: A Research of GPS Jamming Technology in Navigation
Wars [J]. Shipboard Electronic Countermeasure, 2004, 27(1): 24-27.

[4] NielsenJ, Broumandan A, Lachapelle G.. Gnss spoofing detection for single antenna handheld.

255



[5] Psiaki, Mark L.;O'Hanlon, Brady W.;Bhatti, Jahshan A.;Shepard, Daniel P., GPS Spoofing
Detection via Dual-Receiver Correlation of Military Signals[J], Aerospace and Electronic Systems,
IEEE Transactions on,pp:2250-2267.

[6] Logan Scott LS Consulting Anti-Spoofing & Authenticate Signal Architectures for Civil
Navigation Systems.

[7] Geng Zhenglin, Nie Junwei and Wang Feixue: a research on GNSS anti-spoofing technology [J].
Global Positioning System, 2013, 38(4): 65-70.

[8] Huang Long, Gong Hang, Zhu Xiangwei and Wang Feixue: A Research on Repeater Spoofing
Techniques against GNSS Time Service Receiver [J]. Journal of National University of Defence
Technology, 2013, 35(4): 93-96.

[9] Huang Long, Lv Zhicheng and Wang Feixue: A Research on Spoofing Interference against GNSS
Receiver [J]. Acta Astronautica, 2012, 33(7): 884-890.

256




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




