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Abstract: A scheme for WSNs(wireless sensor networks) security is given by dividing sensing circle
into sections and using the symmetric polynomials in this paper. Ordinary sensor nodes and
heterogeneous sensor nodes are distributed in the circle equally. The keys among sensor nodes are
established by utilizing symmetric polynomials. Analysis and comparison demonstrate this scheme
enhances the WSN security.

Introduction

A lot of sensors that are connected through a wireless transmission medium compose wireless
sensor networks. In wireless sensor networks, sensors have limited resources, including limited
memory, limited calculating capacity, lower communication power, and so on. Even so, wireless
sensor networks have various applications in industry, agriculture, traffic, buildings and so on. In
many cases, wireless sensor networks are distributed in unfriendly, even antagonistic surroundings.
Therefore, wireless sensor networks are easily exposed to various malicious attacks, and in the same
time, wireless sensor networks are limited ability to defense those assaults '),

Ensuring the wireless sensor networks secure is a valuable and difficult issue. Liu D and Ning"
gave a common frame for polynomial pool-based pairwise key predistribution and two possible key
predistribution schemes, namely, random subset assignment and grid-based schemes. [3], which is an
improved version of the [2], employed a pool consisting of multiple random bivariate polynomials. [3]
enhanced the scalability and security of WSNs compared with [2].

This paper presents a key management strategy based on symmetric polynomials. Analysis and
comparison show that this scheme enhances the resilience of WSNs. The rest of this paper is
organized as follows. In section two, pairwise key establishment is given. Performance analysis for
WSNs is given in the section three. The conclusion of this paper is in section four.

L ocation-based pairwise key establishment

Sensing circle division and sensor distribution

In this paper, the sensing area is a circle denoted as S and the nodes are equally distributed in S.
The sensing circle in the wireless sensor networks is divided into M N sections. In the Fig.1, there
are numerous concentric circles and the radius of the minimum circle is I', the radius of the secondary
minimum circle is 2r -, the radius of the largest circle is M. All those concentric circles are

divided into M sectors equally. The sector OM M,  is denoted as (0,0), the sector OM,;\ M, is
denoted as (0,1) -, the sector OM;,, ;M is denoted as (0,m- 1), the section M,MyM,; M,/ is
denoted as (1,O) , the section M, M;M,M,, is denoted as (1,1) , L | the section
M yoMm 1Mo My is denoted as (1,m- 1) /- and the section M 1 2Mm- 1in-nMon- 2y Mogn- 1y
is denoted as (N- 1,M- 1) . Generally, sections are denoted as (P,q) . Suppose the area of the sector
OM,M,, is §,. The area Syofthe MMM, M, is 3§, the area S,,0fthe M;;M,M,M,, is
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580, the area S, 0of the My oMo ysM i )Moy is (2N- 1) . In the same way, we can

obtain those areas of other sectors and sections.
Suppose & ordinary sensor nodes are distributed in sector OM M, . Then, 3a ordinary sensor

nodes are distributed in section M M M, M, , 5a ordinary sensor nodes are distributed in
section MM ,M , M, ;L and (2n- 1)a ordinary sensor nodes are distributed in section
M M M, n.ysM (1.2, . Suppose heterogeneous sensor nodes which have more

0(n-2) 0o(n-1)
communication capacity, battery energy, storage memory and higher computational ability than

ordinary sensor nodes are distributed in sensing space equally and suppose D heterogeneous sensor
nodes are distributed in sector OM M, . Then, 3b heterogeneous sensor nodes are distributed in
section M M ,M, M, , 5b heterogeneous sensor nodes are distributed in section
M M ,M ,M, ,(2n - 1)b heterogeneous sensor nodes are distributed in section
Mo Mo yMin-yMyn-2) . Let all sectors and sections be grids, and in a certain grid there are

o(n-2)~Yo(n- )Y r1(n-1)
ordinary senser nodes and heterogeneous sensor nodes which are denoted by IDs. All ordinary sensor

nodes are denoted in the sector OM (M | as 1,2, ,a | next, all heterogeneous sensor nodes are
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Fig. 1 The sensing circle
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denoted in the sector OMM,; as @ +1,a +2,L_,a + b . In the same way, all ordinary sensor nodes
are denoted in the sector OM; (M, as @ +b +1,a +b +2,L_,2a +b | next, all heterogeneous sensor
nodes are denoted in the sector OM (M, as 2a +b +1,2a +b +2,L_,2a +2b . At last, all ordinary
sensor nodes are denoted in the section  Myn 2 Mon yMmin-yMmoymna)  as
(M’ - 2n+1)@ +b)+1, (M - 2n+1)@ +b)+2,L,(mn° - 2n+1)@ +b)+(2n-1)a , next, all
heterogeneous sensor nodes are denoted in the section My Mo M i nMm -2y as
(mn’- 2n+1)@ +b)+(2n- Da +1,(mn* - 2n+1)@ +b)+(2n- Da +2,L.,mn°@ +b).

Pairwise key establishment
A polynomial™ is established as the following

fx,%,Lx.w)=aal-a al,iz,LiK,iKH, X6 LXEXE (1)

i1=0i,=0  ixy=0

Where f(X,X,,L,X,,) is a symmetric polynomial and all coefficients of f(X,X,,L,X..,) are

selected from a F,(where 0 is a prime integer) which is a finite field. Therefore, we can obtain the
equation as follows

f(X1’X2’L’XK+1): f(xﬂ(l)’Xﬂ(Z)’L’Xﬂ(Kﬂ)) (2)

where §means a permutation. All sensors, that utilize the protocol based on f(X,X,,L,%.,)
protocol, get k credentials , (l,,1,,L-1,), from the key management centre, and these credentials are
stored in memory. Through utilizing the polynomial f(X,X,,L_,X.,;) and those credentials,
(I,,1,,L.1 ), The centre can calculate the polynomial shares. As the polynomial share, the

coefficients b are stored in sensor memory, and those B are calculated as the following

{ .
Fu () = £ L LX) = @ B X 3)

i=0

In this paper, the P=1,,q=1,,ID =1, every pair of nodes with only one mismatch in their

identities can establish a shared key. Obviously, two sensors in one certain grid have the same values
of Pand 4 and they have different ID values.

Suppose the identities of nodes U and V in one certain grid are (P,,0,,!D,) and (P,,q,,ID,)

respectively . It is clear that P, = P,,0, =0,,ID, * ID,. In this case, a t-degree 3-variate polynomial
is defined as follows

f(X.%.%)=a aaa,, X%x (4)

i1=01i,=0i;=0

In order to compute a shared key, node Utakes |D, as the input and computes f,(ID,) and node
Vtakes ID, as the input and computes f,(ID,) through utilizing equation (4). Due to the polynomial
symmetry, both nodes compute the same shared key. Generally, two sensors U and V in the same
grid can establish shared key K, = f,(ID,) = f,(ID,). Therefore, all sensor nodes both ordinary
sensor nodes and heterogeneous sensor nodes in one certain grid can establish their shared keys.
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Let OMOOMIO be denoted as Mo(.])MooM]oM](.]) , L , OM(m. 2)0M(m-])0 be denoted as
M- sMme 20Mm noMm -1y s OMm oMo be denoted as M. 1y 1y M 10MoeMo(. 1y . Without
loss of generality, heterogeneous nodes not in the same grid but in the same concentric ring, for
example, section M, M M M . (O0EMEM-1, 0£n £n-1 )and section
M MMM ey (OEM EM-1,0£n £n- 1), can establish their shared key. If
m,- m =1, those sections are close and mod (2n +1)@ +b) is utilized,where 0£n £n-1. A
certain heterogeneous sensor node N in section Mm(nv_,)anvM(mﬂ)nvM(mﬂ)(nv_]) can find the unique
heterogeneous sensor node M in the section M, , M .M =M . whose IDs are equal.
Then , the identities of nodes N and M are (B,,4,,1D,) and (P, 0y 1D, respectively , where

B, = P * Oy 1D, = 1D, In this case, a t-degree 3-variate polynomial is defined as follows

f(X.%.%)=a aaa,, X%x (5)

i1=01i,=0i;=0

In order to compute a shared key, node N takes 0, as the input and computes () and node

Mtakes G, as the input and computes f,(0,) through using the equation (5). Due to the polynomial
symmetry, both nodes compute the same shared key. Generally, two heterogeneous sensors N and
M in the same ring can establish shared key K., = f,(a,) = f.(q,).

In the same way, if M- M =g(2£g£m-1) | those sections are not close and mod
g(2n +1)@ +b) are utilized, where 0£n £n- 1, A cetain heterogeneous sensor nodes in section

Mm(nv_,)anvM(mﬂ)nvM(mﬂ)(nv_]) can establish shared key with an unique heterogeneous sensor node

mz<n'-I)Mmzn'M<mz+1)n'M<mz+1)<n'-1) :

So, we can obtain that all hetereogeneous sensor nodes not in the same grid but in the same
concentric ring can establish their shared keys.

Without loss of generality, heterogeneous nodes not in the same grid but in the same sector, section

Mm'(nl-])Mm'nlM(m'H)nlM(m'ﬂ)(nl-]) ( 0£n| £n-2 5 0OE£Em£m-1 )and section
MM MM -y (TEM £0-1,0£m £m- 1), can establish their shared key. If
n,- N, =1, those sections are close and mod M(2n, +1)@ +b)is utilized, where 0ENn £n-2_ A

in section M

certain heterogeneous sensor node N in section Mm'm_,)vanlM(m'HmM(mvﬂ)(nl_]) can find the unique
heterogeneous sensor node M in the section va(nz_])vanzM(mvﬂ)nzM(mvﬂ)(nz_,)whose IDs are equal.
Then , the identities of nodes N and M are (B,,%,,1D,) and (P 0y 1D, respectively , where

Pt PG =0, ID, =1D,,. In this case, a t-degree 3-variate polynomial is defined as follows

f(X.%.%)=a aaa,, X%x (6)

i1=01i,=0i;=0

In order to compute a shared key, node N takes Py, as the input and computes f,(P,)and node

Mtakes P, as the input and computes f(P,) through employing the equation (6). Due to the
polynomial symmetry, both nodes compute the same shared key. Generally, two sensors N and ™M
not in the same grid but in the same sector can establish shared key K., = f, (P,) = f.(B,).
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In the same way, if N,- N =0(2£g£n-1)  those sections are not close and mod
m@ +b){[2(n +0) +1]+[2(n, + ) +1]+L+2[n +(g- D]+1} is utilized, A cetain heterogeneous

sensor nodes in section M M(mﬂ)(nv_,) can establish shared key with an unique

.. M M ,
m@-1)" mn o (m+hn

.MM M ,
my(n-1)mn T (my D (my (- 1) -

Therefore, we can obtain that all hetereogeneous sensor nodes not in the same grid but in the same
sector or in the same concentric circles can establish their shared keys. Additionaly, all ordinary
sensors and hetereogeneous sensors in a certain grid can set up secure keys. So, all ordinary sensor
nodes and hetereogenous sensor nodes in whole sensing circle can establish their shared keys.

heterogeneous sensor node in section M

Security analysisfor WSNs

In one certain cell, any two sensor nodes, including ordinary sensors and hetereogenous sensors,
share common key. From the polynomial employed, it is more difficult to compromise the key in this
paper than in the paper [5]. Moreover, if a sensor is compromised in a certain grid, it can not reveal
any information of sensors in other grids. Therefore, this scheme is more secure than those which do
not employ grid methods. Those hetereogeneous sensors have more than one keys by which they
establish secure connection. So, in order to enhance the WSNs security, through using those keys this
strategy can obtain more complex keys. Those hetereogeneous sensors set up their secure connection
by utilizing those more complex keys.

Conclusion

The sensing circle consists of a number of sections. The ordinary sensor nodes and hetereogeneous
sensor nodes are distributed and establish their pairwise keys by using symmetric polynomial. This
scheme is resilient to compromised node attack, and has good network connectivity.
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