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Introduction 
Internet is an important part of the Internet in the future. The future the Internet will not only is the 

simple evolution of the existing Internet, in order to adapt to the future application, more need to have 
the new architecture, interface, data management mode and the Internet could access various 
heterogeneous entities and sensor etc. Future objects are identification, telecommunications, mobile, 
exchangeable, intelligent trusted entities can be created and destroyed and at the same time some 
objects can build communication network, the network and can be connected to the local and even the 
global other network, and can provide required services for various users. As with the Internet, mobile 
is as important as a network, industry experts predict that as the technology application of growing 
popularity, the Internet of things will be developed into the trillions of high-tech market size, for the 
late in the first two information wave, China runs slowly which is of great significance [1-2]. 

In the structure of the Internet of things and stored in the RFID tag specification which has the 
interoperability information, through the wireless data communication network automatically collect 
them to the central information system, realize the identification of the item and then through the 
calculation of open network to realize information exchange and sharing transparent management of 
goods. The Internet of things is the next big changes after the Internet. Governments, enterprises and 
academia have attitude towards the Internet of things to take very seriously and have a lot of countries 
and related organizations have long carried out the research of Internet of things and continues to this 
day. Ubiquitous network is based on individual and social demand, people, people and things, content 
and content through the on-demand access to information, information transmission, information 
storage, information processing which has the environment perception, perception ability and related 
intelligence, for individuals and society provide ubiquitous and without excluding information 
network services and applications. Internet of things is to point to by deploying a certain perception, 
calculation, executing, and communication ability of various devices, such as access to the physical 
world information, through the network information transmission, and processing together, so as to 
realize the wide-area information exchange between the people and things, and things of 
interconnected networks. The real application could be found in the literatures [3-7]. 

The current research and development has some items or physical device connected to the Internet 
technology, makes some researchers only from the angle of special items or physical device connected 
to the Internet, the one-sided understanding of the Internet of things, to a certain extent, has formed a 
IoT understanding erroneous zone, makes people on the Internet of things technology the 
understanding of the two extremes: think all network and information technology is the Internet of 
things technology, the Internet of things is a new opportunity in the development of information 
technology or think beings not connected to the Internet technology an the Internet technology is just 
an integration of the existing network and information technology. Due to different sensor collected 
information content and the representation of different time intervals and output information is 
different, can feel the different object and the number of sensors, lead to information fusion technology 
to deal with the information of multi-source heterogeneous characteristics. So, the information fusion 
process is to establish a unified expression and unified description of language problems, 
multi-dimensional information of dimension reduction optimization problem and the related problems 
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of uncertain information fusion and the dispatching between the network nodes, fault-tolerant 
management and efficient access and so on four aspects of the problem [8]. 

The essence of the Internet of things must be from the virtual network world and the reality of the 
fusion of the physical world to explore, Internet of things is essentially a virtual world of the 
information network and the reality of the inevitable outcome of the physical world fusion. IoT system 
is virtual and real world fusion of the floorboard of the practical system. The IoT concept model based 
on two of the world fusion can comb some confusing concepts in the research of Internet of things and 
would not be enough to sum up the nature of the Internet of things, therefore, must further study IoT 
architecture. Dedicated Internet of things can include special IoT system and system dedicated Internet 
of things technology, dedicated Internet of things can be constructed for a specific applications in the 
field of standard technical system, also including the materials, items, information transfer, technical 
system and the data processing of goods and services [9]. Think in terms of extension, dedicated 
Internet of things the best reference to the standard of public Internet of things. But, in the primary 
stage of the development of the Internet of things, a dedicated Internet of things development 
inevitably lead to the development of the public Internet, dedicated Internet technical standards set by 
the not adopted by public IoT technology system, in this way, the early development of special 
technology of Internet of things technology might be eliminated. In the Fig.1, we show the general 
applications of IoT. 

Dedicated Internet of things can be achieved within the scope of covering the whole country, for an 
application domain objects to connect to the Internet, this kind of special things can also through the 
Internet to provide related information services, such as international companies through the logistics 
network, can provide the Internet queries express the current to the location service. Between different 
dedicated the Internet of things, but unable to realize interconnection and interflow, unable to form the 
whole society needs system of Internet of things. So, we can only as information society public named 
IoT infrastructure, play a role similar to the Internet. The Internet of things can be divided into public 
Internet of things and special things which can public Internet of things refers to connect all the items, 
covering a social administrative area, and the public Internet connection, as a real social public 
information infrastructure of the Internet of things. Dedicated Internet of things refers to the 
connection of certain items, covering a particular area, as a special use of the Internet of things within 
the agency. In the Fig. 2, we show the detail. 

 

   
 

Figure 1.The General Applications of the IoT      Figure 2.The Structure of the IoT Systems 
 
In this paper, we conduct theoretical research on the structure modification based data transmission 

and security enhancement techniques for the Internet of Things. The Internet of things is based on 
microprocessor, general-purpose computer and embedded system development to the product of the 
advanced stage of mutual fusion. The Internet of things includes multiple disciplines, has an infinite 
number of application areas. In the following sections, we will discuss the issues in detail. 
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The The Proposed Methodology 

The IoT Structure and Organization. Both in general computer and embedded system which 
can be traced back to the semiconductor integrated circuit. The birth of the microprocessor for human 
tool provides a normalization of the kernel of intelligence. Based on microprocessor general 
microprocessor and embedded processors, formed the two major branches of modern computer 
knowledge revolution, namely the general computer and independent of the embedded system 
development era. General computer from wisdom platform independent development path to the 
Internet; Embedded system has experienced the content to the local wisdom union independent 
development road. Internet of things is a general-purpose computer Internet and stand-alone 
embedded system or the product of local content reflects the advanced stage after fusion. Today in the 
rapid development of Internet technology, embedded technology is particularly important [10]. At 
present, the embedded processor roughly divided into embedded microcontroller processor, 
embedded microcontroller controller and the embedded digital signal processor, embedded on a chip 
system. The propose Internet transmission module circuit's main function: first, will sent the data 
transmission to the electromagnetic wave transmitter microcontroller, then through modulation 
signal demodulation antenna receives baseband signal, then to micro controller. 

In the process of protocol processing, Ethernet packet is first read in the cache, decide whether it is 
a ARP packet, if the hardware type, protocol type, and server operations; If not then judge whether the 
package for the IP packet, if to check the IP address is correct; If correct, then decide whether it is a 
ICMP packet, if call the ICMP packet protocol processing; If not then decide whether the package is a 
TCP packet, if call the TCP protocol, eventually combine Ethernet packets into the cache [11-13]. 
Support the movement of the object and the change of environment and context of the dynamic 
changes of the wireless link. The ability of support objects intermittent communication connection.  

Wireless sensor network (WSN) is a new in the area of information science development direction. 
The network technology to the wireless smart sensors and the sensor is not ran a single perception of 
the unit. But to exchange information, he coordinated control of the organism, implementation content 
and content of the Internet. The perception of tentacles into every corner of the world and expanded the 
people access to information with the general objective world of physical information transmission 
network together. For people to provide the most direct, the most effective and most real information. 
Sensor and the perception of observer constitute the elements of a wireless sensor network. The 
combined with physical parameters is the forward channel sensor interface after combined with 
physical objects is to channel control interface; Implement a content interaction is the 
human-computer interaction interface which achieve the physical interaction is a communication 
interface. Which is decided by the material world of unlimited Internet of things has an infinite number 
of application areas. The Internet of things in the household life reflected in the use of information of 
the application of sensor devices of the organic combination of every subsystem of the household life 
and connected to the Internet to monitor management. People can control of home any electrical items 
anytime and anywhere. Compared with ordinary household, smart home not only has the function of 
the traditional household, in addition to provide safe and comfortable living space can also realize the 
household life and external information communication, make household life from passive stationary 
state into an intelligent perception system. RFID is a kind of using radio signals to the target object 
automatically and the related obtain relevant information technology. In the RFID system, the tags 
used to store objects of information data, tag identification information in the reading by reading and 
writing. In some applications, the read/write device can not only read the information stored in the tag, 
but also through the realization of wireless communication, speaking, reading and writing and label 
write data in the label. 

With the development of the Internet application, the traditional label already could not meet the 
requirement of the increasing use of chip. In recent years, the traditional tag chip to realize the object 
recognition, on the basis of design a temperature sensor, switch state monitoring, power management 
function, and had the SPI interface of the extensible IoT tag chip has become a hot research topic. The 
Internet of things and cloud computing is not hype, is the integration of Internet and embedded system 
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development to advanced stage. IoT covers many fields, from the perspective of the academic 
disciplines are needed to scientifically interpret the IoT. In the Fig. 3, we illustrate the detail. 

The IoT Data Transmission and Analysis.In the Internet of things technology put forward higher 
request, the Internet of things technology needs further study. As we mentioned repeatedly in the thesis, 
the data of the Internet of things has its own characteristics, such as mass, heterogeneity, etc. In spite of 
all characteristics of Internet data for IoT data mining faces many difficulties, but the Internet of things 
is still the Internet of things technology data mining problems must be solved in the near future. The 
emergence of cloud computing to IoT data mining provides a good way of thinking. Currently, Hadoop 
is used as the basis of cloud computing by many research institutions development platform, IT can be 
distributed users don't understand the underlying details of distributed application development, 
because the Hadoop platform is open source and through the advantage of cluster provides high speed 
computing ability and strong storage capacity, thus can be regarded as the future like Linux system 
affect the IT industry. Hadoop HDFS and graphs based on distributed file system as the core, it 
provides low-level details transparent infrastructure system, the user can obtain good distributed 
computing and distributed storage programming environment. 

The extension of the Internet of things is based on the Internet and the expansion of network and it 
will be extended and expanded to terminal between any items and items. The emergence of the 
computer and the Internet has created a large amount of data, the Internet of things to create the data 
will be far more than the Internet, the Internet contains hundreds of million level of node, on behalf of 
various objects, from small, ubiquitous sensor equipment, handheld devices to large network server 
and super computer cluster, the production of large Numbers of data every moment in, and a variety of 
forms, such as structured data, semi-structured data, data flow and multidimensional data, etc., have a 
big contribution to decision-making data, can also help small data, and the noise data, various data 
different nature, the means of the means of processing, storage, and on top of this information 
extraction method each are not identical, the data used in different systems or circumstance, reuse, or 
reference, such as data query, analysis, etc. Effective for such the huge amounts of data processing, 
storage and management is the key to the wide application of the Internet of things. XML is a 
commonly used technical management of semi-structured data, has since descriptive, was presented 
for heterogeneous data exchange, commonly used to implement data integration model lag. XML 
using the hierarchy of data model, through the XQuery to query the data. But it is used to describe data, 
such as data about data metadata is a good example, and XML is also realized by using tree structure in 
the operation, the important thing is can't deal with semantic information. In the Fig. 4, the data 
organization and structure is shown below. 

  
Figure 3.The Corresponding Structure of IoT      Figure 4.The Data Transmission Model for IoT 
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The IoT Data Security Model.Because in the Internet of things, different objects have different 
data types, even the same object will use different data, so the role of data source converter is mainly to 
solve IoT isomerism data, it can not only ensure the integrity of the data storage, and also can 
guarantee the data analysis. The data security model is shown in the formula one. 

Inv InvALE CostROSI
Cost
−

=                                                          (1) 

The Internet of Things (IoT) becomes an attractive research topic, in which the real entity in 
physical world becomes virtual entity in cyber world, and both physical and digital entities are 
enhanced with sensing, processing, and self- adapting capabilities to perform interaction through 
special addressing scheme. 

The user module is the whole Internet directly using the people oriented data mining platform part, 
so you should have good friendly, the user can through the interface for data mining tasks, and be able 
to get the knowledge can be understood. In order to enhance the portability of platform, increase the 
open interface at the bottom of the user service module, which can make the function of the third 
party call IoT data mining platform, make more rich Internet application. Data mining service layer 
mainly includes the data preparation module, data mining engine module and user module. Data 
preparation module mainly includes specifications for data cleaning and transformation, data, etc. 
Data mining engine module mainly includes data mining algorithm, model evaluation, etc. User 
module mainly includes knowledge visualization of data mining. As barcode, RFID code with a 
string of Numbers for the manufacturer of the product and product category. The difference is that the 
RFID code can ensure identification and recognition of each individual item.  

Intelligent identification and perception technology composed of identification and sensing 
technology integration and essentially has the heterogeneity, and the intelligent identification and 
perception of body under the different corresponding environment with different technical 
implementation, embodied in the related underlying implementation of different identity and sensor 
technology, identification technology, such as a certain environment have different implementation 
technologies. Similarly, sensing technology is presented in different environments. RFID tag is 
composed of coupling components and chips, stores the information about items need to be identified, 
is usually placed on the surface of the items that need to identify, it is stored information can be 
usually RF based read-write device through non-contact read/write access, each tag has a general 
global unique identification number. Therefore, the data security is more than important in the 
systems. 

Summary 
In this paper, we conduct theoretical analysis and simulation on the structure modification based 

data transmission and security enhancement techniques for the Internet of Things. With the 
development of the Internet application, the traditional label already could not meet the requirement 
of the increasing use of chip. We analyze the basic model and space organization of Internet of things 
system with detailed discussion and corresponding research. Furthermore, we combine the technique 
of data mining and transmission methodologies to analyze the basic pattern of data security and 
information hidden. The emergence of the computer and the Internet has created a large amount of 
data, the Internet of things to create the data will be far more than the Internet and the Internet 
contains hundreds of million level of node. In the future, we will conduct related numerical 
simulation to test the effectiveness and robustness of the proposed method. 
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