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Abstract. Digital watermarking technology is one of the main means to realize the copyright
protection and authentication of digital works in the information age, and many excellent
watermarking algorithms have been proposed to achieve different performances in different
application. But, attackers also can make use of the design fault of these algorithms to realize their
illegal purpose, such as embedding without authorization, detecting without authorization or
removing without authorization, and the security problem of watermarking system is becoming
more and more serious. In this paper, the security problems of digital watermarking algorithms are
summarized, the research status of the watermarking security is analyzed, and many typical security
schemes are studied, and then a useful scheme based on side information theory and cryptology
technique is proposed, including three feasible strategies in different stages of the watermarking
system.

Introduction

As it is known to all, fidelity, robustness and capacity are the main performance index of digital
watermarking, while the security had always been an aspect of robustness, but in practical use,
security is entirely different from robustness. When only robustness is considered, the watermarking
algorithm may not ensure the safety of the watermarking system. If the algorithm or the key are
leaked, even if only partial information leaked, attackers can obtain part of the watermark
information, and this is an imperfect security, even can be considered completely insecure, and in
this situation, the watermark will not achieve the desired effect.

With the development of computer and network, digital watermark is becoming more and more
widely used, as an important performance, security is becoming more and more important [1-7],
and watermarking security worth more research.

In this paper, the existing security strategies for watermarking are studied, and the scheme for
improving security is proposed.

Typical strategies for watermark security and its analysis

More and more watermarking algorithms are being proposed, and the security strategies are
mainly considered from the following two aspects: the structure of the watermark information and
the embedding scheme. Most of the researchers put their main energy on the embedding scheme,
such as the Least Significant Bit (LSB) algorithm proposed by Tirkel [8], the Patchwork algorithm
proposed by Pitas [9], the Secure Spread Spectrum Watermarking algorithm proposed by Cox [10].
While, the research on the structure of the watermark information mainly focus on the use of
scrambling method or cryptographic algorithm, and its objective is to change the watermark
information to be a pseudo-random sequence.

1) scheme based on encryption of embedding positions

In 2002, a watermarking method based on chaos theory was proposed [11], then some similar
algorithms are proposed [12,13].

For example, Logistic mapping is a usually used scheme, which can be represented using the
following formula:
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X = 1% LX) O<u<4, 0<x<1 1)
Where, k represents the time, and g is an adjustable parameter.

In these algorithms, the embedding positions are controlled by a key, and the embedding orders
are dislocated, so it is more secure than the common algorithms with fixed embedding positions.
When attack occurs, even exhaustive attack occurs, it is difficult to find the accurate embedding
positions.

But the encryption process is independent of the embedding process, and the information from
the cover and attack are not fully used. What’s more, the information of different embedding
positions is independent of each other.

2) scheme based on encryption of the watermark content to be embedded

When watermark content is encrypted, two methods can be used: the content is scrambled by
some mathematical model, or the content is encrypted by conventional cryptographic algorithms.

(1) scrambling technology based method

Digital image scrambling technology is mainly used for digital image preprocessing and
postprocessing, its purpose is to put the original watermark information into a disordered form, and
this disorder lays a good foundation for the following encryption or data embedding in
watermarking system.

At present, the common digital image scrambling algorithms include Arnold transform, [14,15],
Hilbert transform [16], Fibonacci and Fibonacci-Q transform [14], Orthogonal-Latin-Square
transform [17], affine transformation [18], etc.

Arnold transformation is also called the cat face transform [14,15], it was proposed by Russian
mathematician Vladimir. Arnold when he researched the ergodic theory. The implementation of
Arnold transform is simple, since only the matrix is used to transform the coordinates of the original
image points, and with the increase of the number of iterations, the image will be confused. But,
when a certain number of iterations achieved, which is called the Arnold algorithm cycle, the
original image will be restored, and the Arnold algorithm cycle is the key of transform.

Arnold transformation of n dimension can be described as the following formula (2), where L is

the size of image, xandx represent the positions before and after Arnold transformation. In 2007,
this method began to be used in watermarking embedding by researchers [19].
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Hilbert Curve was proposed by a German mathematician in 1981, and its source is the FASS
cure proposed by Samile [13]. If search traversal method is used according to the Hilbert cure, and
rearrange all the pixel points in accordance with the order of search traversal, a scrambled image
will be obtained, which is different from the original image.

In both Fibonacci transformation and Fibonacci-Q transformation, Fibonacci transformation is
use to search through all the pixel points of the image. In Fibonacci transformation, the following
formula (3) is used, where (x,y) and (x,y) represent the pixel coordinates before and after

Fibonacci transformation.

T e

In the orthogonal Latin square transformation [17], the space position of the image is scrambled
by using the orthogonal Latin square, and the method also can be used to set the color space.

In affine transformation, the operations of rotation, translation and scaling are applied to the
coordinates of the image to get new coordinates, which can be represented as formula (4), where
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a,b,c,d,e and f arethe transformation parameters.

G k()

It is worth mentioning that affine transformation can be repeatedly used to get a better
scrambling effect.

In digital watermarking, these scrambling methods are just used to do preprocessing of the
watermark information, and the preprocessing result is embedded into the cover image as a whole,
then if attack happens, attackers may obtain the whole scrambled watermark information, and this
may lead to the recovery of the original watermark information. That is to say, these methods may
not be safe enough.

(2) cryptographic algorithm based method

The use of cryptography algorithm to encrypt the content of the watermark information has the
same effect as the scrambling technology based method. In cryptographic algorithm based method,
cryptographic algorithm is used to encrypt the watermark information to be embedded into the
cover image before embedding, such as the algorithms proposed by zhang [7].

These methods also have the same problems with the scrambling technology based methods, the
encrypted watermark information will be embedded as new information, and the encryption process
has nothing to do with the following embedding process. What’s more, it is difficult to verify the
overall security of the watermarking algorithm.

If the encryption process can be closely integrated with the watermark embedding process,
digital watermarking technology will be integrated in the cryptography technology, then “unseen”
and *“don’t understand” will work together to achieve higher security.

Secure watermarking scheme based on cryptography and side information theory

With the development of watermarking, many researchers found that if the whole process of
digital watermarking is considered as a communication with side information [20,21], the theory of
side information can be used to improve the performances of watermarking, such as the capacity,
fidelity and robustness [21], and we also believe that the security of watermarking system can be
effectively improved by making full use of network information theory and cryptography
technology during the processes of watermark signal designing, watermark information coding,
choosing embedding positions and embedding strength.

(1)Optimization scheme for watermarking preprocessing

During the watermarking preprocessing stage, don’t simply disturbing the watermark
information by scrambling or encryption, but make sure that the information of the carrier is
associated with the watermark information, at the same time, both scrambling technology and
encryption technology are used together, then the security must be improved.

(2)Optimization scheme for the watermark embedding position

Now, the embedding positions in watermarking algorithms are mainly depended by considering
the balance between the robustness and fidelity.

If we can make the embedding positions associated with the watermark information and the
carrier information, and when extracting or detecting the embedded watermark, all the following
positions will be incorrect once one position information mistake occurs. This is meaningful for the
security of watermarking system, and may lead to a high security level which may be the same as
cryptography.

(3)Optimization scheme for security attack

Security attack is far different from the general robustness attack. If we can establish the
mathematical models for security attacks according to the characteristics of embedding without
authorization, detecting without authorization and removing without authorization, then we can get
some useful side information from these attacks, and based on this information, we can get more
and more methods and schemes combined with side information theory and cryptography resisting
security attacks.
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What’s more, if all these optimization schemes described above are fully used in one
watermarking system at the same time, many security problems can be resolved.

Conclusion

In this paper, the difference between robustness and security is described, and the importance of
security is analyzed. Typical strategies for watermarking security are introduced, especially the
method based on embedding content and the method based on embedding location. If the
watermarking system is considered as a communication system with side information, and the
theory of side information and cryptology are fully combined and used, then the watermarking
system will be more secure.
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