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Abstract. The idea of side information is introduced into secure watermarking, and a secure
watermarking model with side information theory and the idea of cryptography is proposed. In the
proposed model, the side information from the cover work, the attack and the detector are
considered and fully used in both the preprocessing stage and the embedding stage. With the
guidance of the proposed model, we also give three security mechanisms resisting typical secure
attacks, such as collusion attack, homology detection and copy attack, which belong to unauthorized
removal, unauthorized detection and unauthorized embedding. The proposed security mechanisms
show that the side information and encryption technology can be used to get good watermarking
algorithms with higher security.

Introduction

With the development of computer and network, digital watermarking is becoming more and
more widely used, and as an important factor, watermarking security worth more research [1-3].
There have been great achievements for secure watermarking algorithms [4-10] and security
assessment models [11-14].

Both assessment model and performance index are very important tools to distinguish different
algorithms, and as we know, security is a very special performance index different from robustness,
so the assessment model for security is a research hotspot [11-13]. The analysis methods of
watermarking security can be divided to three classes [14]: analysis method based on information
theory proposed by Shanoon, analysis method based on Fisher information matrix and analysis
method based on computation complexity.

In most of the existing secure watermarking algorithms, cryptography or scrambling is used, and
these algorithms can be attributed to two categories, where one is encrypting the embedding
positions [4, 5], and the other is encrypting the watermark [6-10]. In the algorithms with the scheme
of encrypting the embedding positions, the embedding positions are controlled by a key, and the
embedding orders are dislocated, so it is more secure than the common algorithms with fixed
embedding positions. When attack occurs, it is difficult to find the accurate embedding positions,
but the encryption process is independent of the embedding process, and the information from the
cover and attack are not fully used. What’s more, the information of different embedding positions
is independent of each other. While in the algorithms with the scheme of encrypting the watermark
content, two methods can be used: the content is scrambled by some mathematical model, or the
content is encrypted by conventional cryptographic algorithms. In these algorithms, the encrypted
watermark information will be embedded as new information, and the encryption process has
nothing to do with the following embedding process. What’s more, it is difficult to verify the overall
security of the watermarking algorithm.

Besides, many other research works about the security of watermarking have been done by many
researchers [17-22]. A watermarking preprocessing scheme of digital image aiming at the
watermarking security was proposed in 2004 [17], in which, through chaotic map, random matrices
are padded out with chaotic sequences, and the random matrices are turned into orthogonal matrices
which are considered as transformed kernel, and then a method is devised to satisfy Kerckhoffs
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principle in cryptography, hence, it can enhance the security of the watermarking system. A new
secure watermarking protocol based on digital signature was proposed through discussing about the
attack over watermarking and the security leak of DHWM protocol in 2006 [18], this new protocol
imports certificate, and embeds signature, timestamp, watermarking information into digital image,
and can resist the middle-man attack and the interpreting attack.

But it’s a pity that there are few models for secure watermarking used to guide the designing of
secure watermarking algorithms, and we think this is one of the reasons that the security of digital
watermarking system needs to be further promoted.

Some researchers have shown that side information theory can be used to improve the security of
the watermarking system [20-22], but the proposed algorithms are just individual algorithms,
haven’t become a system, and so it is not enough.

In this paper, both side information theory and cryptography will be used for enhancing the
watermarking security, and a preliminary secure watermarking model will be proposed, the side
information from the cover work, the attack and the detector will be made full use of when the
watermark is preprocessed, and also when the embedding positions and strength are selected.

Secure watermarking model with side information and encryption

Side-informed watermarking is developed under the elicitation of Costa’s dirty paper model [15].
In side-informed watermarking, the correlation between the watermark and the cover work is used
to improve the performances, and the watermark embedding process can be described as Fig.1,
where m represents the watermark, Co represents the cover work, and Cw represents the

watermarked cover work.
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Fig. 1. Watermark embedding process of regular side-informed watermarking

In 1999, Cox and others considered watermark as communications with side information [16].
Now, the advantages of watermarking system with side information are accepted by more and more
people [1]. But side information is seldom used in the researches of watermarking security.

In this section we will give a preliminary secure watermarking model with side information and
encryption, as shown in Fig.2.

According to Fig.2, in the proposed model, encryption is used in both the pre-processing stage
and the embedding stage, and the side information is also used in both stages, which can be
obtained from the cover, the attacker and the detector. So we can say that this model makes full use
of the idea of side-informed communication, where side information may be the correlation
between the cover work and the watermark, and also the side information may be extracted from the
attack or the detector.

In this model, we divide all the processes into three layers:

(1) the first layer is the information layer, and all the data and operations before embedding are
in this layer;

(2) the second layer is the operation layer, in which the watermark information after
pre-processing is embedded into the cover work;

(3) the third layer is the transmission layer, in which the watermarked cover work is transmitted
to the receiver, and in this layer the watermark may be attacked maliciously.

According to the proposed model and the defined layers above, we can describe all the transfer
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process of the watermark information with the following steps.

Step one, the original watermark information is preprocessed in the information layer (the first
layer), which includes coding, encrypting and other operations, such as error correction encoding
which can be used to reduce and correct the possible errors in the follow up transmission processes,
the encrypting or the scrambling which can be used to further improve the security of the
watermarking system. It is worth noting that the side information from the cover, the attack and the
detector will be made full use to associate all the information, and thus improve the security.

Step two, the preprocessed watermark information is embedded into the cover work in the
operation layer. In this step, also the side information from the cover, the attack and the detector
will be made full use to get good performances such as the capacity, robustness, fidelity and security.
For example, encryption technology can be used to encrypt the embedding positions with the side
information from the cover work, the algorithm will be more robust when the side information from
the cover work and the attack is fully used to choose the embedding positions, and the fidelity of the
watermarked work will be better if the side information from the cover work is fully used.

Step three, the watermark after preprocessing and embedding will be transmitted to the receiver
in the transmission layer (the third layer), and the attacks usually happen in this layer, such as
filtering, compression, copy attack and other operations which include both the regular operations
and hostile attacks.

When the receiver receives the watermarked and attacked cover, the watermark information will
be detected, decrypted and decoded, which is the reverse process of the steps described above.
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Fig.2. Preliminary secure watermarking model

Security mechanisms can be used in the secure watermarking model

There are many secure attacks, most of them can be divided into three classes, they are
unauthorized removal, unauthorized detection and unauthorized embedding, but many attack
methods can be used to realize the above attack effect. In this paper, we will give some mechanisms
which can be used in the secure watermarking model resisting the typical secure attacks.

(1) security mechanisms against collusion attack

Collusion attack is a typical realizing manner of unauthorized removal. When collusion attack
occurs, if the attacker can obtain many copies of the same cover, but with different watermark
information, the attacker can get the average value of all the copies by adding all the copies together,
and then the watermark is removed from the cover, while the attacker obtains the approximate
version of the cover work. For the collusion attack, a study shows that when the copy is more than
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ten, the obtained cover is almost the same as the original cover.

We found that, double watermark can be used to resist this collusion attack, that is to say, and if
two watermarks (public watermarking and private watermarking) are embedded, the public
watermark is used to identify the information of the cover work itself, while the private watermark
is used to identify the owner or the resource of the cover work. For example, we can extracted the
features of the cover work as the public watermark, and this is also can be called the side
information, then we divide the cover into different sub-block, and at last the public watermark is
embedded into some fixed sub-blocks, while the private watermark is embedded into the other
blocks .

The public watermark is used to tell us that the cover work contains watermark, it can be
distinguished from the cover work without watermark, and so the embedding algorithm should be
very robust, while the private watermark can be embedded by robust algorithm or fragile algorithm.

For the same cover work, the public watermark is the same, as well as the embedding positions,
so the watermark can be detected even after collusion attack, and only the private watermark is
removed, and then the detector can give a warning message that “unauthorized removal happened”.

(2) security mechanisms against homology detection and copy attack

Copy attack can be used to realize unauthorized embedding, but encryption mechanism can solve
this problem. In order to resisting copy attack, another key must be introduced into the cipher
algorithm except the basic private key, and it is called the public key which is extracted from the
cover, so this also can be called side information. When encryption, both the private key and the
public key are used to encrypt the watermark information in the information layer, and thus the
encrypted watermark information is related to the cover work. When copy attack happens, the
watermark can’t be decrypted correctly.

It is noteworthy that only two methods can be used when encryption: the private key is used after
the public key, or a new key is used which is obtained by some computing operations using both the
private key and the public key.

In particular, this security mechanism also can be to resist the homology detection attack which
belongs to the unauthorized detection.

(3) encryption in the operation layer

The above mechanisms can be used to resist some typical secure attacks described above, but in
practical use, many attacks may be used at the same time, so if the encryption can be also used in
the operation layer, the security will be further improved. For example, the embedding positions and
the embedding strength can be encrypted according to the feature of the cover work.

If the optional positions can be used to embed the watermark is n, the length of the watermark
to be embedded ism(m < n), when brute force occurs, the total probability P can be described as

According to formula (1), if m is big enough, it will be very difficult to break it, and the
watermarking system will be more secure.

Conclusion

In this paper, a novel but preliminary secure watermarking model with side information and
cryptography is proposed based on Shanoon information theory and encryption technology. The
proposed model makes full use of the idea of side-informed communication, and all the possible
side information from the cover, the attack and the detector are included. Based on the proposed
model, some security mechanisms resisting secure attacks such as unauthorized removal,
unauthorized detection and unauthorized embedding are also presented to explain the application of
the model and demonstrate the proposed model. With this model, many watermarking algorithms
with higher security can be designed, and this will be the future work.
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