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Abstract: With the development of computer technology and communication technology, computer 
network will increasingly become important information exchange means, penetrated into every 
field of social life. Therefore, realizing the network vulnerability、potential threats and various 
security problems of the objective reality, taking strong security policy, encuring network 
information security, are the things that each country must face. In this paper, the basic information 
of the computer network application security issues and solutions are studied.  

The Introduction  
The coming of information society has brought opportunity for the global development. The use 

of information technology causes the transformation of production mode, life style and concept of 
the people. It promotes the development of human society and the progress of human civilization 
greatly. It brings people into a new era. The construction of information system has become the 
indispensable infrastructure of fields. Information becomes the important strategic resources、
decision resources and control battlefield soul of society development.The informationization level 
has become the important symbol that measures a country's modernization level degree and 
comprehensive national strength. Preempting the information resource has become the important 
content of international competition. Country has promoted timely the national economy and social 
informatization, cleared the path of economic development in our country, endowed the new 
historical mission with information industry[1]. The construction and application of information 
network system must become the focus of national development in the new century. However, 
people are enjoying the benefits of network information at the same time, are also facing a severe 
test of information security. Information security becomes a realistic problem in the world, 
information security is closely related to national security.In the face of growing economic and 
information globalization trend, we should not only see it bringing us opportunities, at the same 
time, we should face up to the challenge caused by it. With the continuous development of 
computer network technology, the global information has become the trend of human development, 
computer network has gotten a number of applications in the field of national defense military, 
financial, business and daily life[2-3].  

The research status at home and abroad  
Access control technology is an important means of network data security protection.The static 

data security can be well ensured by the control over the means of user access to the data.The U.S. 
defense department has established two kinds of access control methods: independent access control 
policy and mandatory access control policy. Due to the complexity of application environment 
gradually, the two strategies on the control mode reveal great limitations. Password technology is 
the most powerful weapon to ensure data security[4-5]. The research of the password techniques 
has been the focus topic of research at home and abroad. Since 40s,it has not stopped the pace. 
International has come up with many kinds of cryptography,but more popular there are two major 
categories:one is based on the large integer factorization problem, the most typical representative is 
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the RSA; another kind is based on the discrete logarithm problem, the most typical representative is 
the Elgamal. Encryption technology and the study algorithm is relatively late in China, more 
famous is liu encryption algorithms, fully developed by the working group.Chinese scholars also 
proposed some password, and did some work in the rapid implementation of the 
password.Encryption technology is the core technology in information security technology, the 
critical national infrastructure could not have introduced or using someone else's encryption 
technology,can only be developed. Abroad not only leads domestic in the theory of password at 
present. Abroad are at the top in practical applications, formulated a series of password. At present, 
our country is still a gap with foreign in the application level of the password techniques. Therefore, 
we must have our own algorithms and standards to cope with the challenges of the future[6-7].  

The basic concept of information security  
Now, the information security has been known by the general public for various reasons.While it 

can't do household names, as reliance on computers and the internet increasingly, the factors that 
endanger the safety of information are increasing. The understanding and emphasis of information 
security gradually improve. Information security involves information confidentiality, integrity, 
availability, controllability. Comprehensive, it is to ensure the effectiveness of the electronic 
information. Information security is to make the information to avoid a series of threats, and ensure 
business continuity, minimize business losses, and maximize access to investment and business 
returns, involving information confidentiality, integrity, and availability. The information security is 
the concept advancing with the times[8]. It developed from the early communication security to pay 
attention to information confidentiality, integrity, availability of information security.and further 
development to today's information security and information security system, Simple confidentiality 
and static protection can not meet today's needs.Information security depends on the people, 
operations, and technology to achieve the organization's mission.The information technology 
infrastructure management activities also depends on these three factors,The steady state of 
information security means that the information security and policy, procedures, technology and 
mechanism can be implemented in the organization's information infrastructure. Data security 
concept of information is confidentiality, integrity, and availability.The user's safety concept is 
authentication, authorization, access control and based on the content of personal privacy, 
intellectual property protection. The combination of the two is the information security of security 
services, and these security issues will depend on the password, digital signature, authentication 
technology, firewall, disaster recovery.The password is the core of information security technology 
and management. The safety standards and system evaluation is the foundation of information 
security[9-10].Therefore, the information security refers to a country's state of social 
informatization from external threats and abuse. 

The basic attributes of information security  
The following basic properties: (1) information storage and transmission process is not broken.It 

do not delay, not random sequence and no missing data features. For military information, integrity 
damage causes delay. Damaging information integrity is the ultimate goal of information security 
attack; (2) availability:information can be legitimate users to access and can be used as requested 
order of characteristics.Availability attack is blocking the availability of information. Destroy the 
normal operation of the network and the relevant system is belong to this type of attack; (3) 
confidentiality: the information to unauthorized individuals, entities, or for the use of its 
characteristics.Military information security is particularly pay attention to information 
confidentiality; (4) the controllability: authority can control the confidentiality of information at any 
time.  
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Computer network threats  
Computer network threats can be divided into two kinds: one is about the threat of network 

information; Second, the threat to the network equipment. There are many influence factors in 
computer network, there are some factors intentional, also be unintentionally.May be artificially, 
also may be unartificially; In the aggregate, network security threat mainly has three: (1) the human 
has no intention of mistakes. such as operator security vulnerabilities caused by wrong 
configuration, security awareness of user is not strong. The password of user chooses 
inadvertent,the own account optional of users shares with others and so on will pose threat to 
network security; (2) artificial malicious attacks. This is the biggest threats that computer network 
faces. The opponent's attack and computer crime belong to this category. Such attacks can be 
divided into the following two kinds: one kind is active attack, it destroys the validity and integrity 
of the information selectively in various ways. Another kind is passive attack, it obtains important 
confidential information by intercept and steals in normal working conditions. These two kinds of 
attacks can cause great harm to computer networks, and lead to the leakage of confidential data.  
(3) the network software vulnerabilities. Network software can't be one hundred percent without 
defects and loopholes, however, these loopholes and defects is the first target of the hacker attack, 
most of these events is incurred because security measures are not perfect. The important 
technology character of computer network is its various functions by using the technology to deal 
with.In fact, computer network equipment security and network information security is 
inseparable[11-12].  

Ensure information security measures  
Information security service refers to strengthen an organization's data processing system and 

information security. Security service's main purpose is to fight against attack, and ensure the basic 
attributes of information not be destroyed, at the same time, guarantee the information 
non-repudiation. Induces mainly contains the following aspects: (1) ensuring the confidentiality of 
information, information confidentiality is also called the confidentiality of the data. Some sensitive 
business information will not be illegal to steal, or even stolen, stealer cannot read information, such 
as: both parties to trade is not part of the third party to steal, the file is not illegal use of third party 
etc. Second, right of privacy, right of privacy is the problem that activities participants of computer 
network are concerned about.If the invasion of privacy problem is not solved, for users,it will be a 
very dangerous thing. (2) ensure the integrity of information, the integrity of information is the 
basis of network application. It contains two meanings: one is the authenticity of the data 
transmission, the information has not been tampered with in the process of network transmission,it 
is the true intentions of the sender that is consistent with the original information; The second is the 
unity of data transmission and data transmission mode can not arbitrarily change; (3) guarantee the 
non-repudiation of information, non-repudiation of information is also called the 
non-repudiation[13-14].  

Conclusion  
The computer network will become increasingly important means of information exchange, 

penetrated into every field of social life. Protecting the safety of network information is the thing 
that each country must face. This article tells the research background of the network information 
security, the basic concept and basic properties of information security, the threat of information 
security and the main content of information security services. The computer network information 
security problems and solutions are analysised, the common information security technology is 
introduced.  
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