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Abstract. The signcryption tag-KEM/DEM construction is naturally extended to the ring
signcryption in this paper. The security model of hybrid ring signcryption which is constructed by
ring signcryption tag-KEM/DEM is given in this paper. A hybrid ring signcryption from lattice
theory is proposed which satisfies anonymity and identity authenticity. Moreover, based on the
hardness of the learning with errors problem and the short integer solution problem, confidentiality
and unforgeability of the proposed scheme is proven in the random oracles model.

1. Introduction

Signcryption concept was first proposed by Zheng [1] in 1997. Since then, a lot of new signcryption
schemes [2-6] have been proposed. Ring signcryption scheme is proposed by combining the
conceptions of ring signature and signcryption together which provides not only confidentiality and
authenticity but also the anonymity of the sender. However, the identity authenticity of the actual
signer may be important in practical applications [7-9]. To achieve identity authenticity in a different
way, we make a natural extension from signcryption tag-KEM [6] to ring signcryption tag-KEM. And
we also show how to build a hybrid ring signcryption scheme over lattice. In our proposed scheme, an
actual signer can prove that he has generated the ciphertext by providing the symmetric key of the
symmetric algorithm. Because that, besides the receiver, only the actual user knows the symmetric
key of the symmetric algorithm.

Our work

Our main work is described as follows:
1. We adapt the signcryption tag-KEM + signcryption DEM construction [6] to the ring signcryption.
2. We extend the concept of ring signcryption to lattice-based cryptography[10-15] and build a hybrid
ring signcryption scheme using lattice cryptographic tools. We also prove that the proposed hybrid
ring signcryption scheme satisfies confidentiality, unforgeability, anonymity and identity
authenticity.

2.Preliminaries

2.1. Lattice and Lattice Problem

Let B={b,,b,,---b,}=R" be a set of n linearly independent vectors. The n-dimensional lattice
A={Bc=> cb, +cb,+--+cb,,ceZ}

ie[n]
a prime g and a vector yeZ; , two special lattices are defined as follows:
A;(A)={xeZ]:Ax=0(modq)} and AJ(A)={xeZ:Ax=y(modq)},

generated by B is , Where B acts as a basis for this lattice. For
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Definition 1 (SIS Problem). For parameters (n, m, q), A<Z;™, and a real number g, the SIS problem
is defined to find a nonzero vector v € Z; satisfies Av=0 (modq) and|l vI< # [10,12].

Definition 2 (LWE Problem). For (n, m, g), s<Z; and y is an error distribution over Z;' . Let A, be a
distribution obtained from {A,(A"s+x)(modq)}e Z;*" xZ," where AeZ" is chosen uniformly and
randomly and errors vector x is chosen according to distribution y. The LWE problem is defined as
follows: Given a sample from A, output s <Z; with noticeable probability. The decision variant of
the LWE problem is to distinguish A;, from the uniform distribution over Z;" xZ,".

2.3. Some Results on Lattice

We recall some main results in lattice cryptography as the following Propositions.

Proposition 1 (PSF) [10].

Let n, m, g be positive integers so that g=poly(n) and m>5nlogg. There exists a probabilistic
polynomial-time (PPT) algorithm SamplePre such that on input (A, T, y, s), where A€ Zy" and
yeZ;, T is a basis of A;(A), an integer s>|| T||-o(/logm) (¥ denotes T’s the Gram-Schmidt
orthogonalization), outputs e which satisfies Ae=y(modq). Furthermore, the distribution of e is within
negligible statistical distance of D, s0. Moreover, with overwhelming probability, | el svm .
Proposition 2 (Trapdoor sampling algorithm) [14].

For any prime g=poly(n) and m>5nlogq, there is a PPT algorithm that, on input1", outputs a matrix
AeZ™ and ScA;(A), where the distribution of A is statistically close to the uniform distribution

overZ;"and || S |l<O(ynlgq) . Moreover, S can be efficiently converted to a “short” basis T of A*(A).

2.4 Hybrid Ring Signcryption
A hybrid ring signcryption scheme consists of two parts: ring signcryption tag-KEM and ring
signcryption DEM. A ring signcryption tag-KEM is defined as tuple of six algorithms.
Gen = (Gen,,Gen,,Gen, ), These three algorithms generate the common parameter, the key of the user
and the keys of the receivers, respectively. Sym algorithm is used to generate the symmetric key.
Encap algorithm is a probabilistic key encapsulation algorithm. Decap is a deterministic key
decapsulation algorithm.

A ring signcryption DEM consists as two polynomial-time algorithms: a deterministic encryption
algorithm, Enc, and a deterministic decryption algorithm, Dec.
This paper focuses on the IND-CCAZ2 security which is given in [8]. The IND-CCA2 security is
defined by a game between the challenger and a three stages attacker A=( A1, A2, As).

3. The Proposed Lattice-based Hybrid Ring Signcryption Scheme

3.1 Lattice-based Ring Signcryption tag-KEM

Our proposed ring signcryption tag-KEM is described as follows:
---Gen, . Letn be a main secure parameter. g>2 and m=(1+ B)nlogq for some constant #=0. Let | be

a integer and bounded by poly(n). A Gaussian parameters s = Lo(,/logn) where L=0(y/nlogq). In
our construction, we need two secure hash functions as follows h :{0.%Y - Z h,:Z" ->{0,1} |

--- Gen, . The receiver generates (B, Ty) € 23" xZ3™" and (B, Ty;) € 2" xZ™" by proposition 2,
where T, T, are short basises of the relate lattice. The receiver randomly chooses 2I-2 matrixes
By, €Z; "where2<i<l,be{0,5} Then, pk, ={B,}.i[l],be{0,1},sk ={T,, T,}.
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---Gen, . Every ring user U; uses the random lattice sample algorithm in proposition 2 to generate
matrices (A, T;). Let pk, = A, sk =T, Let the ring public key pk =(pk;, pk,,---pk;).

---Sym. Suppose ring user U; wants to send a message to the receiver on behalf of the ring group. He
acts as follows:

1. Randomly chooses and computes K =h,(s). 2. Setw = (s, pk,, pk;, pk) .

---Encap

1. U; randomly chooses 7 <{0,1}' and computes h,(s,7)

2. U, chooses i-1 random errors vectors € < D,. . and computes A.e, modq.

3. Let y=(h(s,7)~> Ae)modq, e, « PreSample(A,T,y).
k=1

4, For v=(7.,75,7) bk:BiTTKSJrek(modq) where k=12,---,i . Let (r,b=(b,,---,b;)) be the
encapsulation of the symmetric key K.
---Decap:

1. Parsesb = (b,,---,b;) where b, €Z7' | If b cannot be parsed in this way, rejects it.
2. Computes s and e; from b; with the help of the trapdoor T, , and then computes otherse, . Checks
lle, |l< sv/m , otherwise, rejects it.

3. Checks hy(s,z) =) A.e modq. If not, rejects it..
k=1

4. Computes K =h,(s) as a symmetric key of the signcryption DEM.

3.2 Ring Signcryption DEM
---Enc: Let M €{0,1} be a message, K+M =c(mod2), ---Dec: Computes K +c=M(mod2)

4. Analysis of the Proposed Scheme

4.1 Confidentiality

Theorem 1. The proposed ring signcryption tag-KEM is IND-CCAZ2 secure under the hardness of the
learning with errors problem.

Proof. Our proof proceeds in a sequence of games which are unindistinguished each other.

Game 0 This is the original IND-CCA2 game of the ring signcryption tag-KEM between the
adversary and the challenger. Let suppose the challenge tag is 7" in step 4

Game 1 This is the same as the Game 0, but the decapsulation oracle is modified to output an errors
symbol if on inputting challenge tag. " .

Game 2 It is the same as the precious Game 1, but, the Gen, algorithm is modified as follows: By, are

random matrixes, and By._.,, are the outputs of the algorithm in proposition 2 .
Game 3 It is the same as the precious game, but the vector b of the challenge
encapsulation (z*,b = (b,,---,b;)) is chosen uniformly in step 5.

4.2 Unforgeability

Theorem 2. In the random oracle model, the proposed ring signcryption tag-KEM is sUF-CMA
secure under the short integer solution problem intractability assumption.
Proof. If there is an adversary A can attack the sSUF-CMA security of proposed scheme with

advantage ¢, then a challenger B can solve the SIS problem with probability €. We omit the details.
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4.3 Anonymity and Authentication

Vector e is statistically close to Gaussian distribution,which leaks no information about the signer.
The actual ring user can prove its identity by providing K and s.

5. Summary

In this paper, a lattice-based ring signcryption scheme is designed using ring signcryption tag-KEM +
ring signcryption DEM technique whose security is proven in the random oracle model.
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