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FIGURE VII. TEST SHOTS OF BPS ATTACK

TABLE I. THREE KINDS OF TEST METHODS COMPARE RESULTS

Instrument testing | Conventional Improved
method(Reference) | testing method | test method
False
positive 15.73% 15.73% 15.73%
rate
False
negative 34.97% 34.97% 34.97%
rate

The false positive rate refers to the percentage of error
recognition or reduction the attack methods of NIPS, when test
the three kinds of testing methods for 183 species of different
evasion attack methods, NIPS detection error in 28 kinds of
attacks, and mistake of the attack types are the same. False
negative rate is the percentage of can't be detected or reduction
the attack methods of NIPS, when test the three kinds of testing
methods for 183 species of different evasion attack methods, 64
kinds of attacks can't detected of NIPS, and can't be detected or
reduction attack types are the same. From the test results, we
can see that the testing method designed in this paper can be
used to test the anti-evasion attack ability of NIPS.

IV. CONCLUSION

Based on the conventional NIPS method, this paper designs
a new software testing method, to complete the NIPS anti-
evasion attack. Compared with the conventional testing method,
this method use the virtual machine to build environment, and
it needs to set up the virtual machine NIC and software,
environmental build process complex. But which overcomes
the conventional software testing environment complex,
difficult to maintenance and other shortcomings and use less
equipment. at the same time, this paper briefly introduces the
instrument test method, the instrument can provide a large
number of attack methods and means, which is easy to modify
the attack parameters, but requires expensive hardware tools as
a test basis, the environment is difficult to achieve. During the
experiment to test the results of the instrument as a reference,
compared with this paper designed method, the test results are
consistent.
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