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Abstract—Considering the importance of the data and equipment 
in the telecommunication room, it is necessary to ensure the 
security of the telecommunication room and prevent the 
intruders in the early time. In this paper, we proposed a security 
system based on the RFID and the video analysis. The 
information of the people who are allowed to enter the 
telecommunication room is collected and stored in electronic 
RFID tags. The people who want to enter the room are identified 
by the entrance system, and tracked by the RFID reader from the 
antenna. However, the entrance system cannot prevent the 
intruder rigorous, and meanwhile, once the people are out of the 
range of the RFID, the video surveillance will be launched to 
track the RFID tags. The proposed method can improve the 
efficiency of the security management and decrease the labor 
force and cost. The experiment results show the 100% detection 
accuracy for identifying the intruders and tracking the RFID tags. 

Keywords—RFID; security; surveillance 

I. INTRODUCTION  

Radio frequency identification (RFID) [1-3] is a genetic 
term that is used to describe a system that transmits the 
identity in the form of a unique serial number of an object or 
person wirelessly based on the radio waves. RFID can 
recognize target and obtain the related information 
automatically. RFID consists of reader, data accumulator and 
electronic tags. The reader works as a transceiver or an 
interrogator and emits electronic signals to the RFID tags by 
the radio waves. By scanning the RFID tags [4], the data 
stored in the tags are read and retrieved, and then sent to the 
data accumulator. The electronic tags are used to store the 
related information [5]. Figure 1 shows the components of the 
RFID.  

  
FIGURE I. COMPONENTS OF THE RFID (RFID TAG + READER + 

DATA ACCUMULATOR) 

The entrance and tracking system [6] is mainly used in 
intelligent building for the security of the enterprise and the 
government departments. Entrance systems of residential units 
mainly prevent from theft. In this paper, we employ the 

entrance system and tracking system based on the RFID and 
the video analysis for the security of the telecommunication 
room. 

II. RFID-BASED IDENTIFICATION 

 
FIGURE II. THE STRUCTURE OF THE RFID 

 
FIGURE III. SYSTEM DIAGRAM OF THE PROPOSED SECURITY 

SYSTEM BY COMBINING VIDEO CAMERA AND RFID SENSORS 

The structure of the RFID is shown in Figure 2. Figure 3 
shows the diagram of the proposed security system by 
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combining video camera and RFID. First, the person who 
wants to enter the telecommunication room are supposed get a 
red RFID tag, which is used store the related information 
about the corresponding person. Then by swiping the RFID 
tags, the person can get the authority to enter the room.  

Then, the RFID reader that has the property of remote 
active recognition is launched to track the legal object or 
person. Once the person enters the forbidden region, the 
system makes alarm to the specific device or department. We 
employed the RFID reader that works in a radio frequency of 
2.2-2.4GHZ and can identify the object within 50 meters. The 
experiment shows that our RFID-based method achieves an 
accuracy rate of 100% for identifying and tracking the target 
object. 

III. VIDEO ANALYSIS FOR PREVENTING THE INTRUDER 

For the entrance system, although the RFID reader can 
identify the object accurately, but the entrance system cannot 
prevent from the intruder rigorously. For example, once a 
person swipes the card, more people can enter the 
telecommunication room in theory. Therefore, we employed 
the video analysis for the entrance system to provide more 
rigorous surveillance. We proposed a method using a video 
camera to monitor the target. The background image is 
updated adaptively. When the RFID reader of the entrance 
system gets one object’s information, which means that new 
object wants to enter in, the background model stops from 
updating. We selected the area of 5*5 meters inside the door 
as the monitor area. The number of object entering the room in 
one moment is obtained by similar techniques used in face 
recognition [7, 8] and pathological brain detection [9-11].  

For the tracking system, the objects must be in range of the 
RFID antenna. In order to save the cost of the device, if there 
is just a small region out of the range of RFID, we proposed a 
system to continue to track the target based on RFID when the 
object is out of range. The vision analysis system consists of 4 
main components: (a) modeling the background, (b) 
identifying moving objects based on the background 
subtraction, (c) segmenting the objects using color and shape 
model, which are described in fruit-classification [12-14]; and 
(d) tracking moving objects. 

In the tracking system, we took the background model 
adaptively updated. Once a new person enter specific region 
which is out of the range of the RFID antenna, the background 
image is prevented from updating until all people get out of 
the small region. In the system, we used the tag’s color and 
shape information to segment the RFID tags from the other 
moving object. 

IV. EXPERIMENT 

To evaluate the performance of the proposed system, we 
conducted two tests for the entrance and tracking system 
respectively.  

Test 1: One people swiped the card, another person 
followed him to enter in. 

Test 2: One people entered the small region, which is out 
of range of antenna. 

In the first test, the system is accomplished via the face 
recognition. We utilized the algorithm based on MSNN [15, 
16] to get the number the people who want to enter in. Figure 
4 (a) shows an image from the video camera, and Figure 4 (b) 
shows an example of the detection result. The detection result 
means that the monitor system gets the number of people who 
want to enter is 2, however, the RFID reader gets just one 
piece of related information. Thus, the exception is fed back to 
the specific people or department to make alarm. In order to 
test the accuracy of the first test, we get 10 people, and enter 
the room in random set. The detection result shows that our 
method achieved the accuracy of 100%. 

 
(a)                                              (b) 

FIGURE IV. (A) ORIGINAL IMAGE (B) DETECTION RESULT 

 
(a)               (b) 

 
(c)                  (d) 

FIGURE V. (A) THE BACKGROUND, (B) ONE FRAME OF THE VIDEO 
CAMERA, (C) SUBTRACTION (A) FROM (B), (D) MARK OF THE RFID 

In the second test, we requested all the workers to wear the 
red RFID tags. All people who enter the telecommunication 
must wear the Antistatic clothing in white color. Figure 5 
shows the result of RFID detection result. Figure 5 (a) is the 
background image. Figure 5 (b) is one frame of the video 
selected randomly. Figure 5 (c) shows the subtraction result of 
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Figure 5 (b) from Figure 5 (a), and Figure 5 (d) shows the final 
detection result of the RFID tag, which can be further 
recognized by the RDIF reader. In order to test the detection 
accuracy, we select 50 frames from the video camera, in which, 
35 frames contain RFID tags, and 15 frames do not contain 
RFID tags. The detection result shows that our proposed 
algorithm can get 100% accuracy.  

The resolution of images is 320x240 pixels. The average 
speed of the RFID-based and vision-based algorithms for 
detecting the moving people and his RFID tag is 0.7042 
seconds and 0.02413 seconds respectively. The accuracy rate 
of identifying and tracking the target people is 100% in testing 
with the 10 people. Figure 6 demonstrates the example results 
of identification and tracking of people who are out of the 
range of RFID antenna. 

V. CONCLUSION AND FUTURE WORK 

In this paper, we proposed a security and tracking system 
based on the RFID and video analysis. The experiment shows 
that our method performs well.  

Our future work will focus extending the application and 
try to save the cost as much as possible. The video analysis 
method will be applied in Alzheimer’s disease detection [17-
19], and tea-category classification [20]. 
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