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Abstract. The campus network users have many kinds of types, and the network resource they
access to is not certain. In order to improve the flexibility of the different needs for campus network
users to access external resources, so campus network access multiple ISP network. This paper
based on the multi-export campus network environment, according to analyze the characteristics of
campus network users, network access requirement of the campus network and the network export
resources, put forward the user and resource management platform by using proxy technology,
policy base routing and NAT technology, and studies the manageability, security and reliability of
the platform. The construction schemes of the platform provides a reference for other campus
network.

Introduction

With the continuous development of the Internet, the major companies and universities gradually
began to establish their own internal network. The internal network began to access multiple ISP [1].
The speed of access to resource which is very fast in same ISP, but the speed is greatly reduced by
cross ISP access. This phenomenon is particularly prominent in many enterprises and universities
[2].

Campus network is the most representative of internal network, it not only accesses to CERNET
(China Education and Research Network), but also accesses to China Unicom, China Telecom and
other ISP. Because the complexity of users in the campus, it is more practical to classify and
manage users and network resources under the environment of multi-export. Therefore, this paper
takes the campus network as the model to study.

Situation Analysis

With the development of information technology in universities, the types of campus network
users are increasing, and the need to access the network resources is also expanding, many
universities use CERNET and also access to the other ISP together. However, some problems still
exist after the multi-line access. Which users access to the Internet through China Unicom? Which
users access to the Internet through China Telecom? The users which default route is China Unicom
want to access the resources of the CERNET, how to do? This problem is common in most of the
multi-export campus network. Most of the campus network use proxy or set up the default route to
solve the problem.

Proxy pattern: After the user has configured the corresponding agent, users’ data packets will be
sent to the proxy server and the proxy server will help users request network resources. Proxy
server will usually have the function of cache resources. The requested resources will be cached in
the local. When a user requests the resources which in the cache of proxy server, the proxy server
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can send the buffer data directly to the user, which greatly improves the user's access speed.
However, the proxy pattern is opaque to users. This increases the cost of access to network
resources for users, and is not friendly enough for some application without support agent.

Set default route: Boundary device will select interface to send data packets according to pre-set
policy based routing. When data packets arrive at the device, the packet will be matched with the
routing policy. When data packets matched the routing policy, they will be sent out according to the
corresponding rules. Other data packets will sent out by default routing interfaces. When the
number of users is very large, the system resource utilization ratio of boundary equipment will grow
rapidly. This is not conducive to the normal operation of the device and will affect the entire
campus network.

Key Technology

NAT (Network Address Translation)

NAT technology can map the internal private IP address to external public IP address, and it can
make users which use the internal IP address access to network resources, to reduce the
consumption of public IP address [3]. On campus network, the size of the internal user is very large.
If the public IP address directly allocated to users, it is not enough. Private IP address cannot be
transmitted in the Internet, so it is required to use NAT technology in the internal network
boundaries.

Proxy Technology

Proxy technology is a solutions accessing to the external network based on bypass mechanism,
proxy servers simultaneously access both internal and external networks, default route of server’s
points to the external network. When users want to access Internet resources, local program is not
directly access to the data provider, but do it by the proxy server, then the program accesses the data
from the proxy server [4]. When there is the corresponding information in the buffer of the proxy
server, the proxy server can directly echo the data to client. In this way, access speed is improved.
Policy based Routing

The traditional route is based on the destination address of IP packet in the forwarding of packets.
The policy based routing is a more flexible forwarding mechanism. The groups could select a
different path according to the source address, protocol type, or application type by using policy
based [5]. If the IP packets and the relevant strategies of policy based routing match, data packet
will be forwarded according to the specific next hop in policy based routing. If the match fails, data
packet will be forwarded according to the traditional routing based on destination address. Policy
based routing can be used to provide a more flexible routing approach for multi-export campus
network.

User-Resource classification

There are many different needs of users in the campus network, some users may only need the
resources under a certain ISP and they are not concerned about the speed of access to resources in
other ISP. However some other users may need to access the resources in different ISP frequently.
For CERNET users, when accessing CERNET resources, they may also need visit other network
resources at the same time. In order to guarantee the universality of the research, this paper mainly
discusses the situation of the campus network, which is connected with China Unicom, China
Telecom and CERNET. Resources also include: China Unicom resources, China Telecom resources,
CERNET resources, local resources and other resources.

In order to optimize the user's resource access efficiency, enhance user access to network
resources, build a more secure and stable campus network. We must fully understand the
characteristics and needs of the campus network users, classify users with the appropriate encoding,
clear access authority to different types of users. Through the above analysis, we have designed the
user resource classification table, as shown in Table 1. Among them, the Class code using tri-bit
encoding. The first encoding said the default type of user access to ISP, with U, T, C respectively
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represent China Unicom, China Telecom and CERNET. The second encoding said the payment
status, with O representatives unpaid, 1 representatives have been paid. The third encoding said the
user types, with 1 representatives of the office network users, 2 of the teachers' apartment users, 3 of
the students' apartment users, and with 0 of all users.

Table 1 User-Resource classification table

ISP Payment Status User Type Class Code Network Resources
China Unicom paid office network users Uil Internal network / Internet
China Unicom paid teachers' apartment users U1z Internal network / Internet
China Unicom paid students' apartment users ui13 Internal network / Internet
China Telecom paid office network users T11 Internal network / Internet
China Telecom paid teachers' apartment users T12 Internal network / Internet
China Telecom paid students' apartment users T13 Internal network / Internet
China Unicom unpaid all users. u0oo Internal network
China Telecom unpaid all users. TOO Internal network

CERNET unpaid office network users Cco1 Internal network / CERNET
. . Internal network / Internet/
CERNET paid office network users Cl1 CERNET

Management Platform Construction of Users and Recourses

The management platform construction of user and recourses based on the analysis of the
campus network users and export resources. Combining with the campus network multi export
access strategy, reasonable dispatching the export resources, so that the campus network users can
access to the variety of resources more secure and efficient.

Network Architecture

In order to make the users obtain the required resources more fast through the best path. The
platform needs to set up the reasonable export strategy, according to the analysis of the user and the
export resources. The campus network is mostly used in two-wire, three-wire or even five-wire
access, including China Unicom, China telecom, China Mobile, CERNET, etc. Therefore, this paper
uses the three-wire access network infrastructure, which is China Unicom, China telecom and
CERNET, making this research more universal significance. The users and resources management
model is shown in Figure 1.
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Figure 1 Users and resources management model
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Taking into account the stability of the network, and to minimize the basic principle of network
changes, this paper designed two sets of export strategies proxy mode and NAT mode, and they can
be used in parallel. When using the proxy mode, the campus network needs to reserve the proxy
server resources corresponding to different ISP. When accessing to network resources, the users
need to configure the proxy server address in the local browser and access to different network
resources by configuring different proxy addresses. This approach requires that the campus network
users have a certain knowledge of the network and they can configure the corresponding proxy
server address according to their own network access needs. In this mode, the users are only divided
into two categories, which have already been paid and not paid. Network administrators can
distinguish these two types of users through different VLAN and configure corresponding access
control policy on the proxy server for different VLAN. These can achieve the payment users can
access recourse and through the proxy server, unpaid users cannot access the Internet even if they
configure the correctly proxy server address. In this mode, when the user is not configured any of
the proxy, the CERNET users can access the education network resources and the internal resources
of the campus network. Non education network users are only allowed to access the internal
resources of the campus network.

In NAT mode, the user will not rely on the proxy server to access resources, but through the use
of NAT technology on the network export device. Users can access the network resource without
configuration, and adjust the default network exports according to their own needs. Administrators
need configure the core of the campus network equipment and export equipment by the
corresponding security control strategy, allowing the paid users to access the Internet and deny
legitimate users access to the Internet. The unpaid users can only access the internal resources of the
campus network. In this mode, the users’ request data is analyzed by boundary device and get the
information of the source, destination address and protocol type, and then match the routing policy.
After a successful match the data will be sent to the suitable interface according to the
corresponding strategy. Matching failures, the data will be sent by default routing. By default, the
segment of data packages received from the China Telecom address will be sent from the China
Telecom interface, received from China Unicom address will be sent from China Unicom interface.
The matching unsuccessful packets will be sent through the default route.

Manageability

In the campus network, which has the complex export environment, the large user groups, kinds
of users, how to allocate the resources reasonably and improve the access efficiency of different
users to the network resources is a key problem to be considered by the network administrator. In
this paper, we propose a network line selection platform based on multi-export by analyzing the
types of users and the diffident export resources.

Users can adjust their default ISP by the platform. Legitimate users use the identification account
login in the platform and adjust their default network exports. The process of campus network users
apply to adjust the export line is as follows:

(O Users login in the platform register (the first login) and submit the application for line
switching.

@ Network administrator login in platform to check the application information or the platform
and push the relevant information to the administrator.

(3 Administrator approval, and login the network equipment user's equipment uplink connected
to, switch user's access port to the VLAN which represent network export resource of user request.

@ Administrator entering result in the platform.

® Users login in the platform to see the application results or the platform push the relevant
information to users.

Reference models are shown in Figure 2.
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Figure 2 Schematic diagram of network line selection platform

Through this platform, the network administrators can more easily view all the user's network
connection information, and switch their export line based on the user's resource access habits or
user's initiative request to enhance the efficiency of user access to network resources.

Security

Security is a key factor to build users and resources management platform, this paper studies
from two aspects of DHCP security and export security.

(D DHCP Security. The network administrator can enables the DHCP Snooping function on the
access layer device, filtering unsafe DHCP information by establishing and maintaining the DHCP
Snooping binding table. In this way, users can obtain legitimate IP address, and avoid DHCP attacks.
Individual, when a user connect the cable which should be connected to the WAN port to the LAN
port, The other users in the same local network will not access to that route’s invalid IP address.

(2 Export Security. When the user uses the proxy server to access the network resources, the
user will send the request to the proxy server in fact, the proxy server help the user to obtain the
corresponding resources, and then return the resources to the user. In this mode, the proxy server
acts as a "middleman” role, users hide behind the proxy server. This can protect the user's privacy,
and the proxy server can filter some unsafe network connection request, and to protect the user's
network security. When the user uses the NAT mode, it is actually using the NAT function on the
campus network boundary device, which realizes the transformation of the public IP address and
internal private IP address or the IP address of the education network, and maintains a mapping
relationship. This mode also allows the user to hide behind the boundary device, and to enhance the
user's network access security.

Reliability

With the development of information technology, people increasingly rely on the variety of
network resources provided by Internet. This requires that the campus network must have a strong
fault-tolerant ability to ensure the normal operation of the network. When the proxy and NAT mode
both in the campus network, network administrator can use the NAT mode as main way, and use the
proxy mode as supplement.

When the boundary equipment failure, the users who use NAT approach to network may appear
network connection failure. At this time, users can use the proxy mode reconnect to the Internet by
configure the corresponding proxy server address. This can effectively avoid the network paralysis
caused by the failure of individual equipment and enhance the stability and availability of the
campus network.
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Conclusion

This management platform based on the application needs of the multi-export campus network,
and has a certain practical significance for the design and deployment of the general multi-export
campus network solution. The program, integrated policy based routing, proxy technology and NAT
technology, optimized the export strategy of campus network, realized the campus network data
diversion, and made the campus network more security and reliability. Through the classification of
users and resources, this paper propose a network line selection platform based on multi-export,
which can enhance the flexibility of user access to the network resources. By this, campus network
administrators can manage users more easily. The successful implementation of the project can
provide effective reference for the construction of other multi-export campus network user
management platform.
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