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Abstract: Compared with the traditional software 

architecture, cloud computing has the advantages of low cost, 

rapid deployment, flexible, and so on, in the enterprise to use 

cloud computing can greatly improve the enterprise IT 

resource management, improve the operational strategy and 

reduce the operational costs of the enterprise. With the study 

of the various companies to cloud computing technology and 

applications, cloud computing data security has become a key 

factor in the development of cloud computing and bottlenecks. 

In this paper, we introduce the concept and knowledge of 

cloud computing, and give a solution of secure data storage 

based on cloud computing. 
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I. INTRODUCTION 

With the rapid development of information technology, 
the demand for data storage and storage has been increased, 
and the traditional model of high performance server to meet 
the needs of users has greatly increased the waste of 
resources. Cloud computing (Computing Cloud) is a new 
computing model which is adapted to the network service 
from the high concentration, high cost, low cost, high 
distribution, low cost, high general purpose. It is a new 
research and application field, which is increasingly 
concerned by the relevant enterprises and research 
institutions. 

Cloud computing is a computing based on the Internet, 
through this way, sharing of software and hardware 
resources and information, can be required to provide to the 
computer and other equipment. At present, the cloud 

computing in many enterprise users to provide high 
performance computing is playing its low cost, rapid 
deployment, flexible adjustment scale and other advantages. 
With the rapid development of cloud computing, more and 
more commercial data are stored in different networks. How 
to make sure that the data is safe and low in the network, the 
confidentiality and integrity of data is the key point of the 
research and application of cloud computing. The security of 
data has become the key factor and bottleneck of the 
development of cloud computing. This paper introduces the 
related concepts and knowledge of cloud computing, and 
presents a security data storage model based on cloud 
computing and service oriented, which provides a strong 
guarantee for enterprise data secure transmission and 
storage. 

II.  RELATED KNOWLEDGE 

A． Cloud computing service model 

The application of cloud computing to information 
technology is huge, which covers all aspects of the 
application of the underlying infrastructure to the upper level, 
including the server, network transmission, data storage, data 
security and system management, and so on. Cloud 
computing is not only a new technology, but also a new 
business model; it spawned a large number of new industrial 
applications and business growth point. 

At present, the service mode of cloud computing is 
mainly divided into three kinds: namely, the software is the 
service, the platform is the service, and the infrastructure is 
the service. 
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Software-as-a-Service (Software, SaaS), is based on the 
Internet to provide software services software applications, 
is a new software application mode, is the latest trend in 
software development. This type of cloud computing 
through the browser to upload software to the network user, 
the user saves the server and software licensing expenses; 
for software providers, only need to maintain a software 
program is sufficient to reduce the cost of software 
maintenance. Compared to the traditional service mode, 
SaaS has the following advantages: 

SaaS mode to reduce the cost of traditional software 
licensing; 

Software providers will be deployed on the unified 
server software, to avoid the user server hardware, security 
equipment and software upgrades and maintenance of 
spending; 

A large number of new technologies, such as 
WebService, provide a simpler, more flexible and more 
practical SaaS; 

The user can accord the actual needs of on-demand 
ordering software application service. 

Platform that is service (Platform-as-a-Service), Platform 
as a service (PaaS) is a software development platform as a 
service provided by the business model. PaaS is a specific 
application of SaaS, the service provided in SaaS is the 
software, while the service provided in PaaS is the platform. 
The emergence of PaaS can accelerate the development of 
SaaS, especially to speed up the development of SaaS 
application. PaaS has the following three aspects: 

The most fundamental difference between PaaS and 
other services provided by PaaS is that the provides a basic 
platform, rather than some kind of application, which is built 
and operated by a dedicated platform service provider; 

PaaS operators need to provide services, not just a simple 
platform, but also for the platform for technical support 
services, and even for the platform and the application 
system development, optimization and other services; 

PaaS operators are different from other services; the 
service is a strong and stable operation platform, as well as 
professional technical support team. 

Infrastructure-as-a-Service, IaaS ,Infrastructure is a 
service (IaaS), which provides consumers with the use of 
infrastructure, including processing, storage, network and 
other basic computing resources, users can deploy and run 
arbitrary software, including: operating systems and 
applications. The consumer does not manage or control any 
cloud computing infrastructure, but it can control the 
selection of operating systems, storage space, and 
deployment of applications, and it is possible to obtain 
control of the network components (e.g., firewalls, load 
balancing, etc.). At present, the commonly used IaaS 
platforms are: OPEN Stack and eucalyptus. 

B． Architecture of cloud storage 

Cloud storage is the basis and core of cloud computing, 
which means that a large number of different types of 
storage devices through the application of the application 
software can be used to work together to provide a system 
for data storage and business visit. Users use cloud storage, 
not the use of a storage device, but the use of a data access 
service to the entire cloud storage system. The core of cloud 
storage is the combination of application software and 
storage device, through the application of software to 
achieve the storage device to the storage service changes. 
The structure model of cloud storage is shown in Figure 1, 
from top to bottom, the access layer, application interface 
layer, basic management layer, storage layer. 

 

Fig.1 Cloud storage structure model 
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Access layer: provides the application interface of the 
login cloud storage system, and provides different access 
types and access methods according to different client units. 

Application interface layer: the most flexible part of 
the cloud storage. Each cloud storage and operation unit 
according to different business types, the development of 
different service interfaces and provide different application 
services. 

Basic management: through clustering, distributed file 
systems and other technologies to achieve a collaborative 
work between multiple storage devices, so as to mention the 
greater and stronger data access to the east. 

Storage layer: the function of the logic virtualization 
management, multi-link redundancy management, and the 
state monitoring and fault maintenance of the storage device. 

III. DESIGN OF SECURE DATA STORAGE SYSTEM BASED 

ON CLOUD COMPUTING 

The security data storage system based on cloud 
computing includes four parts, that is, storage cloud, control 
center, user interface, client. Its architecture is shown in 
figure 2. 

 

Fig.2  Security data storage system architecture based on Cloud 

Computing 

A. Storage Cloud 

Storage Cloud includes public data storage and private 
data storage cloud two parts, storage cloud is responsible for 
saving all the data and operation of the user, which itself 
does not need to provide computing capabilities, private data 

storage cloud for enterprise internal requirements to achieve 
a secure data storage platform. The division of public data 
storage and private data storage cloud saves the storage 
space, and also solves the user's concerns about the security 
of the platform. 

The implementation of private data storage cloud is: the 
physical machine in the cluster is installed with Linux Xeon 
system, and the various physical machines are turned on the 
SSH service and the control center is realized by SSH and 
XM in Xeon. Logical connections between the components 
of the private cloud are shown in figure 3. 

B. Control center 

The control center is responsible for data processing and 
calculation of the whole system, including: data encryption 
and decryption, data compression, data indexing, and so on. 

C. User interface 

User interface for different users to achieve different 
service interfaces, including user data format conversion, 
user rights management and user authentication and other 
functions. 

D. Client 

The client is the end user of the data. The client sends 
service request through the node server. The control center 
receives the service request and processes it, and returns the 
service data to the client. Among them, the data between the 
client and the control center, the data between the control 
center and the storage cloud are transmitted in the form of 
cipher text.  

Figure.3 Logical Diagram of the Components of the Private Cloud 
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IV. SUMMARY 

Cloud computing has high performance, low cost and 
flexibility. The rapid development of cloud computing 
makes it more and more important. In this paper, we propose 
a secure data storage model based on cloud computing. 
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