4th International Conference on Sensors, Measurement and Intelligent Materials ICSMIM 2015)

SSL Protocol Analysis Based on Freshness Identifiers

Yu LIU*® YanmeiKANG™™’, WenyongLI*

School of Information Science and Technology, University of International Relations, China
Airliuyugraduate@gmail.com,’kymei@163.com

*Corresponding author

Keywords : freshness identifier, network security protocol, SSL, MITM

Abstract.SSL protocol is essential in network security. This paper evaluates the security of SSL
protocol by a fine-grained analysis method based on freshness identifiers and proposes the causes of
two kinds of MITM attacks under the circumstance of admitting the difficulties of building a trusted
session key without a PK1 or a long-term hold shared key. These evaluation and analysis have certain
reference significance on protocols anaysis.

Introduction

As we all know, network security is an important part in our daily life and SSL protocol is essentia in
network security, therefore it is essential to evaluate the security of SSL protocol. This paper proposes a
method of protocol anaysis which is a fine-grained analysis of communication steps based on
freshness identifiers.

The traditional classfication and system models of security protocols [1-2]could be divided into
three different methods: the structura reasoning models like BAN logic [3],the structura attacking
models like Dolev-Yao model [4] and the structural proving models. The structural proving models,
also known as the structura analysis based on proof, which gives a clear distinction of the body's
credibility, use the powerful technology of invariant and the axiom of attackers, to pursuit an automatic
process. Paulson Induction [5], Schneider Rank Function and Strand Space [6] are three significant
methods in the structural analysis of proof.

Based on the Strand Space, Dong Ling proposed a belief multisets formalism for analyzing
cryptographic protocols [7] in 2009 which is based on freshness principle, the method is simple and
effective in the analysis of security protocols. And in 2010 Chen Zheng-Jie proposed Security Analysis
of Cryptographic Protocols Based on Fine-Grained Freshness [8] as a further complements. Definitions
of freshness, secrecy and signed messages, have been gradually specified with exact equations [7-8].
The security of cryptographic protocols depends on its trusted freshness identifiers or one-way
conversions of the freshness identifiers sent or received during the communication. In 2012 another
formalism analysis method based on freshness identifier has been proposed, which describes relevant
knowledge and processes in a more concrete way [9].

This paper evaluates the security of SSL protocol in afine-grained analysis of communication steps
by a new method, and proposes the causes of two kinds of MITM attacks under the circumstance of
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admitting the difficulties of building a trusted session key without a PK1 or a long-holing shared key,
and gives some relevant suggestions eventually.

Network security protocols analysis based on freshnessidentifier

In order to use the freshness identifier to analysis any protocol, it is necessary to clear define the used
equations and theorems. Here are some basic definitions and the main steps of freshness analysis.

Definitionl: (Freshness Identifier) Also known as time variable parameter (TVP), which isused only
once under the same purpose, includes random number, serial number and time stamp.

Definition2: (Freshness) During the running period of protocol I1, freshness identifier N has not been
used before time tO and it is specially generated for this protocol.

Definition3:(Trusted Freshness) Giving a protocol IT between participants A and B, assuming the
existence of an arbitrary polynomial time probabilistic attacker 1, the attacker takes complete control of
the communications link (Dolev-Yao Mode [4]), then the freshness identifier v is fresh or y isatrusted
freshness identifier to participant A if y satisfies one of the following conditions:

1) Freshnessidentifier y is generated by the participants A itself.

2) Freshness identifier y is a time stamp, and the timestamp differences between sender and
receiver are in an acceptable range.

3) A has conclusive proof that v is fresh. The conclusive evidence can be a signature, aMAC, or
other one-way conversion includes the freshness identifier vy.

The main anaysis processes of aprotocol are as following:

1) To specify the security goals of each communication step for a certain protocol

2) To specify the initiastate of this protocol and its all used basic assumptions

3) To specify the securityattributions based on the theorem of freshness and its inference, when
sending and receiving a generalized monoidal transform which contains an identifier of
freshness observed from the operative subject

4) To compare these attributions with each security god

The Analysis on the Freshness of SSL Protocol

As we known, SSL protocol is an essential protocol widely used in the communication on the Internet,
and the analysis of freshness is an effective method to detect the security of protocols. Therefore, it is
necessary to evaluate the security of SSL protocol by freshness analysis.
The steps of communication in SSL protocol are as following:
1) C- S:Verg, T, N, NULL?
2) S - C:Vers,Ts,Ng, SIDg, Certg
3) C - Si{keskk, Certe, {Nc, NS}Kgln{C: {Nc, Ns}Kgl}kcs
4) S - C:{S,N¢,Nsh,
We could anayze the freshness of SSL protocol by these four proceeding processes.
Therefore, based on the design of SSL protocol and the acceptance the correctness of public key and
the confidentiality of private key, the primary credible sets can be represented like this:

IC= Client, S=Server, Ver=Verificaions, T= Timestamp, N=Radom number, Sid=Signature, Cert=Certification
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bel(C) = {secret(C) = {priv(KC)},secret(S) = {priv(KS)}}
bel(S) = {secret(S) = {priv(KS)},secret(C) = {priv(KC)}}

For the first messageM; = C — S: Ver¢, T, N, NULL, after C has sent message M; to S, according to the
theorem of freshness’[9], C believes the identifiers T¢, N possess the attribution of freshness since
both identifiers are produced by himself. However, C and S consider the tokens T, N do not have the
confidentiality since the information is transmitted in plaintext. After S has received the message M he
believes there is no credibility since the uncertainty of the source. The attributions of first message
could be represented as following:

bel(C) = {fresh(C) = {Tc,Nc}}
bel(S) = {@}

For the second message M, =S - C:Vers, T, Ng, SIDg, Certg, after S has sent message M, to C,
according to the theorem of freshness, S believes the identifiers Ts, Ng possess the attribution of
freshness since both identifiers are produced by himself.However, C and S consider the tokens Tg, Ng
do not have the confidentiality since the information are transmitted in plaintext. After C has received
the message M, he believes there is no credibility since the uncertainty of the source. The attributions
of second message could be represented as following:

bel(S) = {fresh(S) = {Ts, Ns}}
bel(C) = {fresh(C) = {T¢,Nc}}

For the third messagem; = C - S: {kcs}k,, Certc, {N¢, Ns}z1 {C.{N¢, Ns}xz+ hees» Aft€r C has sent message M;to
C, according to the theorem of freshness, C believes the piece {k.s}has the credibility and the piece
{C.ANc. Nsher ke, POSSESS the attribution of identity of C. Therefore, according to the theorem®, C believes
M,is the signature message of C, then according to the theorem®, C believes kcs is the implicit secret
shared only with C and S. After S has received the message M, he believes the message M; iscreated
by C according to the theorem®.So the attributions of third message could be represented as following:

bel(C) = {fresh(C) = {Tc,Nc, k¢s} fresh(S) = {Ts, N}, onym(C) = {Ms},
des(S) = {Ms},impsecret(C,S) = {kcs}}
bel(S) = {fresh(S) = {Ts, Ng, kcs}, gen(C) = {M;}}

For the fourth messageM, = S — C:{S,N¢,Ns},. after S sent messageM, to C, according to the

theorem 1 of message®, C believes S has received the message M,, and therefore according to the

2 gen(A) = {N}
bel(A) = { fresh(A) = {N}}’

this and the following theorems are from reference [9].

sgen(A) ={M} , A€ (M) , bel(A) ={fresh(A)={M}}
bel(A) = {onym(A)={M}}

48en(A) ={M} , N¢ (M) , bel(A) ={onym(A)={M} , des(B) ={M} , fresh(A) ={M}}

bel(A) = {impsecret(A , B) ={N}}

grec(A) = {m M}, priv(K) =key(m M) , bel(A) = {secret(B) = {priv(K)} , fresh(A B) = {m M}}
bel(A) = {gen(B) = {m M}}

grec(A) ={N} , N ¢ (M) , gen(A) ={M} , bel(A) ={des(B) ={M} , fresh(A) ={N}}
bel( A) ={rec(B) ={M}}
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theorem 1 of message'the attributions of fourth message could be represented like this:
bel(S) = {fresh(S) = {kcs, Ts, Ns}}
bel(C) = { fresh(C) = {T¢,N¢, Kcs, Ts, Ns}, rec(S) = {Ms}
fresh(S) = {ks}, secret(C,S) = {kesht
Overall the identifiers of freshness related with session key could be represented as following:
bel(S) = {fresh(S) = {kcs}}
bel(C) = { fresh(C) = {k¢s},fresh(S) = {ks} secret(C,S) = {kesh}
Comparing these attributions with the primary security goa could be showed as following:
bel(S) = {fresh(S) = {k¢s}, fresh(C) = {k¢s} secret(C,S) = {k¢s}H}
bel(C) = { fresh(C) = {k¢s} fresh(S) = {ks} secret(C,S) = {k¢s}}t
It iseasy to find out SSL protocol’s defect that S fails to build the recognition thatk s possesses the
freshness with credibility and k¢s is the shared session key. This defect has been exploited by the
attacks showed asfigure 1:

c 11(C) s c IS)/1(C) S
1.Verc, Te, Ne, NULL 1.Verc, Te, Ne, NULL ,
> 1'.Verc, Tc, Ne, NULL » 1'.Verc, Te, N, NULL
2'.Verg, T, Ng, SIDg, Ceft _2'.Verg, Tg,Ng, SIDg, Cer
2.Verg, Ts,Ng, SIDg, Cert; [ e 2.Verg, T, N, SID, Cert; [4 eSS == =S
3 {Kcstkg Certe, {N¢, Nedi- 3. {Kes ki, Certe, {Nc, Ns}y-s
{C{N¢,Nsh1he, 3. {Kestkg Certe, {Nc, Ng e {C{Nc Ns}e1 s cs g Certe,
{CAN, NS}Kgl}kCS {\lc, Ns}Kgl{C, {Nc, Ns}Kgl}l-CS
 4{S,N¢Nshe, A {SN¢,Ngh
 A{LNe, Neheo  4.{S N¢,Nshes

Fig. 1 Single-way and double-way MITM attacks
Besides, the danger of being deceiving is attributed only to S, not including C, rather than both sides
which was proposed by the reference [9]. The main cause of this danger comes from the uncertainty of
the source of the message which S has received and where the corresponding response was to arrive.
Meanwhile, al the attribution sets of C contain the essentia freshness with credibility, which ensures
the security of C himself according the analysis of freshness.

Therefore, though Lin Xian-Jin have proposed one solution [10], it fails to reach the original
purpose of the SSL protocol, which means to build one trusted session key under the circumstance of
lacking a PKI. Whereas, now no authority has proposed a satisfied method that could build a trusted
session key when no one knows each’s public key and no trust CA exists. Nowadays, a common
solution is to enhance the management of Web security, including PC protecting such as ARP spoofing
Prevention, DNS spoofing prevention, malicious hijack protection, redirect software[11-12] and SSL
protocols application in amore secure way like SSL mutual authentication[13].

7N €I(M) , bel(A) = {rec(B) = {M}}
bel(A) ={rec(B) = {N}}
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Conclusions

This paper presents a fresh and fine-grained analysis method of network security protocols and applies
thisanalysis method in SSL protocol analysis, and presents that only Sis deceived and does not contain
C under MITM attacks. This paper also proposes that building a trusted session key is a difficult
proposition between the two sides without long-term shared secret keys and both public keys. It is a
difficult proposition that building a trusted session key without one shared secret key or trusted
public-keys. These analyses may have some certain reference sgnificance on the field of network
Ssecurity.
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