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Abstract. A staff access control system based on RFID technology is designed in this paper. This staff
access control system is comprised of UHF RFID readers, industrial personal computers, a database
server, big screen monitors, and RFID handsets. It is mostly applied to the main entrances of an
organization outside abuilding. The system identifies people based on a match between the personnel’s
tag ID stored in the tag and the tag ID records stored in the database. Each time someone with an
available tag passes a gate, a staff access record is added into the database. The accessing staffs
identification information is displayed on a big screen in real time. With alittle bit of searching work,
any staff’swork attendance information can be obtained. With all these features, the system is capable
of doing access management and check on work attendance management at the same time.

Introduction

With the development of internet technology and the wide spread of RFID technology, the access
control systems have been applied to diverse organizations. They can be applied to inner side of a
building, such as meeting rooms and laboratories. They can also be applied to the outside of a building,
such as main entrances of research organizations and government buildings. Some researches on the
laboratories access control systems have been done[1, 2] in the few pass years. A laboratory access
control system is comprised of electromagnetic locks, RFID readers, exit switches, an ARM chip
micro-controller[3] and RFID tags.

This paper designed a staff access control system applied to the outside of a building, where visitors
traffic can be very high. For information security reasons, organizations alwaysisolate the intranet from
the internet. This system runs on the intranet. In order to gather data and store data, RFID technology
and database is applied in this system. Records of access information can be filtered to get the
information of staff work attendance[4]. This system gathers datawith RFID readers, identifies people
with staff recognition processor, stores staff information and access information with database.

RFID Technology Theorem
RFID (Radio Frequency Identification) technology is a kind of technology which is able to identify

active and passive tags within arange of a few meters. The theorem is shown in Fig. 1.
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Fig. 1. RFID Technology Theorem

Theinner components of RFID tags are a coil and a micro-chip which has a little storage capability.
The appearance of RFID tagsare diverse. The coil and chip can be encapsulated into label paper, round
plastic coins or plastic tubes. The RFID reader sends out some specific frequency of electromagnetic
wave. The wave carriesasignal. When there are RFID tags within the range of the areader’ s working
distance, the tagsinduce the signal, and reflect with electromagnetic wave of corresponding frequency .
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Thiswave is the response signal of tags. When the RFID reader receives the signa, the data stored in
the tag is obtained.

Although RFID technology has been put into use since World War 11, the real wide spread of this
technology is after that the America’ s biggest retailer Wal-Mart mandated its one hundred suppliersto
apply this technology[5]. RFID tags used in this system is read-only. Tag ID that stored in the
micro-chip is an array of hexadecimal numbers. An example is shown in table 1.

Table 1 An Exampleof Tag ID That Stored in The Micro-chip
Byte 1 2 3 4 5 6 7 8 9 10 11 12

value 10 00 21 00 01 06 OA 03 3E 00 1E OA

Every staff in an organizationisissued with atag. Thetag I D isstored in the database corresponding
to the staff’ s identification information, such as the name, the department, the picture, and so on.

System Architecture

The staff access control system designed in this paper runs on the intranet of the organization. The
intranet is completely isolated from the internet. The architecture of the systemis shown in Fig. 2.

Internet

Intranet

Fig. 2. System Architecture. a) RFID reader b) RFID reader ¢) RFID reader d) wireess access point €) switch f)
RFID handset g) staff access recognition processor h) staff access monitor m) database server n) router Q)
inquiry computer

The access control system is comprised of multiple subsystems. Each subsystem isinstalled at each
gate of the organization. The subsystems are identical. The subsystem is comprised of three RFID
readers, one staff accessidentification processor, a staff access status monitor, a wireless access point,
and several handsets. The devices in the subsystem are connected to the intranet via a switch. Any
computer in the intranet can be used as an inquiry computer, which is capable of accessing the staff
information stored in database server.

System Functionality

The access control system designed in this paper provides functions such as staff identification, staff
information management, staff access records storage, staff RFID tags information management and
staff work attendance management. The handsets in the system are able to read RFID tags, and display
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the staff information. When a staff who carries atag passesthrough agate, aRFID reader readsthe tag.
The staff access identification processor compares the tag ID with the records in the database to
determine the availability of thetag. If thetag is available, the access information will be recorded, and
the staff’ s identification information will be displayed. If the tag is not available, or thereis no tag, the
system will alert. Then security staff will use the handset to confirm again. When there are personnel
changes, the staff information can be updated with the system maintenance. When someone’ s RFID tag
was lost or unavailable, he or she will be issued with a new tag, and the staff RFID tags information
needs to be updated. Through alittle searching work on the access records, the organization could get
the workers' attendance information.

RFID Reader Selection

There are two models of RFID readers being taken into consideration, Shenzhen AFD RFID
technology Co., Ltd AFD-8580 RFID reader and AWID company MPR-2010BN RFID reader. Both
of their working frequency is 902~928MHz.

Table2 AFD-8580 RFID Reader and MPR-2010BN RFID Reader Parameters

Model SRD (m) Standards MTRA(tags) TRR(tags/s)
1 AFD-8580 12~15 1SO18000-6B/C 300 300
2 MPR-2010BN 5~6 1SO18000-6B/C

In table 2, SRD stands for Steady Reading Distance, MTRA stands for Multiple Tag Reading
Ability, TRR stands for Tag Reading Rate. Although the multiple tag reading ability and tag reading
rate of model MPR-2010BN is not provided, the two parametersis much less than these of AFD-8580
from field test. In addition, the AFD-8580 model is better than the MPR-2010BN model in stability.
Therefore the choice would be the AFD-8580 model.

Database

For organizations with thousands of workers and multiple departments, the access control system
provides a SQL server database to supply data services, as shownin Fig. 3.

Staff Information

v

RFID Tag Information
Department Information
P PK Stalf 1D PK | RFID Tag ID
PK | Department ID FK1 Department ID .
RFID Tag Serial Number
Staff Name
Department Name . Staft ID
Department Abbreviati Picture Name I Dat
epartmen reviation FK3.FK5 | RFID Tag ID ssue Date
Update Time - Tag Status
Update Time .
Update Time

Access Information

PK | RFID Tag ID

RFID Reader ID
Gate Number
Access Direction
Date and Time

Fig. 3. Table Structures of Database
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There are four tables in the database. Each of them records the staff information, the department
information, the RFID tag information and the access information. The staff information includes unit
ID, staff name, picture name, RFID tag ID, update time. The department information includes
department 1D, department name, department abbreviation and update time. The RFID tag information
includes RFID tag ID, RFID tag seria number, staff 1D, issue date, tag status and update time. The
access information includes RFID tag ID, gate number, access direction and time. When there are
personnel changes, the department information table and staff information table should be updated.
When someone lost a tag, when he or she is issued with a new tag, the RFID tag information table
should be updated too.

Software Design

In order to improve the stability of the whole system, the software of the access control system runson
the staff recognition processorswhich areindustrial computers. Theindustrial computersarelocated at
the same local area network with the database server. The flow-process diagram of the program is

shown in Fig. 4.
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Fig. 4. Program Flow-process Diagram
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When the access control system starts, it does some initialization work. The initialization work
includes initial variables of the program, tests the parameters of the RFID readers, and so on. Then
three tag reading threads are created corresponding to three RFID readers. The RFID readers send
ultra high frequency electromagnetic wave, and receive the RFID tag ID. The readers are able to
receive multiple tag IDs at the same time.

Whenthetag ID isreceived, it first test if the ID formeat islegal. The system will alert if the format
isillegal. Next, the D will be compared with theID recordsin the database. If the tag is available, there
are two things need to be done. First, the record will be stored. Second, the RFID tag owner’s
information will be displayed on the monitor, such as the department, the name, the time and the
picture. If thetag is not available, the system will alert the security staff that there are non-staff people
try to get in.



RFID Reader Test

The RFID reader test isto research about two problems. The first problem is to compare the reading
rate between the response mode and the active mode to find out which is faster. The second one isto
find out the interference between two readers if they are nearby. The test results are shown in table 3
and table 4. Two readers are placed in paralel with working side point to the same direction. The
distance between two readers is about one meter. All three tags are placed on the central line away
from the readers about two meters.

Table 3 showsthat the frequency of each tag read by one reader in response mode in one minuteis
approximately equal to that in active mode. Table 4 shows that the sum of frequency of each tag read
by two readers in response mode in one minute is approximately equal to that in active mode. In table
4, thetaglameansthetagl isread by thefirst RFID reader, taglb meansthe tagl isread by the second
RFID reader, and so on.

Table 3 Response and Active Mode with One Reader in One Minute Test

Tag Number tagl tag?2 tag3
Frequency in Response Mode 919 932 915
Frequency in Active Mode 985 1001 1008
Table 4 Response and Active Mode with Two Readers in One Minute Test
Tag Number tagla tag2a tag3a taglb tag2b tag3b
Frequency in Response Mode 775 445 681 139 512 263
Frequency in Active Mode 398 510 739 618 537 338

The sum of number of each tag read in response mode is a little bit less than that in active mode. So
the reading rate of the response mode and active mode is almost the same. The frequency of tags read
by two readers are distinct, and they are also different from those read only by one reader. These
features provethat the readers are fighting against each other for the signal when they are reading atag
at the sametime. A tag can only deal with onereader at atime. The interference does exist when two or
more readers working together nearby. To avoid this problem, necessary considerations must be taken
when installing RFID readers.

System Test

The configuration of the database server, industrial computers and RFID readers within the same local
area network should be tested to rule out any communication problems. In the first test, the system is
ableto work, but several problems occurred. The reading rate istoo ow. Some tags are missed when
dozens of tags are read together. The software can’'t connect to server when the server reboots. New
problems should be fixed. Asfor the low reading rate, new threads are created in the program to read
tag ID exclusively. When the threads get the tag ID, it passes the ID to the next part of the program,
and go back to read next ID again. As for the missing tags problem, the SO18000-6C protocol is
applied to enable the reader to read hundreds of tags at the same time. To get around the connection
errors, an option on the socket should be set before bind to a port in the program. When all problems
are fixed, the system runs as demanded. The access status information is shown in Fig.5.
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Staff Access Control System

Time  Department
11:18 R&D Alex

11:18 R&D John

Time  Department Name
11:20 R&D John
11:20 HR Dept. ~ Sarah
11:20 PR Dept. David

11:21:49

System Working Normal

Fig. 5. Access Status Information

Conclusions

In order to deal with the heavy traffic problem in the main entrances of a big organization, a staff access
control system based on RFID technology is designed in this paper. This system runs on the intranet of
the organization. The intranet is isolated from the internet, so that the information security of the
system is guaranteed. The AFD-8580 UHF RFID readers in the system provide enough reading
distance ability, multiple tags reading ability, good reading speed, and stability. It is able to deal with
crowded situations. In order to provide enough process ability and stability, professiona industrial
computers are applied asthe staff identification processors. The database is used to record staff access
information, update staff information and RFID tag information. The work attendance information can
be searched from the database. All of these features provide a convenient tool to manage staff access
and check on work attendance.
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