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Abstract. This paper analyzes the authentication security of lightweight authenticated cipher
ACORN, a second-round candidate of the CAESAR competition. We first put forward the necessary
and sufficient conditions for state collisions of ACORN. Then we point out the errors of the
designer’s analysis and utilize a reverse derivation method to find proper input differences to the
registers which can ensure that the state differences get eliminated in certain rounds. Last but not least,
we redefine the differential properties of the overall feedback function to compute the probability of
state collisions more precisely and improve the security margin of ACORN given by the designer.

Introduction

ACORN[1] is a binary feedback register based authenticated stream cipher designed by H. Wu and
has been selected as a second-round candidate of CAESAR[2] (Competition for Authenticated
Encryption: Security, Applicability, and Robustness). The designer specifically prohibits the
nonce-reuse and decryption-misuse settings in the first version ACORN v1. To provide protection
against nonce-reuse in encryption/decryption a tweaked version named ACORN v2 was submitted in
September 2015.

Both versions of ACORN use a 128-bit key and a 128-bit IV (initialization vector) to protect up to
2% bits of associated data and up to 2°* bits of plaintext. The designer strongly recommends the use of
a 128-bit authentication tag. ACORN contains a 293-bit state consisting of six concatenated LFSRs
and the use of bit-oriented registers provides a new approach to design lightweight authenticated
ciphers.

Up to now there are some published analyses of ACORN v1, but none of them threatens its security.
Liu et al.[3] describe slid properties of keys and 1Vs for ACORN v1, and propose state recovering
attacks using guess-and-determine and differential-algebraic techniques, although the attacks are
worse than exhaustive key search. Chaigneau et al.[4] appliy a key recovery attack to ACORN v1 in
nonce-reuse and decryption-misuse settings, which is against the security claim of the designer.
Salam et al.[5] develop a known-key collision attack on ACORN v1, which is not a feasible attack
clearly. Zhang et al.[6] estimate the security margin of ACORN vl by finding the linear
approximations of the output function.

This paper mainly focuses on the message authentication security of ACORN v2. We point out and
correct the errors of the designer’s analysis, presenting a more precise security bound of
authentication security by constructing state collisions. For the rest of the paper, we use ACORN to
refer the second-round submission ACORN v2.

Description of ACORN

This section gives a brief description of ACORN by defining the functions used in the cipher and introducing different
phases. ACORN contains a 293-bit internal state denoted by .5, =(5,,.5,;.L . S, )

for the ith step. The state consists of six concatenated LFSRs, as shown in Fig. 1.
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Figure 1. Internal state of ACORN

Functions of ACORN
Keystream generation function. At the ith step the keystream bit is computed using the function
ksi=KSG128(S)):
kS; =S, 1, D S; 15, @MAY(S; 535, Si 615 Si103) 1)
where the maj function is defined as:
Maj (X, X;, X5) = X, X, © X, X3 @ X, X 2)
Feedback Function. At the ith step the keystream bit is computed using the function
fFFBKlZS(Si, Ca;, Cbi)Z
fi =S50 © ;100 @ MAJ(S; 5441 S; 231 Si 160) D CN(S; 2301 Si 1111 Si 65) D €8S 195 D COKS; ©)

where S, ., denotes the complement value of S; ;. In Eq. 3, the ch function is defined as:
ch(X;, X, X5) = XX, ®;1X3 4)
where x, denotes the complement value of x, .

State Update Function. At the ith step the pseudo code for the state update function
Si+1=StateUpdate128(S;, m;, ca;, cb) is as follows:

Si,zsg = Si,289 ® Si,235 ® Si,230;
Si,230 = Si,230 ® Si,196 ® Si,193;
Si,193 = Si,193 ® Si,160 ® Si,154;
Sisss = Sizss D511 DS 107
Si107 = Sior D Si66 D Sy g
Si,Gl = Si,Gl ® Si,23 ® Si,O;
f, = FBK128(S,, ca;, cb);
for j=0to 291 do S S

Si+1,292 = fi ® m.

i, = i+

The Initialization

The initialization phase consists of injecting the key K = (/. . k1;) and [T = (iv,.L .iw,-) into the state and
updating the state for 1792 steps. The pseudo code is given below.
1.Let 5_,,=(0L .,0)

2. Let m ,q,., =k for i=0 to 127.
Let M j795.108,; =1V, fOr i=0 to 127.
Let M7, 555 = Ky @1
Let M_1765. 2664 = Kimoazzs fOT 1=1 t0 1535.
3. Let ca ,,q,,; =1for i=0to 1791.
Let cb ,,4,,; =1fori=0to 1791.
4. For i=-1792to -1, S,,, = StateUpdate128(S;, m;, ca;, cb;).
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Processing the Associated Data

After the initialization, the associated data is used to update the state. Denote by |ad the bit length of associated data and
AD =(ad,.L =Q-‘:f__m__l)the associated data.
1. Let m =ad,fori=0to I, -1.
Letm =1
Let m,_,; =0fori=1to 255.
2. Let ca, =1fori=0to I, +127.
Let ca, =0fori=1,+128 to | , +255.
Let cb =1fori=0to I +255.
3. Fori=0to I, +255, S, , =StateUpdate128(S;, m;, ca,, ch).

The Encryption
After processing the associated data, one plaintext bit P, is used to update the state at the ith step and [, is encrypted to get
C; . Denote by | the bit length of plaintextand P ={(p,.L . p, ) the plaintext.
1.Let m o, =pfori=0to |, -1. J
Let m o5 =1
Let M o660, = Ofor i=1 to 255.
2. Let ca, =1fori=1,+256 to |, +I +383.
Let ca, =0fori=I,+I +384to |, +I +511.
Let ch, =0fori=I,,+256to |, +I +511.
3.Fori=l,+256to |, +1 +511,
S,,, = StateUpdatel28(S,, m;, ca;, cb,);
C = p, ®KSG128(S,).
End for

The Finalization

After processing the plaintext, the authentication tag T is generated.
LLetm, . .5, =0fori=0to767.

2. Let ca =1fori=I,+1 +512to I, +I +1279.
Let ch =1fori=1 4+ +512to I, +1 +1279.
3.Fori=l,+l +5121to |, +1 +1279,
S,,, = StateUpdate128(S,, m;, ca;, cb,);
ks, = KSG128(S;) .
End for

The authentication tag T is the last t keystream bits, i.e.,
I—:h:m._::_n';-:-l ||1E‘35_'=n.__';-1:';-:-: Il h_;.__';-lz'; -

Note that the designer strongly recommends the use of a 128-bit authentication tag.
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Construction of State Collisions in ACORN

In this section we try to construct state collisions in ACORN. We first study the properties of state
update function and put forward the necessary and sufficient conditions for state collisions of
ACORN. Based on this we utilize a reverse derivation method to find proper input differences to the
registers which can ensure that the differences in the state get eliminated in certain rounds.
Theorem. Let d; be the input feedback bit to the concatenated LFSRs, i.e.d, = f, @m,. For two

different states of ACORN S, andS;, the necessary and sufficient conditions of S, , =S/  are as

i+1
follows:
1. The two states S; and S/ only differ at seven stages: 0, 61, 107, 154, 193, 230 and 289, while the

other stages stay equivalent.
2.d, =d/.
Proof. Sufficiency. We take the first linear recurrence of the state update function as an example.
Si,289 = Si,289 ® Si,235 ® Si,230 )
Eq. 5 shows that if S, and S/ differ at stage 289 and stage 230, while stay equivalent at stage 235,

the values of the updated stage 289 for two states are equivalent. Similarly, we can obtain that the
values of the other six particular register stages are also equivalent after the update. With equal input
feedback bits, the two states are certain to collide after one round iteration since the shifting operation
doesn’t change the values of stages. In this way the sufficiency of the conditions is proved.
Necessity. If S, =S/andS,, =S/, we can obtain the following equations due to the shifting

i+17
properties of the state update function:
Si.;=5/;(0<1<292,i+0,61,107,154,193, 230, 289)

Si,o ® Si,61 = Si',o ® Si',Gl
Si,ﬁl ® Si,107 = Si',61 ® Si,,107
Si,1o7 ® Si,154 = Si’,107 ® Si',154
Si,154 ® Si,193 = Si’,154 ® Si’.193
Si,193 @ Si,230 = Si’,193 @ Si’,230
Si,23o ® Si,289 = Si’,230 ® Si',289
d =d/

From Eqg. 6 we get that at least one of the above seven particular stages for the two states has to be
different in order to satisfy the condition S; = S/ . However, if one of the seven stages is different, the

other six stages also have to be different to ensure S,,, =S/, . Namely, the conditions are satisfied and
the necessity is proved.

(6)

O
To attack ACORN authentication the designer injects a difference into the state and manages to
eliminate the differences in the register stages by selecting proper input differences. As the designer
has explained, the analysis of the difference in associated data and ciphertext are similar, so we regard
the feedback bit and the messages bit as a whole. However, the designer makes a slip in writing one of
the linear recurrences, leading to an invalid difference which cannot eliminate the state differences.
Different from the designer’s analysis, we utilize a reverse derivation method to find proper input
differences to the registers which can ensure that the differences in the state get eliminated after
certain rounds.
Assuming AS, =(0.0.L .0)and Ad, =1, and we obtain a state collision AS, =(0.0.L .0} aftert

rounds of iteration for the first time with input differences Ad;. Ad,.L . Ad, ;. Then we use a reverse
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derivation method to determine the input differences of each round Ad, . According to the theorem, the
state differences at time t-1 are given below:
1 for j=0,61,107,154,193,230, 289
A t-1,j — . (7)
0 otherwise
Besides, we can also get the input difference at time t-1Ad, , = AS, ,,, =0. Next we use the inverse

function of the state update function to work out the state differences and the input difference of each
round. Given AS, ., the internal state differences of ACORN at time i are defined as:

0 for j=0

ASi 12 DAS 6 for j=61

AS; ®AS; 165 ®AS,, s fOr j=107

S, AS,,; ®AS,,,,, @AS,, 5, fOr j =154 -
"AS 15 ®AS, 15 PAS, e, for j=193

AS 153 ®AS;, 15 DAS,, e foOr j=230

AS; 130 DAS,, 55 DAS,, 55 fOr j=289

ASija otherwise

Hence we can getAd; = AS;,, .o, directly. Note that we define AS; ; = 0for each inverse iteration in

order to find the shortest difference. Through program, the shortest input difference (290 bits) is given
below:
1000 0000 0000 0000 0000 0000 0000 0000 0110 0111 0101 0011 0000 0010 0001 0100
0001 0011 1110 0010 0011 1011 0101 0110 1000 1100 1011 10101100 1011 1010 0010
1101 1111 0001 0111 1101 1111 0100 1011 1001 1100 1000 1110 11100100 11101010
00100100 1110011001111111 1111 1100 1000 0101 1101 0000 0011 0010 1100 0000
0101 1011 0000 01101101 0000 1011 011001

Our experiment shows that the difference given by the designer is wrong, which cannot eliminate
the internal differences. We also verify that the above input difference can ensure that the states are
definitely to collide after 293 rounds of iteration.

Next we have to introduce proper differences by modifying the ciphertext or associated data in
order to get the above input difference to the registers. Same with the designer, we analyze the
differential properties of the feedback function. Nevertheless, we find that the differential property of
ch(x, y, z) described by the designer is incorrect. Besides, the designer analyzes the two nonlinear
functions separately, instead of putting them together and resolving differential properties of the
overall feedback function, which is also inaccurate. We redefine the differential properties of maj(x, y,
z) and ch(x, y, z), as shown in Tab. 1.

Table 1. The differential properties of maj(x, y, z) and ch(x, y, z)

Function Input difference Output difference Probability
(0,0,0) 0 1
maj(x, Y, z) (1,1,1) 1 1
otherwise 0/1 0.5
(0,0,0) 0 1
ch(x,y, z) 0,1,2) 1 1
otherwise 0/1 0.5

The nonlinear part of the feedback function consists of two maj functions and one ch function and
all the nine inputs are different, so the variables are independent and uniformly distributed. In that
case we can directly get the differential properties of the feedback function. Without loss of generality,
we describe the nonlinear part of the feedback function as follows:

90X Xps Xay Xy X5 X5 X7 X Xo) = M (X, X, X5) + MY (X, , X5, X5) +CN(X7, X5, %) ©9)
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From Table 1 and Eq. 9 we can get that there are eight input differences whose corresponding
output differences can be determined with probability 1, while for other input differences the output
differences are 0/1 with probability 0.5. With this property and the above input differences to the
LFSRs, we program to get that the probability of eliminating the state differences is 2%, which is
better than the security margin 2™*%° given by the designer.

Conclusions

ACORN is a lightweight authenticated stream cipher which has been selected as a second-round
candidate of CAESAR. The published analyses of ACORN haven’t threatened its security up to now.
This paper mainly focuses on the message authentication security of ACORN by constructing state
collisions. We point out and correct the errors of the designer’s analysis, improving the probability of
state collisions from 2% to 281, Note that our results show that ACORN is able to provide 128-bit
MAC security and how to attack ACORN effectively is still an open problem for our future work.
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