






encryption. Data encryption on the client, upload the data encryption to protect the data will not be 
peeping in transmission, disclosure, while data is uploaded to the Hadoop after its contents cannot 
be seen directly, but also to protect the safety of its storage. (4) Data signature. User uploaded data 
is sampled on the sample data for data signature, the server changes the data examined, the owner 
can identify the received data is not claimed user. (5) Data to authenticate the user for data sampling 
signature, one can prove the identity of the owner of the data, on the other hand can detect whether 
the data has been tampered with in the process of transmission. 

Conclusions 
The security of cloud computing has been a sensitive, hot issue. Just because cloud computing 

security problems have not been solved, many potential users of cloud computing choose to 
abandon the use of cloud computing. As a cloud platform, Hadoop has got applications by a lot of 
enterprise and has been studied by many researchers, but Hadoop faced with the same security 
issues with the foregoing. Therefore, this article researched the access control and communication 
security for Hadoop big data processing, hoping to provide a reference to solve cloud computing 
data security issues. 
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