














blocks in formatted way, to facilitate the input of the next module. Data disorder refers to
transforming data reversible matrix to achieve the purpose of scrambling information. Encryption
section means using AES algorithm to encrypt data at different locations to compose new file
storage format mixed with the hybrid ciphertext and ciphertext mark text.

Summary

As described in the paper, though there are extreme advantages in using a cloud-based system,
there are yet many practical problems which have to be solved. Cloud computing is a disruptive
technology with profound implications not only for Internet services but also for the IT sector as a
whole. Service providers and data owners should be responsible for cloud computing security in a
cloud environment, if data privacy is not up to the regulatory requirements, it may face
unpredictable consequences. This paper outlines cloud computing security and the challenges it
may encounter, and point out the critical technologies of its protection, which will provide great
reference for further research.
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