








2.3 The working process of the model

First, the anomaly detection module receives the preset audit data, and submits to the misuse
detection unit. The misuse detection unit will compare the network object with the normal behavior
rule base, if match, itwillbe identified as the normal behavior, if not it willbe submitted to the
intrusion detection unit. The intrusion detection unit compares the audit object with the attack
behavior rule database, if match itwill be known as the abnormal behavior, then submitted to the
behavior control module for event response, if not match, then submit the error operation behavior
detection unit. False operation test results match is identified as the false operation behavior, if not
match, regard it as an unknown abnormal events submitted to the behavior control module.

When the anomaly detection module detects the abnormal behavior of a region node in the
system, the security agent of the abnormal occurrence area will submit the abnormal event log to
the control subsystem of this area, and the control method of the active response is preferred. For
the known abnormal behavior, adopt preset respond strategies of the knowledge database to execute
different control strategies for active response control; For unknown abnormal network behavior,
there is no corresponding control strategy in the knowledge database, so it will be controlled by
passive response of the system. The security agent will submit the abnormal event log to the
security control center and alarm it, then the security control center or the network administrator do
the control decision-making, and then the security agent and control subsystemimplement feedback
control according to the decision informationwhich is given by passive response control.

3 Summary

It is an important research direction to improve the security performance of network system by
analyzing and researching the activities of each entity in the network system, which is from the
perspective of network behavior security control theory. Based on misuse detection and intrusion
detection, combined with abnormal behavior detection and control model, this paper can be seem as
the specific practice ofthe controlled network theory, and was proposed in order to solve the
security problem and provide a new solution. With the application and popularization of large data
analysis in network security condition monitoring and network behavior control, as well as the
mature of modeling and analysis of network behavior characteristics, the theory and system of
network behavior control will be gradually improved, which will play a more and more important
role in the field of network security.
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