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Abstract. The idea of network digital watermarking comes from the audio digital watermarking, 
which plays an important role in traffic tracking. However, there are many problems in the existing 
watermarking schemes. For example, the selection of watermark embedding area is not combined 
very well with the characteristics of the data stream; the interaction between watermarks reduces the 
detection rate and the concealment. In this paper, we propose a method of using the Discrete Cosine 
Transform(DCT) domain to locate the watermarks. After the discrete cosine transform, we select the 
lower energy area for discrete embedding watermarks. This is a novel attempt for the DCT in 
network watermarking. The experimental results show that the proposed method DCTBWL 
(Discrete Cosine Transform Based Watermarking Locating) can effectively improve the 
concealment and robustness of the watermarks in network flow. 

Introduction 
With the rapidly development of internet, network security issues have become more and more 

seriously. Stepping stone[1], anonymous communication system and botnet[3] make it very hard to 
trace the attacker. In order to better solve the above problems, many scholars have put forward the 
active network flow watermark(ANFW) technology by drawing on the idea of digital 
watermarking[2]. Some special information will be hidden through changing some characteristics of 
the flow generated from the sender. After the network transmission, if the corresponding watermark 
is detected at the receiver, it is considered that there is an obvious network communication 
relationship between the sender and the receiver. This is a kind of active network flow shaping and 
analysis technology. 

Nowadays the embedding of watermarks always have nothing to do with the content of the 
packets. According to the different watermark carrier, ANFW technology mainly includes traffic 
rate[4], packet timing[5] and interval centroid[6~8]. However, the existing methods are not perfect, 
there are some problems as following: 1), the selection of watermark embedding area is not very 
well combined with the characteristics of the data stream. For example, the offset in [6] and [7] is 
only considered the time aspect and the characteristic of the flow is neglected. 2), The watermarks 
are embedded in a continuous area, when the front of the stream appears to be inserted or lost, all of 
the watermarks behind will be affected. Which result in the decrease of the watermark detection 
rate([5~8]). 3), It is easy for attacker to recognize the abnormity when a continuous area of data has 
been changed. With the low concealment, watermarks are easy to be removed or damaged. Such as 
the exploration for ICBW and IBW[9,10], or the exploration for DSSS-W[11,12].  

Based on the above problems exist in the current watermarking schemes, in this paper, we 
propose a new method for network watermark location by using the discrete cosine transform(DCT). 
The experimental results show that this method has more robust and better concealment.  

The rest of this paper is organized as follows: Section 2 analyzes the feasibility of the application 
of DCT in network watermarking as well as the process in detail. The experimental results 
validating the analysis are presented in Section 4. The paper is concluded in Section 5 along with 
some future research directions. 
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Discrete Cosine Transform Based Watermarking Locating Scheme 
Feasibility Analysis of the Application of DCT in Network Watermarking. Digital 

watermarking technology plays an important role in the field of copyright protection and 
information security. The discrete cosine transform is widely used in image watermarking and audio 
watermarking technology[13], and the distribution of energy is presented after transform. Since it is 
difficult to perceive the operation in the lower energy area; the information can be hidden with high 
concealment. The idea of network digital watermarking comes from the image and audio 
watermarking technology, which is similar to a certain extent. Extracting an feature of network flow 
as an input signal, and then we could have the distribution of its energy by DCT. Pick up the 
original flow which with low energy as the watermark embedding area. Experimental results show 
that the discrete watermark embedding model reduces the interaction between the watermarks, and 
improves the robustness of the watermark in the transmission process. 
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Fig. 1. The distribution of package size 

In this paper, we used the data stream which sent from 68.142.235.31 to 50.21.229.205 in 
Chicago on March 20, 2014 as the research object. As the size of a package can reflect how much 
information contains directly, the size can be regarded as the characteristic of the package. Fig. 1 
shows the distribution of package size from 1:06 pm. to 1:10 pm.. It is easy to find that the size is 
distributed over a large range. Different size of the package provides the possibility of energy 
distribution.  

Discrete Cosine Transform Based Watermarking Locating Scheme. The discrete watermark 
embedding process consists of three parts: calculating the discrete cosine transform coefficient, 
selecting area and embedding watermark bits. 

A. Discrete cosine transform 
Given a packet flow of duration Tf > 0, and the packets’ size are used as a set of signal x(n). The 

samples will be divided into N intervals of length m(m > 0):I0, I1, ..., IN-1. Within each interval, we 
can compute its DCT to obtain the DCT coefficients: 
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With k = 0, 1, ..., m-1,where 
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kl 2)( =  if 1 ≤ k < m. Fig. 2 shows the 

distribution of the DCT coefficient for a certain segment of the signal. Since the energy is more 
randomly distributed in a large range, simply choose low energy area is very difficult. According to 
the idea of the mean value of DCT in [14], we are now interested in the “balance energy” of those 
signal in each interval Ii. We define the center of interval Ii(i = 0, 1, ..., N-1) as: 
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The distribution of “balance energy” is presented in Fig. 3. 
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Fig. 2. The distribution of the DCT coefficient 
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Fig. 3. The distribution of “balance energy” 

B. Selecting and embedding 
It can be seen from Fig. 3 that the average is more evenly distributed on both sides of the 0. The 

closer to zero, the smaller the energy contains in this region. Each point represents a region in the 
original data stream. We choose those points which locate in (-f, f), then we can get a discrete 
watermark embedding area in the original stream. With a certain watermark embedding method, the 
watermarks will be embedded into the flow discretely. At the receiving end, the watermarks can be 
extracted after denoising. 

Experiment 
We have made a detailed introduction to the specific application of DCT in the watermarking 

location in previous sections. In this section, we verify the performance of DCT in improving the 
robustness and concealment of watermark by simulation experiments.  

Simulation Setup. CAIDA data set contains a large part of the data stream from 1 pm. to 2 pm. 
in Chicago on March 20, 2014, and the general characteristics of the network traffic can be good 
represented. To simulate a realistic environment, we extract some data stream from the CAIDA 
dataset as the target flow in the experiment environment. Based on the discrete watermark 
embedding model, we implemented a simulate environment as shown in Fig. 4 to evaluate the 
effectiveness of DCTBWL. The watermarking area will be selected by DCTBWL from the data 
stream sent from the sender, and then we will embed the watermarks in those selected regions by a 
classical method named double interval centroid-based watermark(DICBW). In order to achieve 
better experimental effect, more than thousands of packets are used. 

CAIDA

Sender Locating &
Embedding

Perturber Detecting Receiver
 

Fig. 4. Abstract model of experiment environment 
Influence of Selected Range on Robustness. Since the purpose of the DCT is to choose the 

watermark embedding positions discretely, the range is very important to the robustness of the 
watermark. When the range is small, we choose those lower energy area for embedding which are 
relatively dispersed as is shown in Fig. 3. In this experiment, we use T=600ms, a=90ms in DICBW 
and 24-bit watermark was embedded at the watermarker. When the selected thresholds ranging from 
-2.5 to 2.5 and interference rate(Ir) is Ir=0.1, Ir=0.2 and Ir=0.4, the result in Fig. 5 shows that with 
the increase of watermark redundancy, the detection rates are increased; but the amount of increase 
is decreased when interference rise. Fig. 6 shows the detection rate under the range of (-5, 5) and (-9, 
9) respectively. In the face of the same interference rate, the overall detection rate tended to 
decrease when the range becomes bigger. The result of the detection when Ir=0.1 is shown in Fig. 7. 
When all the  watermarks can be accommodated, the more dispersed the watermark is, the stronger 
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its robustness is. 
Robustness of DCTBWL Against Interference. The following experiment evaluated the 

effectiveness of our proposed hybrid watermarking framework in improving the robustness of 
watermark. In this section, we make the range (-f, f) = (-2.5, 2.5), T = 600ms and a = 90ms. As is 
shown in Fig. 8, with the same interference rate, the detection rate of the watermark location using 
DCT is higher than that of the single model. The result demonstrates that both hybrid model and 
signal model requires at least more than thousand of packets to achieve a high detection rate, while 
the hybrid model only requires fewer than 1600 packets to be observed to achieve a 100% detection 
rate when Ir = 0.1. In addition, when the interference rate increases, the gap between the mixed 
model and the single model becomes larger. Therefor, the DCT positioning can effectively improve 
the robustness of the watermark in the network transmission. 
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Fig. 5. Detection rate comparison of different interference rate(Ir) ((-f, f) = (-2.5, 2.5), T=600ms, 

 a = 90ms) 
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Fig. 6. Detection rate comparison of different selected range (left: (-f, f) = (-5, 5), right: (-f, f) = (-9, 

9), T=600ms, a = 90ms)
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Fig. 7. Detection rate comparison of different selected range (Ir = 0.1, T=600ms, a = 90ms) 
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Fig. 8. Detection rate comparison of hybrid 
model and single model ((-f, f) = (-2.5, 2.5), 

T=600ms, a = 90ms) 
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Fig. 9. Comparison of number of packet used 
between hybrid model and single model (Ir = 
0.1, (-f, f) = (-2.5, 2.5), T=600ms, a = 90ms) 

The comparison of packet used is displayed in Fig. 9. Under the same disturbing, the method of 
DICBW needs more packets for embedding. Besides, when accuracy is more than 0.7, with the 
increase of the detection rate, the number of packets between hybrid model and single model is 
showing a sharp upward trend. 

Conclusion and Future Work 
In this paper, we propose a robust positioning method for discrete embedded watermark. By 

using the Discrete Cosine Transform upon the data stream, we can get the distribution of the energy. 
After the calculation of the mean, the energy is evenly distributed on both sides of the zero. We can 
get discrete watermark embedding areas in the original stream by choosing those low energy points, 
and then with a certain watermark embedding method, the watermarks are embedded into the flow 
discretely. Experiment results show that the discrete watermark embedding model can reduce the 
mutual influence between watermarks, improve the detection rate, and increase their concealment. 
So far, using DCT for location is a new attempt in network watermarking. In the future work, we 
will consider the issue about improving the detection rate with a high loss rate. 
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