










 

Form Table 1, we can draw the conclusion: our improvement can escape from the method 
referred by paper[10], making the rootkit more difficult to be detected than adore-ng 2.6 . 

Concluding remarks 

The method proposed in this paper studies a deeper hidden rootkit, increasing the difficulty of 
the detection. According to kernel rootkit level division, we can sort our method as the fifth level 
rootkit. But if anti-virus software uses both the method in paper [10] and inline hook detection 
technology, it still can be detected. However doing this will greatly increase the burden of operating 
system. We can also use other instructions such as “CALL” and “PUSH/RET” to hook. 
Furthermore, according to the assembly code of the function, we want to hook, we can predict the 
function stack. If stack is figured out, it is possible to hook any address in the function, not just first 
several bytes. (We hook first serval bytes, because we should use the parameters in original 
function). If inline hook is not limited to first several bytes, it is almost impossible to be detected. 
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