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Abstract- The modified Dӧmӧsi’s cryptosystem [1] is                 
a stream cipher based on deterministic finite automata without 
outputs for encoding and decoding. This cryptosystem uses an 
additional control system to improve the performance to a better 
linear time without backtracking. This paper, we propose a 
nondeterministic variant of the cryptosystem, which allows to 
reduce the dependency of the key automata on a large size and on 
reversibility of automata. 
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1    INTRODUCTION  

Cryptography is a method or mechanism of storing and 
transmitting information in a particular form through insecure 
channels. The main objective of the cryptography is satisfying 
confidentiality, authentication, data integrity and non-
repudiation. The confidentiality means that the information we 
have in database or in the systems should be out of hands of 
unauthorized users. The basic element of protecting 
information confidentiality is encryption. Encryption ensures 
that only the authorized people can read the information. 
Whereas, the authentication verifies the users identity before 
revealing sensitive information. The data integrity is one of the 
most important factor in the cryptography, it means that the 
received message should be exactly the sent message.              
A checksum or hash function would be used to detect 
corruption errors and estimate overall data integrity. Non 
repudiation is the ability of a system to confirm that a sender 
cannot refuse having sent message. On the other hand, 
cryptographic systems can be classified into two types: 
symmetric-key and asymmetric-key cryptosystems. 
Symmetric-key cryptosystems use a single key that both 
sender and recipient have, whereas public-key systems use 
two keys, a public key known to everyone and a private key 

that only the recipient of the messages uses. Symmetric-key 
systems can be also broadly classified into: block ciphers and 
stream ciphers.  The basic idea of a block cipher is to break a 
plaintext into fixed length blocks, and encrypt each block 
separately. A stream cipher encrypts a sequence of data, 
typically, a bit or byte, by using sequence of keys. 

 

2    RELATED WORKS 

In 2008, Dӧmӧsi [2-4] proposed a new stream cipher based on 
Rabin-Scott model of automata (i.e., finite automata without 
outputs), which act as a key for encrypting plaintexts and 
decrypting ciphertexts. In this way, Dӧmӧsi’s cryptosystem is 
similar to Mealy machine: the encoding and decoding are 
performed using the same key automaton, but it is different 
from Mealy machine in generating ciphertext: it does not 
generate the ciphertext by combining the plaintext bit stream a 
random bit stream using the exclusive OR operator. Dӧmӧsi’s 
cryptosystem overcomes many drawbacks of the automata 
based cryptosystems mentioned above. Firstly, the random 
number generator is independent from the key. Secondly, the 
weakly reversibility of automata does not affect the 
cryptosystem, so this system cannot be attacked with methods 
used for defeating FAPKC cryptosystems [5-10]. Thirdly, the 
key automaton is chosen randomly from a large set of 
automata with more than 256 states and more that 256 input 

signals, i.e., more than 256(256!)  possible key automata to be 

randomly generated. Thus, it gives a lot of options for 
choosing the key automaton. It is obviously impossible to 
break the system using brute-force approach. In addition to 
those advantages, it can implement the cryptosystem in the 
software and hardware efficiently due to the simplicity of the 
operations used. Moreover, Dӧmӧsi’s cryptosystem overcomes 
some complicated mechanisms in broadcasting/datacasting 
systems, i.e., this cryptosystem makes frequent key changes 
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unnecessary and it also makes possible to start decoding at any 
time during service provision (i.e. not only at the beginning) 
[4]. However, Dӧmӧsi’s cryptosystem suffers from the 
practical difficulties in the encryption algorithm, which affects 
the entire performance of the cryptosystem. In order to solve 
these difficulties, Dӧmӧsi proposed some modifications in the 
encryption process with appropriate type of key automata. 
Comparing with some stream ciphers, the proposed Dӧmӧsi 
cryptosystem is rather slow. In the security level, the 
resistance against attacks depends on the construction of large 
minimal and maximal block lengths of ciphertexts, which 
results in producing much longer ciphertexts than given 
plaintexts. Hence, this expansion in the ciphertext may affect 
the performance of encryption and decryption algorithms. 

In order to overcome the drawbacks and improve the 
performance of Dӧmӧsi’s cryptosystem to a better linear time 
without backtracking, G. Khaleel at al. [1] proposed an 
additional control system used together with the Dӧmӧsi’s 
encryption algorithm. This control system prevents 
backtracking in the encryption algorithm by generating two 
vectors according to the current state, input signals and final 
states. The control system consists of the initialization stage 
and the operation stage. In the initialization stage, the control 
system generates all the control vectors 1V  and 2V , where  1V  

consists of all input signals that take the automaton from the    
current state to any non-final state, whereas 2V  consists of all 

input signals that take the automaton from any state to one of 
the target final states. In the operation mode (Figure1). First, 
the algorithm constructs a prefix of ciphertext of length 1t −   
by randomly selecting signals from vectors 1V , and second, it 

selects a random signal from 2V  finalizing the construction of 

ciphertext. Since the modification overcomes the backtracking, 
the ciphertext is constructed in linear time proportional to the 
maximum length of the ciphertext blocks. 

  

 
Figure 1. The operation stage 

 

Regarding to the security level of modified Dӧmӧsi’s 
cryptosystem, this system has the appropriate avalanche rate 
and the statistical analysis showed that byte sequence of the 
encrypted plaintext is random [1]. 

 

3   NONDETERMINISTIC AUTOMATA AS A MAIN MODEL 

To reduce the dependency of key automaton on the size and 
reversibility of automata, and enhance the security level, we 
introduce a new stream cipher based, replacing as 
deterministic finite automata in the system with their 
nondeterministic counterparts. In nondeterministic finite 
automata model (NFA), we can use same ciphertext signals to 
increase numbers of ciphertext blocks, hence increasing the 
system immunity against many types of attacks such as brute-
force attack. However, we cannot directly use the 
nondeterministic model as a key for encryption and decryption, 
due to “nondeterminism”. Because, in the decryption process, 
the key automaton cannot uniquely define the next state to 
move. As it is illustrated in the state diagram in Figure 2, the 
signal 0x  can take the automaton to different states.  

Formally, an NFA is 5-tuple 0( , , , , )M A a Fδ= Σ  where 

A  is a finite non-empty set of states, Σ  is an alphabet of 
input signals, 0a A∈  is the initial state, F A⊆  is a set of 

final states, and : ( )A P Aδ ×Σ →  is a transition function with 

the power set )( AP  of .A  

 
Figure 2. The state diagram of an NFA 

 

To use NFA as a key automaton in the encryption and 
decryption algorithms, we propose the following modified 
procedure: 

1. Let 0( , , , , )M A a Fδ= Σ  be a nondeterministic automaton. 

For each signal x  in the ciphertext alphabet Σ  
corresponding to current state ,a A∈  we assign an extra 

control information *{0,1}ji ∈  as shown in the Figure 3.  

2. To generate these information ,ji  we introduce the 

following procedures: 

• Let a function : Aµ × Σ → �  takes two parameters: 

the current state a  and signal x  as an input, and the 
output parameter is the number of the next state(s). For 
example, let 1 2( , ) { , }a x a aδ = , where 1 2,a a A∈ , then 

( , ) 2.a xµ =  

• If  ( , ) 1a xµ =  then 0 0i =  

• If ( , ) 2a xµ = then 0 0i = , 1 1i =   etc. 
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3. We propose a new transition function *δ  takes the key 
automaton from the current state a  to the next state(s) 

such that  * ( , , ) 2A
ja x iδ → , where the new transition 

function *δ  takes ji  as an additional argument together 

with the current state a  and  ciphertext signal .x  

 
Figure 3. A control information 

4. In order to select an extra information ji  in the encryption 

and decryption algorithms, we use the same pseudo-
random seeds during the encryption and decryption 
processes, otherwise, the decryption does not produce the 
same plaintext, and set ()mod ( , )ji PRNG a xµ= , where  

a  and x  are current state and input signal respectively.  

New encryption and decryption algorithms based on 
nondeterministic automata and control system approach are 
illustrated in the Algorithms 1 and 2.  

Algorithm 2: Decryption Algorithm 
 
Procedure MODIFIEDDECRYPTION  

Input: *
1 2 kx x x ∈ ΣL  

Output: 1 2 nb b b +∈ ∏L  

 0 ,p a←   0;i ← 0;j ←  

while i k≤  do  

       select a random number ;r  

      * ( , , );ia p x rδ←  

      1;j j← +  

if   min( & )a F j s∈ ≥  do 

0;j ← 1;i i← +  

( );ib aφ←   

return  1 2 ;nb b b +∈ ∏L  

 

4  EXAMPLE 

We consider a small key automaton for our proposed 
cryptosystem. Let *

0( , , , , )M A a Fδ= Σ  be an automaton, 

where 0 1 2 3 4{ , , , , },x x x x x∑ =  and 3 4{ , }F a a= such that 
1

1 3( ) ,b aφ − =  where 1b ∈ ∏  is a plaintext character and the 

transition matrix *δ  with the extra information are defined as 
shown in the Figure 4, and let the length of the ciphertext 
block is 4.  

 
Figure 4. A nondeterministic finite  automaton with control information 

Algorithm 1 : Encryption algorithm 
 
Procedure MODIFIEDENCRYPTION  
Input: 1 2 nb b b +∈ ∏L  

Output: *
1 2 kw w w ∈ ΣL  

0 ,p a←   1;i ←  

while i k≤  do  
read ;ib  

;iw λ←  

select a random t  with  min max;s t s≤ ≤  

0;j ←  

while 1j t≤ −  do 

      select a random 1[ ]x V p∈  

      select a random r  with  ^ ( , , )ip w x rδ
uuuuuuuuuuuuur

 

                                   and 1( );ia bφ −∉  

              ;i iw w x←  
                    ;p a←  

              1;j j← +  

              select 2[ ][ ];ix V b p∈  

              select a random r  with  ^ ( , , )ip w x rδ
uuuuuuuuuuuuur

 

                                          and 1( );ia bφ −∈   

        ;i iw w x←  
              ;p a←  

         1;i i← +  

return  1 2 ;kw w wL  
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Consider the generation of the ciphertext 1w  corresponding to 

the plaintext character 1.b  Based on the control system 

approach, we define two vectors 1V  and 2V  for every state, for 

instance, 

1 0 0 1 2[ ] , ,V a x x x=< >  

1 1 1 2 3[ ] , ,V a x x x=< >  

1 2 0 3 4[ ] , ,V a x x x=< >   

… 

2 0 1 3[ , ]V a b x=< >  

2 1 1 4[ , ]V a b x=< >  

2 2 1 1[ , ]V a b x=< >  

…               

First, the encryption algorithm constructs a prefix of ciphertext 

1w  by randomly selecting signal ix  from vectors 1V , and at 

the same time it generates an extra informationji for every 

signal ix  by using pseudo-random number generator. This 

process is repeated three times, due to the length of ciphertext 
block for each plaintext symbol is four. Finally, it selects a 
signal from 2V  based on the current state and the final state 

of 1,b finalizing the construction of ciphertext 1.w   

Let 2 0 3 1{ , , , }x x x x and{0,1,0,0}be the ciphertext characters and 

extra information, respectively, that randomly selected 
from 1,V  2V  and pseudo-random number generator. Then, the 

output ciphertext corresponding to the plaintext 1b  

is 1 2 0 3 1.w x x x x=  The Figure 5 shows producing the ciphertext 

based on the control system and the nondeterministic finite 
automaton.  

 

Fig. 5. A ciphertext generation 

 

In the decryption algorithm, the procedure reads the ciphertext 
characters 2 0 3 1{ , , , },x x x x  at the same time the pseudo-random 

number generator produces same sequence of the extra control  
information {0,1,0,0}  corresponding to the ciphertext 

characters, then the key automaton goes into states 

0 2 1 2 3{ , , , , }a a a a a  under the effect of  2 0 3 1{ , , , }x x x x  and 

{0,1,0,0},  hence the state3a  is the final state, and 1b  is 

recovered plaintext character, where 3 1( ) .a bφ =   

 

5   ADVANTAGES OF THE PROPOSED CRYPTOSYSTEM  

In the Dӧmӧsi’s cryptosystem, and also in the modified 
Dӧmӧsi cryptosystem, the only way of resisting against 
various types of attacks is to apply large automata, and 
relatively large numbers for minimal and maximal length of 
ciphertext blocks. Based on Dӧmӧsi’s principle, for every 
plaintext character, there is at least 1km −  ciphertext blocks, 
where k  is the average length of the ciphertext blocks and m  
is number of signals that take the key automaton to non-final 
states from the initial state or a final state. For example, let 

128m =  and 5.k =  Then number of ciphertext blocks 

corresponding to every plaintext character is 4 28128 2 .=  To 
increase numbers of ciphertext blocks, Dӧmӧsi proposed to 
increase the length of ciphertext block, for instance, if 7,k =  

then, the number of the ciphertext blocks becomes 6 42128 2 .=    
While, in our proposed system we can increase the numbers of 
the ciphertext blocks by increasing numbers of signals, based 
on the formula: 1( ) ,kn m −×  wheren  is the number of extra 

signals in the key automaton and 2.n ≥  Let 8n =  and 5,k =   

then the number of the ciphertext blocks becomes 502 ,  hence 
it improves the cryptosystem immunity, and at the same time 
reduce the size of the ciphertext.  Moreover, nondeterminism 
allows to avoid the reversibility of finite automata. Therefore, 
the cryptosystem based on nondeterministic finite automat 
cannot be attacked using reversibility.  

 

6  EXPERIMENTAL TESTS 

To estimate the security and performance of proposed 
cryptosystem based on nondeterministic finite automata, we 
consider a large automaton, number of states and ciphertext 
signals is 256, there are 16 final states, and for each signal 
take the automaton to non-final state in the key automaton, 
there are three additional signals ( 4).n =  The tests   have been 

held in Lenovo Notebook E430 having Intel(R) Core(TM)  i5-
3230M CPU 2.6 GHz with 4 GB RAM under 64 bit operating 
system Win10. The simulation programs are compiled using 
C++. 

6.1 Security and performance tests 

A strong cipher is capable of resisting against all types of 
attacks such as statistical, differential, brute-force, known- 
plaintext, chosen-plaintext and adaptive-chosen plaintext 
attacks. On the other hand, the computational performance of 
encryption and decryption schemes is very important. In this 
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section, we perform a series of tests to estimate the security 
and performance of the proposed cryptosystem. 

6.2 Key Automaton Space Against Cryptanalytic Attacks 

Since a key automaton has 256 states and 256 input signals, 
nondeterminism produces 960 signals (960 4(256 16)).= −  

Therefore, there are more than 960(256!)  possible key 

automaton to be randomly generated. It is obviously 
impossible to break the system using brute-force attack. 
Moreover, if the average length of the ciphertext blocks is 27, 
the expected number of encoded messages for each plaintext 
character is approximately 2572 . So, the ciphertext-only attack, 
or even the known-plaintext attack cannot break the system, 
since this information cannot be useful to identify another 
encryption of the same message. Moreover, if the attacker 
choses or even modifies the plaintext, and gets the 
corresponding ciphertext (adaptive chosen-plaintext attack), 
again, this information cannot be used to identify another 
encryption of the same message. 

6.3 Statistical analysis 

In order to test the randomness of proposed cryptosystem, 
we test the sequence of stream bytes of the output ciphertext, 
by using ENT 2004 program. To perform these tests, we use a 
random sample of plaintext of size 5 KB and about 90 KB size 
of ciphertext, let the minimal length of the ciphertext block is 
9, maximal length of ciphertext block is 10 and for each signal 
there are several additional signals. Table 1 shows that the 
output ciphertext has high entropy. So, the information is 
essentially random. In addition, the arithmetic mean value of 
the proposed cryptosystem reaches to 127.5, thus the 
information is close to random. Chi-square distribution test 
shows that the byte sequences of the ciphertext are random. 
Moreover, the serial correlation coefficient is close to the zero, 
which means that the byte sequence of the ciphertext is 
uncorrelated. 

 

TABLE 1. The randomness test of the proposed cryptosystem 

No. of extra 
signals 

Entropy Chi square Mean value Monte 
Carlo 

Serial 
correlation 

2 7.997814 21.99% 127.48 3.1362 0.0008 

3 7.998164 89.10% 127.54 3.1517 0.0026 

4 7.997949 49.28% 127.88 3.1496 0.0087 

5 7.998037 67.38% 127.88 3.1453 0.0023 

 

Finally, we can say that sequence of stream byte of the 
output ciphertext is random. Hence, the proposed 
cryptosystem is strong against statistical attacks. 

 

6.4 Performance Test 

In this test, we use the automaton above. Table 2 show the 
results of performance tests of the proposed encryption and 
decryption algorithms. The results of the performance tests 
show that the encrypting time is more than 184 megabytes per 
second, whereas decrypting time is about 35 megabytes per 
second. 

 

7       CONCLUSION AND FUTURE WORKS 

This paper proposed a novel stream cipher based on 
nondeterministic finite automata as keys for encryption and 
decryption. Simple example showed how to use a 
nondeterministic automaton as a key automaton. While, 
security and performance analyses proved that a novel 
cryptosystem is resistant against many types of attacks and has 
a high performance. 

 

TABLE 2. The results of the performance tests 

 

Plaintext size(MB) Encrypting time(sec.) Decrypting time(sec.) 

1 0.006 0.036 

2 0.0109 0.065 

3 0.0160 0.096 

4 0.0219 0.12 

5 0.0270 0.14 

6 0.0330 0.158 

7 0.0379 0.172 

8 0.0439 0.193 

9 0.0490 0.22 

10 0.0540 0.25 
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