








Table I . Wireless Scan Results

MAC Address SSID Channel RSSI
Oc:da:41:€9:99:81 Gdut 6 -55
8c:21:0a:c0:e1:86 514 1 -53
Ec:26:ca:77:6e:b8 QQ 6 -51
E4:d3:32:5e:ef:cO 732TK 6 -54
C2:61:18:04:d7:c8 ChinaNet 6 -54
80:71:7a:42:1f:fc wd 8 -59
5a:cf:5e:6¢:0b:f6 Rachel 11 -100
Oc:da:41:e9:d1:c0 Gdut 11 -57
6c.e8:73:a5:54:26 625-2s 4 -58
Ec:26:ca:77:6e:b8 QQ 6 -60
C2:61:18:04:d7:c8  Tkengine732732 6 -54

In the information security laboratory to build a phishing
AP, its SSID as QQ, forged and normal legal AP consistent
information, modify the soft MAC we build the AP address
for the EC:26:CA:77:6E:B8, the communication channel is 6.

We can clearly see the two AP SSID and the MAC address
as the same, only by using the MAC address of the test, this
failure. Next we use is presented in the design of the white list
check, by white list database with the corresponding RSSI AP
comparison, needs before comparing with the actual
observation of an AP site location and changes, to prevent due
to factors that change the legitimate AP location, leading to
changes in the white list AP SSID, when position change
needs promptly of any changes in the white list information.
Compared to white list data, it is concluded that the specific
RSSI values, both RSSI value difference is 9dB is greater than
threshold 5dB, so called illegal AP, namely RSSI value for -60
AP added to the blacklist, has now reached the detection.

V.CONCLUSIONS

In this paper, the principle of fishing AP attack in wireless
LAN is analyzed, a method of AP detection based on RSSI is
improved, and the condition of detecting fishing WIFI is
analyzed. Through the use of the RSSI can not be forged and
easy access to the characteristics, comprehensive use of the
wireless MAC AP address information, to achieve the
legitimacy of phishing AP detection. Experimental results
show the effectiveness of this method.

The AP phishing detection method based on RSSI is in a
server. In the RSSI difference within the range of -5dBm can
achieve 95% detection rate, and with the increase of the gap
and the detection result is better, but when the two AP in less

than 5dBm, the detection effect and is not very ideal. In future
work, will further study more general detection method, to
investigate the attack methods in wireless network and can
take advantage of the loopholes, for wireless network
vulnerability analysis, proposed the corresponding preventive
measures.
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