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Abstract. This paper firstly analyzes the composition and working principle of the RFID system in 

Internet of things, and introduces the RFID tag, reader, middleware in detail. The traceability system 

of agricultural products is a system that tracks the agricultural products (including food, feed, etc.) into 

various stages of the market (from production to circulation). The paper presents design and 

development of agricultural products traceability system based on Internet of things RFID Technology. 

Experiments show that: RFID technology to achieve quality and safety management of agricultural 

products, fast and accurate tracking. 

Introduction 

Through the RFID technology in specific package of RFID tags containing with a valid identifier ID, 

and the ID is the world's only, through effective ID specific wireless reading device identification tags 

in the ROM to achieve on the label attached to object recognition [1]. RFID technology with 

characteristics of a globally unique ID makes this technology in the global scope of application of 

various industries in the range of continuous expansion. At present, RFID technology has become a 

powerful and efficient technical means to realize management information and improve the 

management level, enhance the core competitiveness of enterprises, and reduce the cost of enterprise 

operation. 

The core of the Internet of things technology is RFID technology, so with the Internet of things 

technology, to solve the problem of food safety in society, it is particularly important. At present, the 

food safety traceability system based on RFID has been widely used in our country. 

RFID technology in the implementation of security applications can be from many aspects the 

characteristics of to run blocking of fake goods in recent years this characteristic receives more and 

more attention of many experts, scholars and business circles; due to the continuous improvement of 

the RFID tag integration, manufacturing technology and label computing ability and storage capacity 

continues to increase, which makes RFID tag data security in addition to the password protection for 

data storage can also use with the complexity of encryption algorithm for data security management. 

Agricultural product wholesale information is developed based on the development of a set of 

production records, information can be queried agricultural products traceability system [2]. This 

system can make business convenience will be its own high-quality agricultural products planting, 

picking, packing, the circulation link information display to the vast number of consumers, consumers 

can through smart phones to scan two-dimensional code can view the product the whole process from 

breeding to enter the market. The paper presents design and development of agricultural products 

traceability system based on Internet of things RFID Technology. 

Application of RFID Technology in Internet of Things 

Radio frequency identification RFID technology is a non-contact automatic identification technology 

based on radio frequency communication. It uses the radio frequency signal and its spatial coupling 

transmission characteristics to realize the automatic recognition of stationary or moving objects. Radio 

frequency identification is often referred to as an inductive electronic chip or a contactless card. 
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With the development of RFID technology and the wide application of RFID network system based 

on networking sensor network and intelligent processing platform was increased in the existing 

traditional network infrastructure, the traditional network security measures have failed to provide 

reliable security, which appeared in the new security hidden danger [3]. RFID systems, there are 

privacy and authentication security risks, as is shown by equation(1), where x is in terms of privacy is 

mainly prevent attackers from the RFID tag of any form of illegal tracing; in the certification is to 

ensure that the label layer only with legitimate read write device communication. 
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Internet of things has its own distinctive characteristics. First of all, it is widely used in a variety of 

sensing technologies. Internet of things deployed a large variety of types of sensors, each sensor is a 

source of information, different types of sensors captured by the information content and information 

format is different. The data obtained by the sensor is real-time, according to a certain frequency of 

periodic acquisition of environmental information, and constantly update the data. Secondly, it is a 

ubiquitous network built on the Internet. 

Low frequency system generally refers to its working frequency is less than 30MHz, the typical 

operating frequency is: 125KHz, 225KHz, 13.56M, etc., based on these frequency points of the radio 

frequency identification system generally have the corresponding international standard. The basic 

characteristic is that the cost of the electronic tag is low, the amount of data stored in the tag is less, and 

the reading distance is shorter, as shown in equation (2) [4]. 
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RFID reader (Reader) is a device that interacts with the label information to read or write data and 

information on the label. The external antenna can be used for transmitting and receiving radio 

frequency signals, and can be divided into two types of portable or fixed type. The reader can be used 

as a single unit or as an embedded component in other systems, as shown in Fig. 1. 

 

Figure 1.  The working principle of RFID graph 

Due to the limitations of RFID tag size and cost, the design of RFID system security and privacy 

solutions is a challenging research work, but also related to the RFID technology can further develop 

the application of the key [5]. Many articles discussed the security and privacy of RFID system, and 

proposed many schemes. According to the security mechanism, these schemes are divided into the 

physical mechanism scheme and the encryption scheme. 

The reader generally includes a built-in antenna or an external antenna to increase the transmit 

power, and the general RFID reader should include at least one antenna (internal or external) to 

transmit or receive radio frequency signals, as is shown by equation(3), A read / write device is a task 

that is completed by a single antenna at the same time as a transmitter and a receiver, and a number of 

reading and writing devices are respectively carried out by the two antennas for transmitting and 
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receiving [6]. The number and form of antenna used in the reader should be combined with the specific 

application. 

(0) (0) (0) (0) (0) (0) (0) (0) (0) (0) (0)( (1), (2), (3), (4), (5), (6), (7), (8), (9), (10))x x x x x x x x x x x                   (3) 

Electronic label is stored in the RFID system is identified object related information of the 

electronic device, usually attached to the surface or embedded within the to be identified, tag memory 

information may have read write device of non-contact reading and writing. The electronic tag is 

composed of 4 parts, an antenna, a control module, a memory and a receiving and sending module. 

The information carrier of the traditional bar code identification technology is the paper, so it is easy 

to be polluted and easily damaged. As the RFID tag will chip as a data carrier, so the water, oil, 

chemicals and other substances on the corrosion of its impact on pollution is small, suitable for a 

variety of applications, and read a good performance. 

Design of Agricultural Product Traceability System 

Anti - counterfeiting technology: refers to the goods to achieve the purpose of anti - counterfeiting, in 

a certain range can accurately identify the authenticity is not easy to be copied and copied technology. 

Generally speaking, anti-counterfeiting technology should has some features: difficult to copy and 

imitation, the product anti-counterfeiting technology complex degree, high anti fake product itself, the 

price is reasonable, to verify the authenticity of a product easy to test, have within a certain time limit 

cannot be third party successfully copied or replication costs are too high. 

Agricultural products traceability system by recording and display of agricultural products of the 

basic information of the products, product introduction, planting the recording process, picking, 

packing, transportation process, origin, quality inspection, certificate of honor and the details to 

achieve to enhance the value of the products and consumer trust of the brand, the system covers the 

vegetables, fruits, aquatic products, grain, meat, non-staple food, dry goods, tea, edible fungus nine 

categories of agricultural products, covering a wide range of simple operation, as is shown by 

equation(4) [7]. 
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Because of the complexity of the various agricultural products planting (breeding), production 

(processing), storage, transportation, sales and other links, and is not standardized, both of similar 

agricultural products (rice) of different enterprises, and its production process, product storage, 

transportation, packaging, and other links will have great difference [8]. Therefore, it is to the 

agricultural product implementation process monitoring, tracing, and tracking. 

Traceability system is in the whole process of product supply all relevant information of the product 

were stored records quality guarantee system, its purpose is able to quickly and efficiently query to the 

problem of raw materials or steps in the process in the product quality problems, when necessary for 

product recalls, was carried out in the punitive measures, thus to improve the level of product quality. 

It is helpful to the quality control and recalls the products when necessary. 

Development of Agricultural Products Traceability System Based on Internet of Things RFID 

Technology 

RFID technology in the field of anti-counterfeiting caused concern at home and abroad widely, it is 

relative to the traditional security technology Traceability Technology with obvious advantages, it has 

a non contact, multi-objective, high efficiency, automatic recognition of characteristics [9]. The 

registration system of enterprise registration is simple, and the process of false proof authentication 

and traceability information input are completed automatically, so that the anti fake label data is not 

easy to be forged, and the environment adaptability is strong. RFID security if combined with other 
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anti-counterfeiting technology, but also to enhance the effect of anti-counterfeiting. The traceability 

process from commodity production enterprise sectors, to achieve safe packaging, through reading 

and writing device between the label and the mutual authentication mechanism set up the circulation of 

commodities throughout the whole process of electronic information history, establishment of product 

traceability system.  

Agricultural products traceability system design:  

Step1: on the agricultural products traceability information with written RFID tag card; 

Step2: through the RFID reader will be contained within the agricultural product quality safety 

traceability information read into the computer; 

Step3: through a simple web service components designed to find the corresponding EPC code 

corresponding to the web detailed information. The readable and writable tags in addition to the tag ID 

(UID) never variable can read and write tag other data can be due to the need to update, and according 

to the label ID number can only determine the label, and only you can determine the corresponding 

agricultural products. 

Design of RFID agricultural products traceability system, can be accessed through the internet. It is 

divided into three levels - application server layer, data management layer, and client layer. 

Application server layer provides client access to business logic and user interface. Data management 

is composed of the database itself and its database management system [10]. Client layer can be 

accessed through the hypertext transfer protocol (HTTP) through a simple object access protocol 

(SOAP), as is shown by equation (5). 
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Agricultural products traceability system integrated use of the variety of network technology and 

two-dimensional code recognition of cutting-edge technology, implementation of records on 

production of agricultural products throughout the electronic network management, create a 

transparent "status file" to appear on the market of agricultural products. Consumers in the purchase of 

the agricultural products, only need to use the phone in alignment product packaging the pasted 

"traceability of agricultural products specific identification codes" label on the two-dimensional code 

scanning, it will immediately know purchased the product name, nutrition composition, size, long 

shelf life, storage precautions, growth cycle, production enterprises, production base location and 

production process the application of pesticides, fertilizers etc. a full set of production profile. 

RFID technology to build the agricultural products traceability system based on agricultural 

production and operation organizations provide membership registration, the traceability of the service 

application, product information dissemination services to provide business operation backstage and it 

gathers the information management, as is shown by Fig. 2. 

 

 

Figure 2.  Development of agricultural products traceability system based on Internet of things RFID 

Technology 
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Based on SOA to construct agricultural products traceability system is mainly through the study of 

corresponding components and applications to compose new services and for different agricultural 

products production and processing enterprises, flexible construction application and traceability 

procedure. By adopting the SOA framework, the agricultural production enterprises can reduce the 

coupling between systems, and improve the reusability of the system.  

Summary 

The paper presents design and development of agricultural products traceability system based on 

Internet of things RFID Technology. RFID technology as with multiple target recognition, non contact 

identification and no artificial intervention and other advantages, in this paper, the various modules of 

RFID traceability system design, eventually by the entry page. Simulation and realized the design of 

the main function modules of the prototype system. 
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