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Abstract. Public key cryptography in wireless sensor networks key management exist problems of 

slow speed and large energy consumption calculation, will be a kind of improved RSA public key 

algorithm is applied which, in ensuring the effectiveness of while reducing computational complexity. 

In the new algorithm, the Montgomery method is used to calculate the modular power of large 

numbers in order to facilitate the fast encryption. Experimental results show that the proposed method 

reduces the operation cost, reduces the energy consumption of nodes, reduces the occupation of 

storage space, and is more suitable for the nodes with low computing power and limited energy of 

wireless sensor networks. 

Introduction 

With the development of sensor technology, communication technology, micro motor technology and 

computer technology, wireless sensor applications more and more widely, through artificial random 

arrangement, a huge number of sensor nodes concentrated in need with the development of sensor 

technology, communication technology, micro motor technology and computer technology, wireless 

sensor applications more and more widely, through artificial random arrangement, a huge number of 

sensor nodes concentrated in the need to monitor the area, using the node's own data processing 

function and data communication function, through the wireless channel connected into a 

self-organizing network. The wireless sensor network can be connected to the existing local area 

network or even Internet, and the wireless sensor network can be connected with the existing local area 

network and even the Internet, so that the remote terminal user can monitor the environment data in real 

time. 

In wireless sensor networks, due to the characteristics of the node's computing power is weak, 

limited supply capacity, lower ability of small storage space, communication and network topology 

dynamic change, with the traditional computer networks have larger differences. The traditional 

computer network has a strong capability of terminal operation and energy is not limited, so we can 

use more complex encryption algorithm to ensure the security of data and communication. RSA 

algorithm is one of the representatives. However, a large quantity of RSA algorithm, is not suitable for 

application in sensor nodes is proposed in this paper an improved method, reduce the number of 

operations, reduce complexity of processor time and space complexity, which can be used in wireless 

sensor nodes. The experimental results show that the method is feasible and has good performance 

characteristics.  

Preliminary Knowledge 

Rsa Algorithm. RSA public key encryption algorithm was proposed by Ron Rivest, Adi Shamir and 

Leonard Adleman in 1977. It was first published in 1987, when three of them worked at Massachusetts 

Institute of Technology. RSA is the first letter of the three of them together. 
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RSA is currently the most influential public key encryption algorithm, it can resist so far known for 

the vast majority of password attacks, ISO has been recommended as the public key data encryption 

standard. 

Today, only a short RSA key can be broken in a powerful way. By 2008, the world has not been any 

reliable way to attack the RSA algorithm. As long as the length of the key is long enough, the 

information that is encrypted with RSA can't be broken. But in the growing maturity of distributed 

computing and quantum computer theory, the security of RSA has been challenged. 

RSA algorithm is based on a very simple fact number theory: multiplying two large prime numbers 

is very easy, but want to factorization of the product is extremely difficult, so you can the product as a 

public key encryption. 

RSA algorithm is an asymmetric cryptographic algorithm, the so-called asymmetric, that is, the 

algorithm requires a pair of keys, using one of the encryption; you need to use another to decrypt. 

RSA algorithm involves three parameters, n, e1, e2. 

Among them, n is the two large numbers p, q product, n occupied by the binary digits, is called a 

key length. 

The e1 and e2 is one of the value of e1 can take an arbitrary, but requires e1 and (p-1) * (q-1) 

coprime; and then select the e2, make (e2*e1) mod (p-1) * (q-1) = 1. 

(n, e1), (n, e2) is the key pair. (n, e1) as the public key, (n, e2) as the private key.  

RSA encryption and decryption algorithm is exactly the same, set A for the plain text, B for the 

cipher, then: A=B^e2 mod n; B=A^e1 mod n. 

Montgomerie Algorithm. Montgomerie power mode operation is a fast calculation of a^b%k 

algorithm, is one of the core of RSA encryption algorithm. 

A modular n (n is odd) length of k bits, namely: 2 
k-1

≤n≤2 
k
. To make r=2

k
, the Montgomery value 

of the integer a is: 
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The Montgomery algorithm is applied in the encryption process of RSA, and the following 

pretreatment process is required. 

 Solve 'n , make it meet 1'1  nnrr ; 

 Calculation nbrbnara mod,mod   

 Calculation R , rnmtR /)(  , in which rntmbat mod',  ; 

 Calculation of R, solving the R function assumption is GetPara, then 
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In the encryption process of RSA algorithm, the above method is applied to solve the modular 

exponential operation. Assuming that the length of e is k bit, 0<M<n, x=M
e
 mod n, then the calculation 

steps of X are as follows. 

 Calculation 'n ; 
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 Calculation nrMMM mod,  ; 

 Calculation nrxx mod1,  ; 

 To make i=k-1, the loop makes i decrease by 1 until i=0. If ei=1,  

Then ),( xMGetParax  , otherwise ),( xxGetParax  ; )1,(xGetParax  . 

 

In the above steps, the step i can be calculated by the extended Euclidean algorithm, step ii, iii 

requires a division operation; step IV can get me Montgomery value, step v to get the x values. The 

mod index in the operation process, the procedure needs to be performed only once, when e≥3, the 

efficiency of the high step. It is obvious that the higher the index, the higher the efficiency of the 

method. 

Chinese Remainder Theorem. China remainder theorem is one of the commonly used theorem in 

number theory, p1, p2…, pk (k>1) is mutually prime of k positive integers. Given ui∈ [0, pi-1] (1≤

i≤k), the system of congruence u=ui (mod pi) (1≤i≤k) inevitable the existence and uniqueness of 

the solution: 
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RSA algorithm in the public key (e, n), the private key for the d, p, q is to generate a pair of large 

prime number RSA key pair, C is the cipher text, M is the corresponding text. 

Decryption operation of RSA algorithm: M=C
d
 mod n=C

d
 mod (p q) 

Using the Chinese remainder theorem, the formula can be divided into: M1=C
d
 mod q，M2=C

d
 

mod p 

Using the Fermat Theory can be known, a
m-1

=1 mod m (where m is prime, and a is not a multiple of 

m), so the formula can be further simplified as: M1=Cd1 mod q，M2=Cd2 mod p. Among them, d1=d 

mod (q-1), d2=d mod (p-1). 

According to the Chinese remainder theorem 

nqcMpcM

n
q

pq
cM

q

pq
cMM

mod)(

mod)(

2211

2211





 

Because: c1=p-1 mod q，c2=q-1 mod p, 

So: M=（M1（p-1 mod q）p）+M2 (q-1 mod p) q） mod n  

In this algorithm, the length of n is k, then the length of p and q is k/2. Assuming d1、d2、p
-1

 mod 

q、q
-1

 mod p are known, then the entire calculation process requires about bit times 3k
3
/8 computing. 

If you do not use the Chinese remainder theorem, it is about 3k
3
/2 times bit operations, so the new 

algorithm can reduce the amount of computation by 81%. 

Experiment and Data Analysis 

Experimental Platform and Control Software. The hardware of the experiment platform is 

MOTE-KIT 5040 series. It includes 4 Processor/Radio Boards MICA2, 4 Boards MICA2DOT, 3 

Sensor Boards MTS310, 2 MICA2DOT MDA500 prototypes and data acquisition board and 1 

MIB510 programming interface board. 
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The main components of the MOTE-KIT5040 is MICA2. It is improvement of the early products of 

mica, the TinyOS operating system is a small, open source, energy-saving software operating system, 

support for large-scale, self-configuration of the wireless sensor network, the source code and 

software development tools can be downloaded from the Internet.  

Measurement and control software is an important part of the wireless sensor network system. It is 

an important tool to obtain and analyze the data of the sensor network. The experiment uses SNAMP 

software platform to obtain and analyze the data. SNAMP (Network Analysis and Management 

Platform Sensor) is a wireless sensor network analysis and management platform, its remarkable 

characteristic is the measurement and control process visualization, can provide the relative data 

directly.  

Data Analysis. Experiments were conducted in a lab which area is 20m * 20m, using 10 wireless 

sensor nodes, nodes are randomly placed on the experimental platform, the node uses 800mA lithium 

battery, the node does not use the external antenna and the expansion port. Node experiment is mainly 

divided into two times, once running RSA algorithm on each node and the other operation of the 

improved algorithm proposed in this paper. 

RSA algorithm is safe and reliable, but it has a huge amount of computation. The micro controller 

needs high load operation, and the data processing needs a long time. Improved RSA algorithm greatly 

reduces the amount of computation, the computation time of the micro controller is significantly 

reduced, Fig. 1 and Fig. 2 is the 10 nodes in the two cases of computing time comparison. 

 

 

Figure 1.  Encryption time of two 

algorithms 

Figure 2.  Decryption time of two 

algorithms 

 

Using SNAMP software, real-time monitoring of the use of storage space in nodes, figure two is the 

case of 2 different algorithms, nodes consume storage space. As can be seen from Table 1, the 

improved algorithm is significantly smaller than the original algorithm in the amount of storage space. 

 

Table 1  Memory usage of the two algorithms 

Node Number RSA(Byte) Algorithm in this paper(Byte) 

Node  1 30654 24512 

Node 2 29874 26504 

Node 3 31427 25526 

Node 4 29766 25498 

Node 5 29897 25712 

Node 6 29868 24917 

Node 7 30879 25326 

Node 8 30902 26018 

Node 9 30329 25875 

Node 10 30468 25962 

Conclusion 

The rapid development of Internet of things, will actively promote the development of wireless sensor 

network, which has a wide range of applications in military, environmental protection, health care, 
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family life and industrial and agricultural production. Wireless sensor network node is usually an 

embedded system, because of the manufacturing cost, node size and energy supply and other factors, 

the computing power, storage capacity and communication distance and so on need to be improved. 

Solve this problem to be able to begin from two aspects. On the one hand can be by improving node 

manufacturing technology to improve node performance (for example, increasing the power per unit 

volume of charge storage capacity); on the other hand, can improving existing algorithms or 

management mode, to reduce calculation amount of the micro controller, reducing energy 

consumption, improve the node lifetime. 

In this paper, the improved RSA algorithm is applied in the wireless sensor network; improved 

algorithm of operation significantly reduced the volume of, energy consumption significantly reduced, 

in ensuring the encryption effects at the same time improve the network data transmission rate and 

prolong the network lifetime. Experimental results verify the theoretical derivation. Therefore, the 

application of the improved algorithm in wireless sensor networks has high practicability and good 

potential.  
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