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Abstract. Using the derivative of the Boolean function and the e-derivative defined by 
ourselves as research tools, we study the algebraic immunity of a class of H Boolean functions, 
getting solutions to solve annihilators of the lowest algebraic degree of H Boolean functions by 
formulas, the existence and solution of the 1st-order algebraic immunity functions. Meanwhile 
we obtain that when H Boolean functions are 1st-order algebraic immunity functions, the 
relationship between 1st-degree annihilator and e-derivative, the solving formula of 1st-degree 
annihilator represented by the derivative and the e-derivative, and the compatibility of the 1st-
order algebraic immunity and the higher-order correlation immunity of H Boolean functions. 
Keywords: H Boolean functions; e-derivative; algebraic immunity; correlation immunity; 
annihilators. 

1 Introduction 
The cipher security is the core of the cryptosystem, and only a cryptosystem with good security has an 
existing significance. Boolean functions with a variety of secure cipher properties are the key factors 
to design the cryptosystem with the ability to resist multiple cipher attacks and good safety 
performance. It is of great importance for a security cryptosystem to study some properties of Boolean 
functions, which make the cryptosystem resist various attacks [1], such as high algebraic degree, high 
nonlinearity, the strict avalanche criterion and propagation, higher-order correlation immunity and 
higher-order algebraic immunity. Therefore, there are some important research problems, such as the 
existence, the feature, the design, the construction and the count of Boolean functions with some kind 
of secure cryptographic property. Among them, the algebraic immunity of Boolean functions is 
current central issues [2~6]. 

The H Boolean functions have the propagation property. When we study the correlation immunity 
and algebraic immunity of the H Boolean functions, it is equivalent to study the compatibility of the 
propagation property, algebraic immunity and correlation immunity of Boolean functions. It is the 
basis of studying the correlation immunity and algebraic immunity of the H Boolean functions to 
study the correlation immunity and algebraic immunity of the H Boolean functions with the Hamming 
weight of 1 22 2n n− −+ . In this paper, using the derivative and e-derivative [7~9] as research tools, we 
study the importance of study cryptographic properties of H Boolean function with Hamming weight 
of 1 22 2n n− −+ . 
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2 Preliminaries  
To study cryptographic properties of H Boolean functions, we proposed the concept of the e-
derivative. The e-derivative and derivative are defined here as Definition 1&2. 

Definition 1:  The e-derivative (e-partial derivative) of n-dimensional Boolean functions 
(2)

1 2( ) ( , , , ) (2)
nGF

nf x f x x x GF= ∈  for r variables 1 2, , ,i i irx x x  ( , [1, ]i r n∈  )is defined as 

1 2

1 2 1 2 1 2 1 2

( ) / ( , , , )
( , , , , , , , , ) ( , , ,1 ,1 , ,1 , , )

i i ir

i i ir n i i ir n

ef x e x x x
f x x x x x x f x x x x x x= + + +



     

.     (1) 

If 1=r , (1) turns into the e-derivative of 1 2( ) ( , , , )nf x f x x x=   for a single variable, which is 
denoted by ( ) / ief x ex ( 1, 2, , )i n=  . As a result, the simplified form below can be easily derived. 

1 2 1 1 1 2 1 1( ) / ( , , , ,1, , , ) ( , , , ,0, , , )i i i n i i nef x ex f x x x x x f x x x x x− + − +=     ( 1,2, , )i n=  . 
Definition 2:  The derivative (partial derivative) of n-dimensional Boolean functions 

(2)
1 2( ) ( , , , ) (2)

nGF
nf x f x x x GF= ∈  for r variables 1 2, , ,i i irx x x   ( , [1, ]i r n∈  )is defined as 

1 2

1 2 1 2 1 2 1 2

( ) / ( , , , )
( , , , , , , , , ) ( , , ,1 ,1 , ,1 , , )

i i ir

i i ir n i i ir n

f x x x x
f x x x x x x f x x x x x x

∂ ∂

= + + + +



     

.   (2) 

If 1=r , (2) turns into the derivative of 1 2( ) ( , , , )nf x f x x x=   for a single variable, which is 
denoted by ( ) / idf x dx ( 1,2, , )i n=  . As a result, the simplified form below can be easily derived. 

1 2 1 1 1 2 1 1( ) / ( , , , ,1, , , ) ( , , , ,0, , , )i i i n i i nd fx d x f x x x x x f x x x x x− + − += +    ( 1,2, , )i n=  . 
According to Definition 1&2, we can get Lemmas 1&2 easily. 
Lemma 1:  A Boolean function is a function with propagation of degree r  iff 

1
1 2( ( ) / ( , , , )) 2n

t i i irw f x x x x −∂ ∂ =  1 2(1 ,1 ,1 )ri n r n i i i n≤ ≤ ≤ ≤ ≤ ≤ ≤ ≤ ≤ . 
A Boolean function ( )f x is an H Boolean function iff the following equations hold for all ix : 

                                              (3) 

Lemma 2:  For any arbitrary Boolean function ( )f x , the following equations are true: 

                                (4) 

and 

                     (5) 

3 The algebraic immunity of a class of correlation immune H Boolean 
functions 

We discuss the cryptographic properties of H Boolean functions ( )f x with the Hamming weight of 
1 22 2n n− −+ (There is 2( ( )) 2n

tw f x −=  correspondingly),such as algebraic immunity, annihilators, 
algebraic immunity functions and correlation immunity. 
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In Theorem 1,  when the H Boolean function ( )f x  with the Hamming weight of 1 22 2n n− −+  is the 
sum of two sub-Boolean functions ( )g x and ( )h x , and ( )g x is a linear function,we will discuss the 
relationship between ( )g x and e-derivative ( ) / nef x ex , the relationship between ( )g x and the 
annihilator of the lowest algebraic degree, the algebraic degree of ( )f x , the lower bound of the 
correlation immunity order of ( )f x ,  the algebraic immunity order of ( )f x  and so on. 

Theorem 1: For H Boolean functions ( )f x with 1 2( ( )) 2 2n n
tw f x − −= + , suppose ( )g x  and 

( )h x are sub-functions of H Boolean functions ( )f x ,and get ( ) ( ) ( )f x g x h x= +  and ( ) ( ) 0g x h x = . 
If ( )g x is a linear function (or affine function), then 

1) For all 1,2, ,i n=  , we have 1( ( ) / ) 2n
t iw dh x dx −= . 

2) ( )g x doesn’t contain nx  term, iff ( ) ( ) / ng x ef x ex= . When ( )g x doesn’t contain nx  term, there 
must have ( ) ( ) ( ) / nh x f x df x dx= . 

3) When ( )g x contains nx  term, there must have ( ) (1 ( )) ( ) / nh x g x ef x ex= + . 
4) The algebraic degree deg ( ) 2f x = . 
5) The correlation immune order ( ( )) 1CI f x ≥ , ( )g x is an annihilator of the lowest algebraic 

degree of ( )f x , and the algebraic immunity order ( ( )) 1AI f x = . 
Proof: 1) Since g is a linear function, for all 1,2, ,i n=  , there is 

1, (  ( )   )( )
0, (  ( ) '    ) 

i

ii

when g x contain x itemdg x
when g x doesn titem contain x itemdx


= 


.                      (6) 

By the known conditions of ( )f x  and Lemma 1,we can get 
1 2 1( ( )) 2 2 , ( ( ) / ) 2

( ) ( ) ( ), ( ) ( ) 0

n n n
t t iw f x w df x dx

f x g x h x g x h x

− − − = + =


= + =
( 1,2, , )i n=  . 

So we deduce 

1

( ( ) / )

( ( ) / ) ( ( ) / ) 2 ( ( ) / ( ) / ) 2
t i

n
t i t i t i i

w df x dx

w dg x dx w dh x dx w dg x dx dh x dx −= + − =
( 1,2, , )i n=  .      (7) 

By (6) and (7),for all 1,2, ,i n=  , there is 1( ( ) / ) 2n
t iw dh x dx −= ( 1,2, , )i n=  . 

2) If ( ) ( ) / ng x ef x ex= , ( )g x doesn’t contain nx  term obviously.Then we have 

. 
So we can know ( ) ( ) ( ) / nh x f x df x dx= .Conversely, if ( )g x doesn’t contain nx  term,it means 

( )f x  contains linear sub-functions because of ( ) ( ) ( )g x f x g x= .And because of 

, 
we can know that there must be deg( ( ) / ) 1nef x ex = . Namely, ( ) / nef x ex  which doesn’t contain nx  

term is a linear function. Because the Hamming weight of the linear function ( )ig x is 12n− , 
and ( )ig x are solutions of the equation . Then we 
can know that there exist only another two linear sub-functions 1( )g x and 2 ( )g x , which satisfy 
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( ) ( ) ( ) / ( )i n ig x f x df x dx f x= + ( 1,2)i = .                                        (8) 

For (8), ( ) ( ) ( ) /i i nf x f x ef x ex= ( 1,2)i =  and 1 2( ( )) 2 ( ( ) / ) 2 ( 1,2 )n
t i t nw f x w ef x ex i− −= = = . That 

is to say, ( )if x ( 1,2)i =  is sub-function of ( ) / nef x ex , and its Hamming weight is half of 
( ) / nef x ex ’s. So 

( ) / ( ( ) ( ) / ) /
( ) / ( ) / ( ) ( ( ) / ) / ( ) / ( ( ) / ) /
( ) / ( ) / ( ) /

i n i n n

i n n i n n i n n n

i n n n

df x dx d f x ef x ex dx
df x dx ef x ex f x d ef x ex dx df x dx d ef x ex dx
df x dx ef x ex ef x ex

=

= + +

= =

( 1,2)i = . 

Then 
( ) / ( ( ) ( ) / ) / ( ) /
( ) / ( ) ( ( ) / ) / ( ) / ( ( ) / ) / ( ) /
( ) / 0 0 ( ) / 1 0

i n n n i n

n n n n n n i n

n n

dg x dx d f x df x dx dx df x dx
df x dx f x d df x dx dx df x dx d df x dx dx df x dx
df x dx ef x ex

= +

= + + +

= + + + = ≠
( 1,2)i = . 

We can know, ( )ig x is a linear function which contains nx  term. 
Because ( )f x  has if and only if three linear sub-functions: one linear sub-function is ( ) / nef x ex  

which doesn’t contain nx  term, and two linear sub-functions are ( ) ( ) ( ) / + ( )i n ig x f x df x dx f x=  
( 1,2)i =  which contain nx  term,we can know ( ) ( ) / ng x ef x ex=  and ( ) ( ) ( ) / nh x f x df x dx= . 

3) When ( )g x contains nx term, namely ( ) ( ) ( ) / + ( )n ig x f x df x dx f x= ( 1,2)i = . Let 
( ) ( ) / + ( )n ih x ef x ex f x= ( 1,2)i = , we have 

(1 ( )) ( ) /
( ) / ( ) ( ) / ( ) / ( ) ( ) / ( ) / ( ) ( )

n

n n n i n n i

g x ef x ex
ef x ex f x df x dx ef x ex f x ef x ex ef x ex f x h x
+

= + + = + =
. 

Hence when ( )g x contains nx  term, namely ( ) ( ) ( ) / + ( )n ig x f x df x dx f x=  ( 1,2)i =  
(which ( ) ( ) ( ) /i i nf x f x ef x ex= ), there is ( ) (1 ( )) ( ) / nh x g x ef x ex= + . 

4) As ( ) / nef x ex  is a linear function, and ( ) / ( ) / 1n ndf x dx ef x ex+ = . Then ( ) / ndf x dx  is a linear 
function too. 

Due to 1 2( ( )) 2 2n n
tw f x − −= +  and 1( ( ) / ) 2n

t iw df x dx −=  ( 1,2, , )i n=  , linear function 
( ) / nef x ex can only be 

1 2

1 1
( ) / ( ) /

n n

n i n i
i i

ef x ex x or ef x ex x
− −

= =

= =∑ ∑ .                                        (9) 

So when 1,2, , 1i n= − ,we have 
2 2

1
1 1

( ) / ( ) / 1 ( ) /
n n

i i n i n i i n n
i i

ef x ex x x or ef x ex x x or ef x ex x x
− −

−
= =

= + = + + = +∑ ∑ . 

Therefore, for all 1, 2, ,i n=  , there is 

deg( ( ) / ) deg(1 ( ) / ) 1i idf x dx ef x ex= + = .                                        (10) 

As ( ) ( ) / ( ) ( ) /n nf x d fx d x f x ef x ex= + , there is 

( ( ) ( ) / ) / ( ) / ( ( ) / ) /
( ) / (1 ( ) / ) / ( ) / ( ( ) / ) /

n i i n i

i n i i n i

d f x df x dx dx df x dx d ef x ex dx
df x dx d df x dx dx df x dx d df x dx dx

= +

= + + = +
( 1,2, , )i n=  .   (11) 
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Because of deg( ( ) / ) deg( ( ( ) / ) / )i n idf x dx d df x dx dx> ( 1,2, , )i n=  , known from (11) and (10), 

deg( ( ( ) ( ) / ) / ) deg( ( ) / ) 1n i id f x df x dx dx df x dx= = ( 1,2, , )i n=  .               (12) 

So we get 

deg( ( ) ( ) / ) 2nf x df x dx = .                                                      (13) 

Known by (6), therefore deg ( ) deg( ( ) ( ) / ) 2nf x f x d fx d x= = . 

5) By (9),we can know,for all 1, 2, ,i n=  ,there is 2( ( ) / ) 2n
t i nw x ef x ex −= . Since 

1 2 1

1

( ( )) 2 2 , ( ( ) / ) 2

( ) / ( ) / 1, ( ( ) / ) 2

n n n
t t i

n
n n t n

w f x w df x dx

df x dx ef x ex w ef x ex

− − −

−

 = + =


+ = =
 ( 1,2, , )i n=  , 

we can know, there are 2 1 1( ) / ( ) 0 ( ) / ( ) 0n n n n nf x x x x o r f x x x− − −∂ ∂ = ∂ ∂ = . So 
3( ( ) ( ) / ) 2n

t i nw x f x df x dx −= ( 1,2, , )i n=  . 

For the kind of functions like 
1

1
( ) /

n

n i
i

ef x ex x
−

=

= ∑ ,there also be 

2(( ) ( ) / ) 2n
t i j nw x x ef x ex −+ = ,and 3(( ) ( ) ( ) / ) 2n

t i j nw x x f x df x dx −+ = ( , 1,2, , , )i j n i j= ≠ . 

But for the kinds of functions like 
2

1
( ) /

n

i i
i

ef x ex x
−

=

= ∑ and 1( ) / i n nef x ex x x−= + ( 1,2, , 1)i n= − , 

we have 2 3
1(( ) ( ) ( ) / ) 2 2n n

t n n nw x x f x df x dx − −
− + = > . 

Because , we have 
( ( )) 1CI f x ≥ . 

By the known conditions ( ) ( ) ( )f x g x h x= + and ( ) ( ) 0g x h x = , we can get ( ) ( ) ( )g x f x g x= . So 
( )(1 ( )) 0g x f x+ = ,i.e. ( )g x are annihilators of 1 ( )f x+ . 

By the known condition: ( )g x is a linear function, and the sub-function of 1 ( )f x+ is an 
annihilator of ( )f x (i.e. ( )f x  have nonzero annihilators), we can get that, ( )g x is an annihilator of the 
lowest algebraic degree of ( )f x and1 ( )f x+ ,there is ( ( )) 1AI f x = .  

The proof ends. 
From (8) in the proof of Theorem 1, we can know, in (8), ( )if x  should have exact expressions as 

Corollary 1. 
Corollary 1:  For linear annihilators ( ) ( ) / ( )n if x df x dx f x+  of 1 ( )f x+  in Theorem 1, the 

concrete expressions of ( )if x  are 1( ) ( ) ( ) / ( ) / ( ) /i n n nf x f x df x dx ef x ex ef x ex−= + , and 

. 
Corollary 2:  1 ( )f x+ have linear annihilators ( ) / nef x ex  in Theorem 1. 
Following we will further discuss the existence theorem of H Boolean Functions, which 

correlation immunity order is the highest and algebraic immunity is 1-order. 
The problem is not been solved explicitly and not been proved all the time, which when the 

constant Boolean functions have 1n −  or n order correlation immune, the highest order of the non-
const Boolean functions can reach 2n − . In the theorem 2, we get the result that there exist non-zero 
the H Boolean functions with the highest order correlation immune ( 2n − ) and the 1-order algebraic 
immunity. 
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Theorem 2:  For H Boolean functions with 1 2( ( )) 2 2n n
tw f x − −= + , there exists the kind of H 

Boolean Functions with the algebraic immunity order ( ) 1AI f =  and the correlation immunity order 
( ) 2CI f n= − . 

Proof:  As 1 2( ( )) 2 2n n
tw f x − −= + , and ( )f x are H Boolean Functions, there are 

2( ( ) ( ) / ) 2n
t nw f x df x dx −= , and 1( ( ) / ) ( ( ) / ) 2n

t n t nw df x dx w ef x ex −= = . 
So there is  

( ) / ( ) / 1n ndf x dx ef x ex+ = .                                                    (14) 

Therefore, ( )f x  must satisfy: a) When n i−  is odd, we have 

1
1 1( ( ) / ( , , , , )) 2n

t i i n nw f x x x x x −
+ −∂ ∂ = ;                                      (15) 

b) When n i−  is even, there is 

1
1 1 1 1( ( ) / ( , , , , )) 0 ( ( ) / ( , , , , )) 2n

t i i n n t i i n nw f x x x x x o r w f x x x x x −
+ − + −∂ ∂ = ∂ ∂ =  .   (16) 

Let 
1

1
( )

n

i
i

g x x
−

=

= ∑ , when n i−  is odd,  we have 

1 1( ( ) / ( , , , , )) 1t i i n nw g x x x x x+ −∂ ∂ = ;                                         (17) 

When n i−  is even, we have 

1 1( ( ) / ( , , , , )) 0t i i n nw g x x x x x+ −∂ ∂ = .                                        (18) 

Compared with (17) and (15), (18) and (16), we can take ( ) / ( )nef x ex g x= and 
( ) / 1 ( )ndf x dx g x= + . 
The two expressions in  (16) are different because the values of ( ) ( ) / nf x df x dx are different (but 

the values of ( ) / nef x ex are the same). So we can know, there exists H Boolean Functions with 
1 2( ( )) 2 2n n

tw f x − −= +  and there is 

1

1
( ) /

n

n i
i

ef x ex x g
−

=

= =∑ .                                                       (19) 

Obviously, (1 ( )) 0g f x+ = . Hence we can know, ( ( )) 1AI f x = . 
Since ( )f x  satisfy (19), for all xω and1 ( ) 2tw nω≤ ≤ − ,there is 

1
2

1
( ( ) / ) ( ) 2

n
n

t n t i
i

w xef x ex w x xω ω
−

−

=

= =∑ .                                    (20) 

From (14) and (20), we can know 2( ( ) / ) 2n
t nw xdf x dxω −= . 

The same with the proof of (11),(12) and (13) in Theorem 1, there is 

3( ( ) ( ) / ) 2n
t nw xf x df x dxω −= .                                                 (21) 

784



AEST2016 

By (20),(21) and the following 
, 

we can know, there must be ( ( )) 2CI f x n= − .  
The proof ends. 
Corollary 3:  In Theorem 2, 1 ( )f x+ have linear annihilators ( )g x ,and ( ) ( ) / ng x ef x ex= . 

Example 1:  There is an H Boolean function ( )f x with 1 2( ( )) 2 2n n
tw f x − −= + and 

4n = , 4 1 2 1 3 1 4 2 4 3 4( ) 1f x x x x x x x x x x x x= + + + + + + . 
There are deg ( ) 2f x = , 4 1 2 3( ) /ef x ex x x x= + + , and 

. 
( )f x is a 2-order( 2 4 2 2n − = − = ) correlation immune function. 
( )f x and 1 ( )f x+ have annihilators of the lowest algebraic degree 1 2 3( )g x x x x= + + . So 

( ( )) 1AI f x = , i.e. ( )f x is an H Boolean function with ( ( )) 1AI f x = and ( ( )) 2CI f x n= − . 
Theorems 1&2 respectively prove the existence of 1-order algebraic immunity of H Boolean 

functions with correlation immunity of order 1 and 2n −  , and ( ) / nef x ex  is an annihilator of the 
lowest algebraic degree of H Boolean function. But when H Boolean functions meet 

1 2( ( )) 2 2n n
tw f x − −= +  , there should exists a lot of H Boolean functions that the algebraic degree of 
( ) / nef x ex  is not less than 1. Therefore, the existence of these H Boolean functions is need to be 

studied , and when such functions exist, the maximum of its algebraic immunity should also be 
noticed. It comes to Theorem 3. 

In Theorem 3, the existence of H Boolean functions ( )f x  with 1 2( ( )) 2 2n n
tw f x − −= +  ,whose 

algebraic immunity and algebraic degree are not less than 2 , will be discussed. 
Theorem 3:  For H Boolean function with 1 2( ( )) 2 2n n

tw f x − −= + , if deg( ( ) / ) 1nef x ex > , we 
have : 1) deg ( ) deg( ( ) / )nf x ef x ex>  ; 2) ( ( )) 2AI f x ≥ . 

Proof:  1) ( )f x  is an H Boolean function with 1 2( ( )) 2 2n n
tw f x − −= + , so

1

1

( ( ) / ) 2

( ( ) / ) 2

n
t i

n
t i

w df x dx

w ef x ex

−

−

 =


=
. 

Therefore 

( ) / 1 ( ) /n ndf x dx ef x ex= + .                                                 (22) 

By Lemma 2,we can know, 

.                                           (23) 

Since 

( ( ) ( ) / ) / ( ) /n n nd f x df x dx dx df x dx= ,                                          (24) 

by (22) and (24),we have 

deg( ( ) ( ) / ) deg( ( ) / ) deg( ( ) / )n n nf x df x dx df x dx ef x ex> = .                          (25) 

Known By (23) and (25), there exists an H Boolean function ( )f x which 
satisfies deg( ( ) / ) 1nef x ex > and 

.                            (26) 
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2) From the proof of Theorem 1&2, we can know that if ( )f x  have 1-st subfunctions, they would 
only be ( ) / nef x ex and ( ) ( ) ( ) / ( )n ig x f x df x dx f x= + ( 1,2)i =  (in which 

( ) ( ) ( ) /i i nf x f x ef x ex= and 2( ( )) 2n
t iw f x −= ). In H Boolean function with 1 2( ( )) 2 2n n

tw f x − −= + , 
there exists functions which satisfy deg( ( ) / ) 1nef x ex > . Therefore, if deg( ( ) / ) 1nef x ex > ,1-st 

subfunctions don’t exist. As 2(1 ( )) 2n
tw f x −+ = ,both 1 ( )f x+  and ( )f x  don’t have 1-st 

annihilators, so ( ( )) 2AI f x ≥ . 
This completes the proof. 
Corollary 4:  For H Boolean function ( )f x with 1 2( ( )) 2 2n n

tw f x − −= + , if ( ( )) 2AI f x ≥ ,there 
must be deg( ( ) / ) 1nef x ex > . 

Remark:  The result of Theorem 3 is only true for the H Boolean functions with 
1 2( ( )) 2 2n n

tw f x − −= + . Thanks to the existence of (22), we can get (25) and (26). For other kinds of 
H Boolean functions, the result of Theorem 3 can’t always be correct. 

Example 2:  There is a 4-variable rotation symmetric H Boolean function ( )f x , 

1 2 1 3 1 4 2 3 2 4 3 4( )f x x x x x x x x x x x x x= + + + + + . 

There are 1 3 1 2( ( )) 2 2 2 2n n n n
tw f x − − − −= + < + and deg ( ) 2f x = , but 

4 1 2 1 3 2 3 1 2 3( ) /ef x ex x x x x x x x x x= + + + , 
and 

 
We have . 

( )f x and 1 ( )f x+ have annihilators of the lowest algebraic degree 1 2 3 4( )g x x x x x= + ,i.e. 

4( ( )) 2
2

AI f x  = =   
. ( )f x also ia an optimal algebraic immunity function,but it not a correlation 

immune function. 
For H Boolean functions with 1 2( ( )) 2 2n n

tw f x − −= + , there exist functions with algebraic 
immunity order ( ) 1AI f =  and correlation immune order ( ( )) 1CI f x = . And the derivative and e-
derivative of this kind of H Boolean functions have their own characteristics. Since this kind of 
functions is easy to be structured and proved. Theorem 4 is given here without the proof. 

Theorem 4:  For H Boolean functions ( )f x  with 1 2( ( )) 2 2n n
tw f x − −= + , if having 

1 3 2
1 1

1 3 2
3 2 1 3 2 1

( ( ) / ( )) 2 2 , ( ( ) / ( )) 2

( ( ) / ( )) 2 2 , ( ( ) / ( )) 2

n n n
t n n t n n

n n n
t n n n n t n n n n

w ef x e x x w f x x x

w ef x e x x x x w f x x x x x

− − −
− −

− − −
− − − − − −

 = + ∂ ∂ =


= + ∂ ∂ =
, 

we can get ( ( )) 1CI f x =  and ( ( )) 1AI f x = . 
In fact, complementary functions 1 ( )f x+  of H Boolean functions ( )f x  have annihilators 

4

1
1

n

n n i
i

x x x
−

−
=

+ + ∑  in Theorem 4.  And  1 3
3 2( ( ) ) 2 2n n

t n nw f x x x − −
− −+ + = + , ( ( )) 1CI f x = . 

4 Conclusions 
The cryptographic properties of Boolean functions are not only connected with the whole values of 
Boolean functions, but also connected with the values of two different properties and the structure of 
values. In this paper, using the derivative and e-derivative defined by ourselves, we express the values 
of two different properties of Boolean functions and discuss the correlation immunity and algebraic 
immunity of the H Boolean functions with the Hamming weight of

1 22 2n n− −+ . The results show that 
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we can better solve the annihilator of the lowest algebraic degree Boolean functions using the 
derivative and the e-derivative. 

In the paper, the results are very important. It is very useful to study cryptographic properties of 
Boolean functions using the derivative and e-derivative. 
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