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Abstract. In this paper, we propose a fragile watermark scheme for detecting the tampering or 
hostile attack of speech signal. Watermark block is generated by Gaussian Random operation on a 
null matrix, then the watermark is embedded into the original signal which is processed by DCT 
(discrete cosine transform). During the signal detection processing, matrix to vector method is 
adopted, in virtue of the differential matrix row and column, a threshold value can be calculated. 
With the comparison between the watermarked signal and threshold, the tampering location can be 
detected and the watermark scheme can achieve valid identification on tampering, with the accuracy 
rate reached up to 95%. 

Introduction 
With the advent of information era, computer network gets a rapid development, the utilization 

of multimedia data has become gradually common in our daily life. While multimedia data can 
bring convenience, the new challenges about the field of information security have appeared. Since 
multimedia data can be tampered easily, it may be distorted during the network transmission so the 
integrity authentication of multimedia data becomes an urgent issue. The appearance of digital 
watermark brings the hope to solve the problem, it provides a kind of powerful tool about data 
authentication and verification. The fragile watermark can localize the tampering area, and 
distinguish behaviors that are hostile attacks. Varies of watermarking schemes which hammer at 
detecting multimedia tampering have been developed. 

Many related researches have paid attention to the protection of multimedia data, especially in 
image protection, about different coefficients which are adopted in representing. Wang S employed 
discrete wavelet transform (DWT) [1], Jiri Fridrich employed discrete cosine transform (DCT) 
coefficients [2], and Eugene T. Lin adapted semi-fragile watermarks on image tampering detection 
[3], Zhang Xinpeng embedded watermarks in least significant bits combined with discrete cosine 
transform [4]. 

The researches on digital watermark in speech signal is less than image domain, as human 
auditory system is more sensitive than visual system, so after the embedding of watermark, the 
signal requires higher audibility. As speech signal security is very important, an air traffic control 
system of speech watermarking is proposed in [5], in which the pilot messages embedded flight 
information. Some robust watermark algorithms have been used in the field of copyright protection 
in speech signal [6-9]. Also watermark embedded into least significant bits are used which estimate 
the origin signal by solving a linear equation with least square QR-factorization method. Previous 
work often embed watermark information in different area of the signal, when parts of the signals 
tampered, the rest information of watermark can localize the damaged part [10]. The above 
researches devote to tampering detection and signal recovery, while in this study, we focus on the 
detection and the valid identification of compression on speech signal, for sometimes we don’t treat 
compression as a hostile attack. 

In this paper, we extend a watermark scheme to speech signal domain. We adopt a null matrix as 
our original material, the scheme avoids the watermark data waste problem. The original material is 
processed by Gaussian Random to generate the watermark, then we take advantage of human 
auditory system characteristic, sensitive to low frequency. We embed watermark into the 
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corresponding low frequency regions. When the watermarked signal is tampered or compressed, we 
can compare the coefficient we defined with the help of differential matrix ranks. The scheme can 
detect the tampering region accurately. 

Watermark Embedding 
The watermark algorithm consists of two parts, the watermark generation and the watermark 

embedding, in this study, we employ embedding method on the DCT domain of the watermark and 
the original speech signal. We partition the speech signal into non-overlap frames, and each frame is 
the fundamental unit during the experiment. 

Assume a frame composed of n sampling sites, as the watermark embedding will be proposed on 
DCT domain, the watermark is constructed in the DCT domain can generate a smooth watermark. 
So we set n equal to 169, which is equal to 13*13, so each frame can be represented by a 13*13 
matrix. The discrete cosine transform will assemble the high frequency part to the top left corner 
while the low frequency to the bottom right corner, we use Zig-Zag algorithm, which is showed in 
Fig.1 to handle the 169 sampling sites. The Zig-Zag algorithm convert one dimension speech signal 
to two dimension matrix, then the zero-mean, unit variance Gaussian Random will be proposed on 
the top left corner 91 sampling sites as the Fig.2 shows. After the random process, inverse discrete 
cosine transform (IDCT) will be performed to produce a spatial domain watermark W, which will 
be embedded into the original signal later. 

We segment the original speech signal into the same size frame which also contains 169 
sampling sites, so the vector can be converted into a 13*13 matrix by Zig-Zag algorithm. Assume a 
frame of speech signal can be represented X which has been convert into a 13*13 matrix, and the 
embedded frame is Y: 

Y X Wδ= +                                                                  (1) 
Where σ represents the strength of the watermark 

   
Fig.1. Zig-Zag transform               Fig.2. Watermark embedded location 

Watermark Detection 
The process of detection is performed on a frame by frame scheme to localize the parts that are 

likely altered, the detector is based on the difference of adjacent sampling sites value in the spatial 
domain. We introduce two matrix operations now, the differential matrix row and the differential 
column, we define operator ∆ROW and operator ∆COL respectively represent the above two 
operations. 

The ∆ROW and ∆COL can be calculated with the following formula: 
( , ) ( 1, )       if  {1,2,3,...,12}

( )
             0                       if  13
B x y B x y x
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− + ∈
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                                 (2) 
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Where the B represents an arbitrary frame that has been converted into a 13*13 matrix. 
Set Tb as the frame of the speech signal which is going to be tested, and Wb denotes the 

corresponding watermark block. And let Tb
* be the reconstructed matrix after doing the differential 

matrix row and column operations, and let Wb
* the corresponding watermark block, the calculate 

process will be shown in the equation (4) and (5) below: 
* { ( ( , ))  ( ( , )) }bT COL T x y ROW T x y= ∆ ∆                                             (4) 
* { ( ( , ))  ( ( , )) }bW COL W x y ROW W x y= ∆ ∆                                            (5) 

As Tb
* and Wb

* respectively involves 2n*(n-1) points, and the spatial correlation of the frame only 
has n*n points, so the detection of the frame is then the correlation ρ calculated in the formula (6): 

* *

* * * *
=

( )( )
b b

b b b b

T W
W W T T

ρ ⋅

⋅ ⋅
                                                          (6) 

As ρ has been obtained for each frame (formula 6 above), we can use it to compare with the 
threshold value T, which should be determined by experiment. Usually, the selection of the 
threshold should satisfy that more than 98% of the speech frame value should larger than T after 
embedding the watermark, and the standard of the outcome is chosen as the follow: 

ρ≤ T : Frame is authentic. 
ρ> T : Frame has been altered. 

Evaluation of the watermark scheme 
To evaluate the watermark scheme, we use the speech signal which is from Chinese High-tech 

R&D (CASIA-863) Program Speech Database. The speech signal we used consists of 273 frames 
which can obtain 273 ρ values, by statistical analysis, we can get that 272 values is less than 0.29 
with strength of the watermark σ is set 0.5 , the percentage of the average threshold reaches up to 
99.6%. So the 0.29 is selected as the threshold value in the experiment, and each frame’s ρ will be 
compared with the threshold to conduct certification test. 

Damage each frames from the start to the end, and 269 frames can be detected in the 272 valid 
frames (except the frame whose ρ is larger than 0.29). The detection rate can reach up to 98.9%. 

       
(a) Original speech signal                     (b) Watermarked speech signal 

Fig.3. Speech signal before and after embedding watermark 
To check the perception of the watermarked speech signal, we introduce ABX auditory 

recognition experiment on 10 subjects from 20 to 24 years old. The ABX experiment means every 
subject knows there are two existing samples A and B, the original and the watermarked speech 
signal. Then an X unknown sample will be provided to the subject to recognize whether it’s A or B. 
The experiment chooses 150 original speech signals and 150 watermarked speech signals from the 
former 150 samples. Every subject randomly selects 20 signals to do the experiment. 10 subjects 
have accepted total 200 experiments, and the accuracy reaches up to 55.1%. When the result is 
close to 50%, we consider the watermark which is embedded into the speech signal is no 
perceptible. 

Conclusion 
The proposed scheme of watermark achieve a high detection rate on tampering the watermarked 
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signal, which reaches more than 95%. The advantage of the scheme is the accurate positioning of 
the tampering region in the speech signal, as the frame is as small as the 169 sampling sites. The 
detector is based on correlation of spatial-domain difference takes advantage of the fact that most 
parts of the speech signal is relatively smooth. In the future work, semi-fragile watermark deserves 
to be paid more attention to research as the hostile attack should be distinguished with other kindly 
operations such as compression. Also the self-recovery of damaged signal will become a key 
research in the future. 
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