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Abstract—Affinity Propagation (AP) algorithm is a relatively new 
clustering algorithm that can handle large datasets to obtain 
more satisfactory results. This paper introduces a detection 
mechanism for application-layer DDoS attack by using AP 
algorithm. In this detection strategy, we first extract some 
features from normal users’ sessions. Then, we cluster these 
normal users’ sessions by AP algorithm to get K clusters. Finally, 
we use these models to detect application-layer DDoS attacks. 
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I.  INTRODUCTION  

Distributed denial of service attack (DDoS) is a major 
security problem for the Internet. Distributed denial of service 
showed its power since 1996. And after that many types of 
DDoS methods were developed. There are many classical 
DDoS attack methods and tools. Historically, Ping of death 
(POD) is a very famous Dos attack method. And then another 
kind of ping attack appeared—ping flooding. ICMP flooding, 
SYN flooding and UDP flooding [1] are also carried out at the 
network layer and transport layer. Many methods have been 
proposed to defend from this serious security threaten. 

Statistical approaches [2] to DDoS attacks detection involve 
packet attributes like source IP and destination IP address, time 
to live (TTL), and so on. These methods often assume network 
traffic characteristics distribution will change when DDoS 
attack happens. Actually, many methods based on statistic are 
effective for network-layer and transport-layer DDoS attack. 
But they may not effective for application-layer DDoS attack. 
Clustering methods can be also found to detect DDoS attacks 
by cluster IP addresses and TCP ports on backbone routers [3, 
4]. However, they may not effective for application-layer 
DDoS attack as well. 

Application-layer DDoS attack uses true IP address, and 
simulates a normal web user to send requests to application 
server. So, it can bypass defense methods based on detection of 
spoofed IP or TCP header attributes’ distribution. And 
application-layer can use many attack strategies to evade 
volume detection schemes. 

In this paper, we use Affinity Propagation (AP) algorithm 
to cluster normal users’ sessions and then get the k clusters. AP 
algorithm is a relatively new clustering algorithm that has been 

introduced by Frey and Dueck [5]. It can handle large datasets 
in a relatively short period to obtain more satisfactory results. 
Unlike clustering algorithms such as k-means or k-medoids, 
AP does not require the number of clusters to be determined or 
estimated before running the algorithm. So we use AP 
algorithm to get k clusters. And then we use k-means to detect 
application-layer DDoS attacks. 

II. CLUSTERING ALGORITHM 

A. Normal Sessions 

A user’s browsing behavior is a request sequence. A 
session is a request sequence by a user, and a user can initiate 
several sessions. For a user, two consecutive requests are less 
than 1800 seconds away are treated as in the same session [6]. 
We get users’ sessions by Algorithm 1. 

Algorithm 1  generate users’ sessions 
1. Input: 
2.            Request queue of web server 
3. Output:  
4.            Users’ sessions 
5. Method: 
6.             repeat 
7.                       Get a request R from queue 
8.                        Add this request to sessions[R.IP] 
9.              until      
10.                         Queue is empty 

B. Select Features 

There are many differences between normal users’ session 
and attacks’ session, so we select some features from the 
sessions. 

 The duration of a session. The duration of a session 
means that the time from the first request to the last 
request in a session. Generally, normal users won’t stay 
in a website for a long time. If a user stay too long in a 
website, it may be an attacker. Because an attacker 
may take a long time to achieve attack effect.  

 The statistical popularity of requests in a session. On a 
website, webpages have different popularity. Study [7] 
said that 10% webpages may account for 
approximately 90% of requests. That is most webpages 
may have low popularity. When launch a random 
attack, the average popularity of the request in the 
attack session is lower than the normal session. 
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 The statistical transition probability in a session. The 
transition probability between two requests is different. 
If a request sequence is randomly generated, its 
transition probability is lower than normal sessions’. 
So this feature is useful to detect attack. 

 

C. AP Algorithm 

We use AP clustering algorithm to cluster normal sessions. 
AP is a clustering algorithm based on the concept of “message 
passing” between data points. Unlike clustering algorithms 
such as k-means or k-medoids, AP does not require the number 
of clusters to be determined or estimated before running the 
algorithm. Similar to k-medoids, AP finds “exemplars”, 
members of the input set that are representative of clusters [5]. 

AP algorithm takes each data point as the candidate 
exemplar and calculates the similarity between any two sample 
points. 

Let x1 through xn be the set of data points, and let s be a 
function that quantifies the similarity between any two points, 
such that s(i,j) > s(i,k) if xi is more similar to xj than to xk. In 
this paper, we use Euclidean distance as in (1) to measure 
dissimilarity of data points, and get the similarity matrix S. 

     2
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The algorithm proceeds by alternating two message passing 
steps, to update two matrices [8]: 

 The “responsibility” matrix R has values r(i,k) that 
quantify how well-suited xk is to serve as the exemplar 
for xi , relative to other candidate exemplars for xi . 

 The “availability” matrix A contains values a(i,k) 
represents how “appropriate” it would be for xi to pick 
xk as its exemplar, taking into account other objects’ 
preference for xk as an exemplar. 

Both matrices are initialized to all zeroes, and can be 
viewed as log probability tables. The algorithm then 
performs the following updates iteratively: 

First, responsibility updates are sent around in (2): 
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Then, availability is updated in (3) for i k. 
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For i=k, availability is updated in (4): 
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To avoid the numerical oscillation, the damping factor λ is 
introduced in (5) and (6). 

  11  iii RRR                       (5) 

  11  iii AAA                        (6) 

Algorithm 2 shows that normal session clusters are built by 
AP clustering method based on the selected features. We 
extract features from the set of sessions firstly, and then we 
normalize the feature vectors. Finally, we use AP clustering 
method to get the clustering result. 

Algorithm 2  cluster sessions 
1. Input: 
2.            Sessions 
3. Output:  
4.            K clusters 
5. Method: 
6.       (1) Extract features from the set of sessions. 
7.       (2) Normalize feature vectors. 
8.       (3) Use AP algorithm to get clustering result: 
9.        Compute the similarity matrix S. 
10.        Initialize the R and the A matrix. 
11.    Repeat  
12.                  Update the responsibilities 
13.                  Update the availabilities 
14.     until     a fixed number of iterations 
15.                  Or the changes fall below a threshold. 

D. Detection Process 

When AP clustering method output the K clusters, we use 
the parameter K as the input of the K-means algorithm. And 
then we build the normal users’ behavior models and detect 
attack. Detection algorithm calculate whether the current 
session is in a normal session cluster. If the session is found to 
deviate from all the normal clusters, the session will be 
recorded as abnormal, and the corresponding user IP will be 
added to blacklist. 

III. EXPERIMENTS 

In our experiment, we use a web-log of a university website. 
We get requests from the request queue and collect user’s 
sessions. And then we cluster the normal sessions by the three 
features: the duration of a session, the popularity of requests 
and the transition probability in a session. As shown on Figure 
I, it is clearly that normal users’ behaviors are very similar in 
these three dimension. 
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FIGURE I. NORMAL SESSION FEATURE IN 3D 

We launch a random attack on the website, and then the 
system detects attacks. Figure II is the Receiver Operating 
Characteristics (ROC) curves that shows the performance of 
our detection model on application-layer DDoS attack. 

 
FIGURE II. ROC OF DETECTION MODEL 

IV. CONCLUSION 

This paper proposed an application-layer DDoS detection 
method based on clustering method. To build user behavior 
model, we extract features from users’ sessions and cluster 
these sessions by AP clustering method. And then, we use the 
model to detect application-layer DDoS attack. 
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