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Abstract-In this paper, we investigate how to calculate the 
probability of fault occurrence in the future based on the 
observations online. In a stochastic discrete event system 
framework, we first calculate the probability of fault 
occurrence for pre-fault event sequences which do not include 
fault events. Our idea is to attach label to each state in the 
stochastic automaton and convert it into a Markov chain. 
Based on the Markov chain, we determine the probability of 
fault occurrence by calculating the sum of probabilities of 
some states in the Morkov Chain. Second, for every pre-fault 
observable event sequence, we find all the possible pre-fault 
event sequences and the probability of their occurrences. Our 
idea is to update the current state estimate for the observable 
event sequence and then calculate the probability of every state 
based on the current state estimate which can be done with 
polynomial complexity. Combining these two results, the online 
prognosis problem is successfully solved. 

Keywords-stochastic automaton; online prognosis; 
prognostic probability; state estimation; Markov chain 

I. INTRODUCTION 
In discrete event systems [1]-[3], fault prognosis has been 

extensively investigated as prognosability[4]-[8]. A discrete 
event system is said to be prognosable (or say predictive) if 
faults can be undoubtedly determined to occur in the future 
based on the observations of event sequences. Generally 
speaking, prognosability is rather strict, even more stronger 
than diagnosability, which requires faults can be diagnosed 
in finite observations after they occur [9]. 

In this paper, we do not require that the occurrence of 
faults can always be predicted with certainty, but to calculate 
the prognosable degree for all the observations. In order to 
do it, we adopt stochastic automata to model discrete event 
systems and an online prognoser is used to calculate the 
probability of fault occurrence in the future. Whenever the 
system has an output (an observable event), the prognoser 
will immediately update the probability of fault occurrence. 
It is an online prognosis problem of stochastic discrete event 
systems. 

We solve the online prognosis problem as follows. We 
first calculate the probability of fault occurrence for pre-fault 
event sequences which do not include the fault events. Our 
idea is to attach label to each state in the stochastic 
automaton and convert it into a Markov chain. Based on the 
Markov chain, we determine the probability of fault 
occurrence by calculating the sum of probabilities of some 
states in the Morkov Chain which has been solved 

successfully. We then, for every output (an observable event) 
of the system, find all the possible pre-fault event sequences 
and the probability of their occurrences. Our idea is to update 
the current state estimate for the current output and then 
calculate the probability of every state in the current state 
estimate which can be done with polynomial complexity. 
Combining these two results, the online prognosis problem is 
successfully solved. 

Recently, some work has been done in a stochastic 
discrete event system framework. The papers [10]-[12] 
discuss fault diagnosis problem of stochastic discrete event 
systems. The differences are as follows: 1) they discuss fault 
diagnosis while our paper discusses fault prognosis. 2) They 
consider qualitative performance evaluation of stochastic 
discrete event systems while our paper considers quantitative 
performance evaluation of stochastic discrete event systems. 
In our previous work [13], detectability measure was 
investigated which calculates the sum of probabilities of all 
the detectable event sequences. Even though what it 
investigates is a quantitative performance evaluation problem, 
the differences are obviously as follows: 1) our previous 
work [13] discusses state estimation while this paper 
considers fault prognosis. 2) Calculating detectability 
measure requires that every detectable event sequence can 
surely determine the current state while in this paper; we 
calculate the predicable probability of faults for every event 
sequence. 3) The computational complexity of calculating 
detectability measure is exponential while the computational 
complexity of calculating prognosable probability is 
polynomial. The most related work is done by [14], where 
fault prognosis of stochastic discrete event systems is 
investigated. However it still investigates prognosability 
which is a qualitative performance evaluation indicator. 
Furthermore, it does not discuss how to calculate the 
prognosable probability online which is an open problem 
[14]. 

The rest of the paper is organized as follows. Section II 
introduces the stochastic automaton model and some 
necessary notions. Section III proposes an algorithm to 
calculate the prognostic probability of pre-fault event 
sequences. Section IV presents a method to compute the 
prognostic probability of a pre-fault observable events 
sequence. Combine these results; a procedure is proposed to 
solve the problem of online prognosis in Section V. Finally, 
we conclude the paper in section VI. 
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II. STOCHASTIC DISCRETE EVENT SYSTEMS 
A stochastic discrete event system is modeled by a 

stochastic automaton 
),,,,,(~

0~ qpQG GδΣ=  
where Q is the finite state set; Σ is the finite event set; 

QQ →Σ×:δ is the state transition function which defines 
the dynamics of the stochastic automaton. The transition 
function δ is extended to QQ →Σ× *:δ in the usual way. 

The initial state is 0q . We use )(qΓ to denote all the events 

which can occur at state q . For string *∑∈s , we use || s  to 
denote its length. For a set likeQ , we use || Q to denote its 
cardinality. We use N to denote the set of natural numbers. 
All the possible faults are modeled as a fault event f because 
we only want to predict the occurrence of faults. 

With a slight abuse of notations, we use ),,( ji qq σ to 
denote a transition which means that event σ drives the 
system from state iq to state jq . The set of all the transitions 

are denoted as }),(,:),,{( jijiji qqQqqqqT =∧Σ∈∧∈= σδσσ , Gp ~ is 

the probability transition function of G~ defined 
as ]1,0(:~ →TpG

. For a given transition ),,( ji qq σ , 

),,(~ jiG qqp σ is the probability that event σ  occurs and the 

system transitions to state jq  given that the system is in 

state iq . Note that if a transition is defined, then it will occur 
with a positive probability. For any undefined 
transition Tqq ji ∉),,( σ , we define 0),,(~ =jiG qqp σ which 
means the transition never occurs. 

The language generated by the stochastic automaton is 
defined as 

},)!,(:{)~( 0
* sqsGL δΣ∈=  

where )!,( 0 sqδ means that ),( 0 sqδ is defined. If we 

remove probabilities from G~ , the stochastic automaton is 
then converted into a non-stochastic automaton, denoted as 

).,,,( 0qQG δΣ=  
The non-stochastic automatonG has the same dynamics 

as the stochastic automaton G~ such that )~()( GLGL = . 
Generally speaking, some events are observable and the 

others are unobservable. The set of observable events is 
denoted by Σ⊆Σo . )( ouo Σ−ΣΣ is the set of unobservable 
events. Without loss of generality, we assume that the fault 
event f is unobservable, that is, uof Σ∈ . For any 

string )~(GLs∈ , the observation is the natural projection 
**

~ : oGM Σ→Σ  defined recursively as 

 
      )(
    )(

)(;)(
~

~
~~





∑∉
∑∈

==
oG

oG
GG ifsM

ifsM
sMM

σ
σσ

σεε  

whereε denotes the empty string. When considering the 
prediction problem of faults, we assume that the time interval 
between adjacent events in an event sequence is long enough 
to take action such as giving an alarm. Hence for an 
observable event t , the inverse projection )(1 tM G

− of an 
observable string t  is defined as: 

}.)(:)~({)(

; )(

~
1

1

tsMGLstM

M

olGolG

G

=∈=

=
−

− εε  

where ols is the string of which the last event is 
observable, that is, the last event is right the last event of 
observable string t . We extend the projection and inverse 
projection to a language )~(GLK ⊆ in the usual way as 

}:)({)( ~~ KssMKM GG ∈= and )()( 1
~

1
~ sMKM GKsG

−
∈

− =  . 

Given a state Qqi ∈ , the probability of the occurrence of 
string s  from it is denoted as 

 

)).(,)(()(Pr)(Pr
));(,()(Pr

;1)(Pr

~~~

~~

~

σδσδσ
σδσσ
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=

=
 

Note that the initial state 0q is known. We assign a 
probability to each string in )~(GL  as follows: 

)).(,)(()(Pr)(Pr)(Pr
));(,()(Pr)(Pr

;1)(Pr)(Pr

00~0~0~~

00~0~~

0~~

σδσδσσ

σδσσσ
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,εqε

GGGG

GGG

GG

×==

==

==

For any string )~(GLs∉ , we have 0)(Pr~ =sG . 
In order to investigate the online prognosis problem, the 

following assumptions [13] for the stochastic automaton 
G~ are needed. 

Assumption 1: The language )~(GL  generated byG~ is live. 
That is, for every state Qqi ∈ , at least one transition is 
defined and the sum of probabilities of all the transitions 
defined at this state equals to one or, equivalently, 

.1)),(,,()(
)(

~ =∈∀ ∑
Γ∈ iq

iiGi qqpQq
σ

σδσ  

Assumption 2: The automatonG~ does not have any cycle 
of unobservable events or, equivalently, 

.||)())~(( * nsNnsGLust uo ≤∈∃⇒Σ∈∈∀  

III. PROGNOSTIC PROBABILITY OF PRE-FAULT 
EVENT SEQUENCES 

Before considering the online prognosis problem, we first 
want to know the probability with which the faults will occur 
for a given pre-fault event sequence )~(GLs∈  . 

We say an event sequence s is pre-fault if the event 
sequence does not include event f , denoted as sf ∉ . Else, 

sf ∉ and we say event sequence s is post-fault. We define 

the set of all the pre-fault event sequences )~(GLpre as 
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},:)~({)~( sfGLsGLpre ∉∈=  

)~(GLpre is prefix-closed, we define the set of all the post-

fault event sequences )~(GLpost as 

}.:)~({)~( sfGLsGLpost ∈∈=  

Easily to know ).~()~()~( GLGLGL postpre 

=  
We continue to introduce some more notations. For 

event sequence )~(GLs∈ , the postlanguage )~(GLs  is the set 
of possible continuations of event sequence s , that is, 

)}.~(':*'{)~( GLsssGLs ∈∑∈=  

Every event sequence in )~(GLs is pre-fault or post-fault. 

We then divide )~(GLs into two parts. One is the set of all the 
pre-fault event sequences, denoted as 

}.':)~('{)~(, sfGLsGL spres ∉∈=  
The other is the set of all the post-fault event sequences, 

denoted as 
}.':)~('{)~(, sfGLsGL sposts ∈∈=  

Based on the length of strings, we divide the 
language )~(GLs

into a serial of 
sublanguage )~(0, GLs

, )~(1, GLs
, , )~(, GL is

, . )~(, GL is consists 

of all the strings with the length i  in )~(GLs , that is, 

}.|:|)~({)~(, isGLsGL sis =∈=  

Note that }.{)~(0, ε=GLs we further divide every 

sublanguage )~(, GL is  into two parts, the pre-fault part 

)~(,, GL preis  defined as 

}':)~('{)~( ,,, sfGLsGL ispreis ∉∈=  

and the post-fault part )~(,, GL postis defined as 

}.':)~('{)~( ,,, sfGLsGL ispostis ∈∈=  
Here we want to know the probability with which the 

faults will occur for a given pre-fault event 
sequence )~(GLs pre∈ , that is, the sum of probabilities of all 

the sufficiently long post-fault event sequences in )~(, GL posts . 
Since the given stochastic automaton is live, the sufficiently 
long post-fault event sequences should be those with the 
length going to infinity. Hence we have the following 
definition to describe the prognosis probability )(sPf  as: 

Definition 1: For a given pre-fault event 
sequence )~(GLs pre∈ , the probability with which the faults 
will occur, denoted as )(sPf , is defined as 

).'),,((Prlim)( 0~' )~(,,
ssqsP GLsif Gpostis

δ∈∞→
= 

 

The following will discuss how to calculate )(sPf
. Our 

idea is to construct an augmented automaton ),( 0

~
sqGδ which 

defines the language )~(GLs and then translate calculating 

)(sPf into calculating the probability of some states in a 
Markov chain. 

We define a label set },{ FN=∆ . The label N is 
interpreted as the”normal” behavior of the system, while F  
means at least a fault has occurred (or say the fault event f  
has occurred). We add a label f ( N or F ) to state Qq∈  
as ),( lq . ),( Nq means the system comes to state q with the 
occurrence of a pre-fault event sequence and ),( Fq  means 
the system comes to state q with the occurrence of a post-
fault event sequence. 

Then the augmented automaton 
),( 0

~
sqGδ

is constructed as 

),,,,(

),,,,(

~

0~

0~

),(

),0(

),0(

0

zpQAc

zpZ

G

sq

sq

G

G

sq

δ

δ

ζ

ζ
δ

Σ∆×=

Σ=  

where Z is the set of states of ),( 0

~
sqGδ and a state Zz∈ is 

of the form ))(,( ∆∈= llqz . Note that state z is a doubleton. 
We use )1(z to denote the first element and )2(z to denote the 
second element. That is, for a given state ),( lqz = , 

qz =)1( and lz =)2( . The transition functionζ is defined, 
for state ∆×∈Qlq ),( and event Σ∈σ , as 








=
≠

=
others                                 

f and )!,( if      )),,((
f and )!,( if      )),,((

)),,((
undefined

qFq
qlq

lq σσδσδ
σσδσδ

σζ

The state transition probability is denoted as 
)),(,),,((

),0(
~ jjiiG lqlqp

sq
σ

δ
and equals to ),,(~ jG qqp σ . 

Initially automaton
),( 0

~
sqGδ

stays in state ),( 0 sqδ and no faults 
occur. Hence the initial state )),,(( 00 Nsqz δ= . 
Since )!),,(( σζ lq if and only if )!,( σδ q , the language 
generated by ),( 0

~
sqGδ equals to )~(GLs , that 

is, )~()~( ),( 0
GLGL ssq =δ

. In ),( 0

~
sqGδ , we divide the state set 

Z into two parts: the pre-fault state set NZ and the post-fault 
state set FZ . They are defined 
as })2(:{ NzZzZN =∈= and })2(:{ FzZzZF =∈= . 

),( 0

~
sqGδ has the following properties. 

Property 1: For any string )~(' GLs s∈ , we can calculate 

the probability of its occurrence by automaton ),( 0

~
sqGδ  as 

)'(Pr)'),,((Pr
),0(

~0~ sssq
sqGG δ

δ =  

Proof: Let us denote string 's as ms σσσ 21'= . By the 
definition of

),0(
~

sqGp
δ

, we have 
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)),(,,(

)(Pr

)'(Pr

1010~

21~

~

),0(

),0(

),0(

σζσ

σσσ

δ

δ

δ
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s

sq

sq

sq

G

mG

G

=
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)),,((Pr
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))1)(,(,),1)(,((
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G
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G
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σσδσσσδ
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

 
Property 2: Any pre-fault string )~(' , GLs pres∈ drives 

automaton
),( 0

~
sqGδ

into the pre-fault state set NZ and any post-

fault string )~(' , GLs posts∈ drives automaton ),( 0

~
sqGδ into the 

post-fault state set FZ . In other words, for any 
string )~(' GLs s∈ , 

F

postsN

pres

Zsz
GLsZsz

GLs

∈⇔

∈∧∈⇔

∈

)',(

)~(')',(

)~('

0

,0

,

ζ

ζ  

Proof: We first prove Npres ZszGLs ∈⇔∈ )',()~(' 0, ζ  

by induction on the length of string )~(' GLs s∈ . 

Base: initially 0|'| =s and ),~(}{)~( ,0, GLGL press ⊆= ε  we 
have NZzz ∈= 00 ),( εζ . 

Induction hypothesis: Assume that for all 
strings )~(' GLs s∈ , 

with ks ≤|'| , Npres ZszGLs ∈⇔∈ )',()~(' 0, ζ . 

Induction step: we show that, for any )~(' GLs s∈σ , 

Npres ZszGLs ∈⇔∈ )',()~(' 0, σζσ  as follows, 

N

pres

Zsz
Nszsz

fNszsz
fsfszsz

sfszsz
GLs

∈⇔
=⇔

≠∧=⇔
≠∧∉∧=⇔

∉∧=⇔

∈

)',(
)),'),1((()',(

)),),'),1(((()',(
')),',(()',(
')),',(()',(

)~('

0

00

00

00

00

,

σζ
σδσζ

σσδζσζ
σσζζσζ

σσζζσζ

σ

 

We then prove 
Fposts ZszGLs ∈⇔∈ )',()~(' 0, ζ  as follows. 

)~('

)~('

,

,

GLs

GLs

pres

posts

∉⇔

∈
 

(By the fact )~()~()~( ,, GLGLGL postspress 

= ) 

NZsz ∉⇔ )',( 0ζ  

))',()~(' statement   (By the 0, Npres ZszGLs ∈⇔∈ σζσ  

) fact  (By the )',( 0 FNF ZZZZsz 

=∈⇔ σζ  
We denote the prognosis probability of automation 

),( 0

~
sqGδ

as )~( ),( 0 sqf GP δ
and defined it as: 

)'(Prlim)~(
),0(),0(,0

~)~('),( sGP
sqsqposti GGLsisqf δδδ ∈∞→

=  . 

Then we have the following theorem to calculate )(sPf
. 

Theorem 1: The prognosis probability of pre-fault event 
sequence s equals to the prognosis probability of automaton 

),( 0

~
sqGδ as 

)~()( ),( 0 sqff GPsP δ=  
Proof: 

)~(

1)Property  (By    )'(Prlim

1)  Definition(By    )'),,((Prlim

)(

),(

~)~('

0~)~('

0

),0(),0(,

,,

sqf

GGLsi

GGLsi

f

GP

s

ssq
sP

sqsqposti

postis

δ

δδ

δ

=

=

=

∈∞→

∈∞→





We divide language )~( ),( 0 sqGL δ into two parts: One is the set 

of strings which drive automaton ),( 0

~
sqGδ into “good” states 

in NZ as 
})',(:)~('{)~( 0),(),( 00 NsqsqZ ZszGLsGL

N
∈∈= ζδδ . 

The other is the set of strings which drive automaton 

),( 0

~
sqGδ into “bad” states in FZ as 

})',(:)~('{)~( 0),(),( 00 FsqsqZ ZszGLsGL
F

∈∈= ζδδ . 

We further divide )~( ),( 0 sqZ GL
N δ into a serial of subsets 

based on the length of strings 

,2,1,0       }|':|)~('{

)~(

),(

),(,

0

0

==∈= iisGLs

GL

sqZ

sqZi

N

N

δ

δ  

and divide )~( ),( 0 sqZ GL
F δ into a serial of subsets as 

.,2,1,0       }|':|)~('{

)~(

),(

),(,

0

0

==∈= iisGLs

GL

sqZ

sqZi

F

F

δ

δ  

Then we have 
Theorem 2: The prognosis probability of automaton 

),( 0

~
sqGδ  is the sum of probabilities of those infinite event 

sequences goes to “bad” states. That is, 
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)'(Prlim)~(
),0(),0(,0

~)~('),( sGP
sqsqFZi GGLsisqf δδδ ∈∞→

= 
 

Proof: From the definition of )~( ),( 0 sqf GP δ , we have 

)~( ),( 0 sqf GP δ  

)'(Prlim

)'(Prlim

)'(Prlim

),0(),0(

),0(),0(

),0(),0(,

~'||)~('

~'||)~('

~)~('

s

s

s

sqsqFZ

sqsqpost

sqsqposti

GisGLsi

GisGLsi

GGLsi

δδ

δδ

δδ

=∧∈∞→

=∧∈∞→

∈∞→

=

=

=







 

2)Property  (By    
).'(Prlim

),0(),0(,
~)~(' s

sqsqFZi GGLsi δδ∈∞→
=   

A corollary then follows. 
Corollary 1: The prognosis probability of pre-fault 

string s can be determined as 
)'(Prlim)(

),0(),0(,
~)~(' ssP

sqsqFZi GGLsif δδ∈∞→
= 

. 

We can view the stochastic automaton ),( 0

~
sqGδ as a 

Markov chain if we remove the event labels associated with 
the transitions. The Markov chain is denoted as 

),,( 0~
),0(

π
δ MG pZM

sq
=  

where Z is the state set of ),( 0

~
sqGδ and 0π is the initial 

state probability distribution vector of ),( 0

~
sqGδ  as 

].0,,0,0,1[]),(),(),([ 2010000  == zzz ππππ  

For states ),(  ,, jiMji zzpZzz ∈ is the state transition 

probability from iz to jz and defined as 

.),,(),(
),0(

~∑
Σ∈

=
σ

σ
δ jiGjiM zzpzzp

sq
 

With a slight abuse of notations, we use Mp to denote the 
state transition probability matrix. Its thji ),( entry is the 
state transition probability ),( jiM zzp from state iz to state jz . 

For the Markov chain
),0(

~
sqGM

δ
, the state probability 

distribution vector at step n is denoted as nπ . The vector 

nπ can be calculated recursively as Mnn p×= −1ππ with the 

initial state probability distribution vector 0π . We 

use )( ji zπ to denote the probability of state jz in the ith step. 
As discussed in the paper [13], the Markov chain 

satisfies: 
Theorem 3: The probability of language )~( ),(, 0 sqZi GL

F δ  

in ),( 0

~
sqGδ equals to the sum of probabilities of states in FZ  

of iπ . In other words, 

)()'(Pr
),0(),0(,

~)~(' zs iZzGGLs FsqsqFZi
π

δδ ∈∈
=  . 

With the results in Theorem 3, we have the following 
theorem to calculate )(sPf . 

Theorem 4: The prognostic probability of pre-fault event 
sequence s can be determined by Markov chain

),0(
~

sqGM
δ

as 

)(lim)( zsP iZzif F
π∈∞→

= 

. 

Proof: By Corollary 1, we have  

3) Theorem(By       )(lim

)'(Prlim)(
),0(),0(,

~)~('

z

ssP

iZzi

GGLsif

F

sqsqFZi

π
δδ

∈∞→

∈∞→

=

=





. 

IV. PROGNOSTIC PROBABILITY OF PRE-FAULT 
OBSERVABLE EVENT SEQUENCES 

Generally speaking, some events are observable and the 
other events are unobservable in practical systems. Hence 
what we see is not the occurred event sequence, but its 
observation (an observable event sequence). When we see 
the observable event sequence, we want to know the 
probability with which the fault event will occur. 

For the given system G~ , the set of observable event 
sequences, denoted as ))~(( GLM , is 

)}.(:)({))~(()~( GLssMGLMGLo ∈==  

For observe observable event sequence )~(GLt o∈ , the 
possible occurred event sequences are all in )(1

~ tM G
− . When 

we discuss prognosis probability, the fault event should not 
have occurred. In other words, every event sequence in 

)(1
~ tM G
− should be pre-fault. We say an observable event 

sequence ))~(( GLMt∈ is pre-fault if the entire event 
sequences in )(1

~ tM G
− are pre-fault. Then we get a subset 

which includes all the pre-fault observable event sequences 
as 

)}.~()(:)~({)~( 1
~, GLtMGLtGL preGopreo ⊆∈= −  

The prognosis probability )(tPf should be the sum of the 
prognosis probabilities of these event sequences in )(1

~ tM G
− . 

Considering the occurrence probabilities of different event 
sequences in )(1

~ tM G
− are different, the prognosis probability 

for any pre-fault observable event sequence )~(, GLt preo∈  
should be defined as 

Definition 2: For pre-fault observable event 
sequence )~(, GLt preo∈ , the prognosis probability with which 
the faults will occur, denoted as )(tPf , is defined as 

)(Pr

)()(Pr
)(

~
)(

~
)(

1~

1~

s

sPs
tP

GtMs

fGtMs
f

G

G

−

−

∈

∈
×

=




 

Note that )(Pr~ sG
is the occurrence probability of string s  

and )(sPf
is the prognosis probability of faults with the 

occurrence of string s . 
The following will discuss how to calculate it. When we 

observe the occurrence of observable event sequence t , the 
current state probability distribution is denoted with a vector 

)(tφ as: 
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)])((,),)((),)(([)( ||10 Qqtqtqtt φφφφ =  
where ))(( iqtφ is the probability with which the system 

stays in state iq after we observe event sequence t . It is 
calculated as 

)(Pr

)(Pr
))((

~
)(

~
),()(

1~

0
1~

s

s
qt

GtMs

GqsqtMs
i

G

iG

−

−

∈

=∧∈=




δφ  

Then we have: 
Theorem 5: The prognosis probability of pre-fault 

observable event sequence t can be determined by the 
current state probability distribution )(tφ and the prognosis 
probability of automaton 

iqG~  as 

)~())(()(
ii qfiQqf GPqttP φ∈=   

where )~(
iqf GP is the prognosis probability with which the 

faults will occur given that the system stays in state iq . 
Proof: By the definition of )(tPf , we have 

))( of Definition(By  ).~())(( 

)~(
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Calculating )~(
iqf GP has been solved in the above section. 

The following will consider how to calculating )(tφ for 
observable string t . Let ),,~( ji qqGLσ represents the set of all 

the strings which drive automaton G~ from state iq to 
state jq when we observe event oΣ∈σ . ),,~( ji qqGLσ is 
defined as 

}.),()(:{),,~( 1*
jiji qsqMssqqGL =∧∈Σ∈= − δσσ  

We denote the state transition probability matrix 
as σMTX . Its thji ),( entry, which means the transition 
probability from state iq to state jq when we see observable 
eventσ , is defined as: 

).,(Pr),( ~),,~( sqjiMTX iGqqGLs jiσσ ∈
=   

For every observable event oΣ∈σ , we obtain its state 
probability transition matrix σMTX by calculating every 

entry ),( jiMTXσ . We then calculate )(tφ recursively as 
follows. 

Theorem 6: For observable event 
sequence )~(21 GLt om ∈= σσσ 

, the current state probability 
distribution vector )( 21 mσσσφ 

 is calculated recursively as 
))(()( 12121 m

MTXNORM mm σσσσφσσσφ ×= −

, 

where NORM  is the normalization operation. 
For the interest of space, we transfer the proof of 

Theorem 6 into VII. Appendix. 

V. ONLINE PROGNOSIS 
Now we discuss the online prognosis problem. The 

problem is to calculate the prognosis probability for observed 
event sequences online. Assume the observation sequence is 

)1()2()1( −ixxx 
 (Note that it is an observation event 

sequence), for a new observation )(ix (an observable event), 
we want to update the prognosis probability )(iPf online such 
that 

)).()1()2()1(()( ixixxxPiP ff −= 

 
The following will consider how to update the prognosis 

probability )(iPf for every output )(ix online. We first should 
ensure the fault has not occurred. In other words, the 
observed event sequence )()2()1( ixxx 

is pre-fault. If it is 
not pre-fault, calculating the prognosis probability 

)(iPf becomes trivial. Let us first consider how to check 
whether )()2()1( ixxx 

is pre-fault or not when we 
observe )(ix . 

We use the approach in Section 3 to construct an 
augmented stochastic automaton

0

~
qG as 

)).,(,,,,(~
0~

00
NqpZG

qGq ζΣ=  

Stochastic automaton
0

~
qG has the following properties: 

);~()~()2

);~()~()1

0

0

GLGL 

GLGL 

oqo

q

=

=
 

);),,(()),(())~(()3 00 NsqsN,qGLs pre δζ =∈∀  
).),,(()),(())~(()4 00 FsqsN,qGLs post δζ =∈∀  

Proof: Forwardly got it. 
We then define the current state estimate )(tSE for 

observable event sequence t in
0

~
qG as: 

)}),,(())((:{)( 0
1

~
0

sNqztMsztSE
qG ζ=∈∃= −  

Note that )()( 1
~

1
~

0
tMtM GGq

−− = . 

With the current state estimate )(tSE , we can check 
whether t is pre-fault or not by the following theorem. 

Theorem 7: The observed event sequence 
)()2()1( ixxx 

 is pre-fault if and only if all the states in the 
state estimate ))()2()1(( ixxxSE 

are “good” states. That is, 
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.)2()))()2()1(((
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NzixxxSEz
GLixxx preo
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∈



  

Proof: Indeed, we have  

))( of definition By the(
)2()))()2()1(((

)2)(),,(()))()2()1(((
)3Property  of statementsfourth  and  thirdBy the(

)),,(()),,(()))()2()1(((

))~( of definition By the(
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1
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∈
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−

−

SE
NzixxxSEz

NsNqixxxMs

NsqsNqixxxMs

GL

GLsixxxMs

GLixxx

preo

pre

preo











ζ

δζ

For a state estimate Zy ⊆ , we denote its unobservable reach 
as: 

)}.,'())('(:{)( * szzsyzzyUR uo ζ=∑∈∃∈∃=  
With the occurrence of observable eventσ , we denote its 

observable reach as: 
)}.,'()'(:{),( σζσ zzyzzyOR =∈∃=  

Then we can recursively calculate the current state 
estimate ))()2()1(( ixxxSE 

as shown in the following 
theorem. 

Theorem 8: For the observed event 
sequence )()2()1( ixxx 

, its state estimate can be calculated 
recursively as: 

)).())),1()2()1((((
))()2()1((

ixixxxSEUROR
ixxxSE

−= 

  

Proof: By the definition of )(1 ⋅−M , we know, for any 

string ))()2()1((1 ixxxMs 

−∈ , it can be re-write as 
)(''' ixsss =  

where, ))1()2()1((' 1 −∈ − ixxxMs 
and *'' uos Σ∈ . With 

the fact, let us prove the theorem as follows. 

 
Now we propose an online prognoser to calculate the 

prognosis probability for every observed event sequence. We 
use )(),( iiSE φ to denote the current state estimate and the 
current state probability distribution vector when the online 
prognoser observes the ith output )(ix . The prognoser runs as 
follows:  

Initially, there are no observations. We calculate the 
current state estimate )0(SE , the current state probability 
distribution vector )0(φ and the current prognosis probability 

)0(fP as 

).~()0(

];0,,0,1[)0(
);,()0(

0

0

qff GPP

NqSE

=

=
=

φ
 

Whenever one new output )(ix is observed, the online 
prognoser updates the current state estimate and the current 
state probability distribution vector as: 

).)1(()(
));()),1((()(

)(ixMTXiNORMi
ixiSEURORiSE

×−=
−=

φφ
 

With the current state estimate )(iSE , we update the 
current prognosis probability as 



 =∈∀

= ∈

                             others                               
)2())(( if      )~())(()(

None
NziSEzGPqiiP ii qfiQq

f
φ

The following theorem shows the prognoser is correct. In 
other words, the prognosis probability )(iPf is always what 
we want.  

Theorem 9: The updated prognosis probability )(iPf by 
the online prognoser is always correct such that  
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



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∈=

                   others                                 
)~()(                                            

)3()2()1( if      ))()3()2()1((
)(

,

None
GLix

xxxixxxxP
iP
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f

f



 

Proof:  
We first prove ))()3()2()1(()()( ixxxxSEiSENi =∈∀ by 

induction on i . 
Base: 
Initially 0=i . We have )(),()0()( 0 εSENqSEiSE === . 
Induction hypothesis: Assume that for all ki ≤ , we 

have ))()3()2()1(()( ixxxxSEiSE = . 
Induction step:  
We show that ))1()()3()2()1(()1( +=+ kxkxxxxSEkSE 

as 
follows, 

)8 Theorem (
))1()()3()2()1((

)hypothesisInduction  (
))1())),()3()2()1((((

))1()),(((
)1(

By
kxkxxxxSE

By
kxkxxxxSEUROR

kxkSEUROR
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
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We then prove ))()3()2()1(()()( ixxxxiNi φφ =∈∀ by 
induction on i . 

Base: Initially 0=i . We have )(],0,0,1[)0()( εφφφ === i . 
Induction hypothesis: Assume that for all ki ≤ , we 

have ))()3()2()1(()( ixxxxi φφ = . 
Induction step:  
We show that ))1()()3()2()1(()1( +=+ kxkxxxxk φφ as 

follows,   

)6 Theorem (
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With the two results, let us now prove the theorem as 

))( of update y the(
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)5 Theoremy (
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VI. CONCLUSIONS 
This paper investigates how to calculate the prognosis 

probability of stochastic discrete event systems. The main 
contributions are summarized as follows: 1) we define the 
prognosis probability for pre-fault event sequences and find 
effective algorithms to calculate it. 2) We further define the 
prognosis probability for pre-fault observable event 
sequences and find effective algorithms to calculate it. 3) By 
updating the current state estimate, the current state 
probability distribution vector, and the current prognosis 
probability with an online prognoser, the online prognosis 
problem is successfully solved. 
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VII. APPENDIX 
Proof of Theorem 6 
We re-write string t as )'(' 121 −== mm ttt σσσσ 

and enumerate all the states in Q as nqqq ,,, 10  . We then 
have: ))(()( 12121 m

MTXNORM mm σσσσφσσσφ ×= −

. The detailed proof is supplied as follows. 
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