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Abstract

Since the finitude of hardware and network dynamic limit the bandwidth based on wireless sensor in the wireless
internet of things (IOT), it is difficult to obtain the network topology information accurately and timely. In this
paper, we present an algorithm called Mobile Agent Fuzzy Energy Spanning Tree (MAFEST) for topology
discovery and topology control. In the construction of IOT wireless sensor based network topology, the strategy
considers the energy consumption of communication between wireless sensors, the uncertainty of agent knowledge
and the sensor residual energy. This algorithm can access to the network topology information accurately and
timely, and improve the efficiency of network topology discovery.
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1. Introduction

Everything can have a connection with Internet of
Things(IOT) to exchange, communicate and share the
information by using the technology of radio frequency
identification  (RFID), infrared global
positioning system and some information sensing
devices. Just as the researchl has mentioned, the sensor,
which is the bottom infrastructure in the IOT
hierarchical structure, can be used to collect and control
information. IOT is constituted by tiny and high cost
performance sensor devices, which are the basis of IOT
to build a relationship between physical and digital
world.

Sensor,

For any IOT related research, acquiring the
information which includes the location of sensors, the
knowledge of network topology and so on will be
critical to other IOT applications. Due to the influence
from some hardware defects rooted in sensor itself and
some other network factors, the network information
that we get from the sensor nodes will be dynamic and
far different from the actual situation of network which
may lead to many mistakes of the network knowledge
that will weaken the function of other applications.
Therefore, to acquire the knowledge of sensor based
network topology fast and accurately, which is a kernel
of the network topology discovery of the Internet of
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10T now, is difficult by using network monitoring tools
and some robust fault tolerance technologies.

Currently, a lot of researches are being managed by
some IOT research institutes. For mobile agents have
characteristics of self-study, distribution, mobility and
self-organization, they have been widely used in
distributed sensor network, congestion control of mobile
network and topology discovery etc’. Simultaneously,
just as the research’ has mentioned, compared with
traditional C/S model, mobile agent is more suitable for
wireless sensor network in topology discovery and data
fusion etc. So this paper will focus on the problem we
have mentioned above, use mobile agent-distributed
computing technologies and propose a design scheme of
the fuzzy and dynamic topology discovery algorithm
based on mobile agents. The algorithm designs the
network topology strategy according to the finding
speed, accuracy and the energy consumption of network
etc, which can make the network topology discovery of
IOT robust and stable.

2. Related Work

Because the infrastructure of IOT is consist of wireless
sensors which will be affected by some factors like
geographic environment and network dynamic, so the
network topology based on wireless sensors is dynamic
and complicated. The knowledge of network topology
always has a big difference from those of the actual
network environment which may lead to a wrong
awareness of the topology of network. As the papers3, 9
describe, there is some delay of network, overloaded
amount of communication and weak scalability and
robustness in network topology discovery. Also, the
unbalanced energy of sensors is common and serious.
Besides, in the IOT composed by a large number of
sensors, the network topology can be often affected by
the sensors failure and some other special elements.

2.1. Network Topology Control

Topology Strategy in Mobile or Wireless Networks
a. Network Dynamic Element

The research' propose a location-aided topology
discovery algorithm (LAD). But the dynamic of
network will affect the efficiency of the topology'*"’.
The paper” take frequent topology changes into
consideration and the research fruits can optimize the
topology discovery.

b. Core Work of Research
The core work of some research fruits as following

aren’t the topology discovery service. They have
designed a density-aware GPSR routing protocol (DA-
GPSR) using the parameters provided by the topology
discovery service, so they focus on improving the
performance of the original GPSR protocol .
c. Other Mechanisms Dependency

These topology discovery algorithms need other
algorithms or mechanisms to establish efficient
topology discovery services. The topology learning and
collecting process, together with the used scheduling
scheme, are essential parts in the design of such MAC
protocols. But the proposed protocol controls the time
during which CSMA is used for control message
transmission in the paper'’. Researchers'® propose their
algorithm called Bounded Degree Energy Aware
Algorithm (BDEA) which selects clusterheads by
weighted clustering approach. They present a strategy
for topology discovery and reconfiguration in Ad Hoc
wireless sensor networks based on clusterheads’ design.
In this protocol'’, only clusterheads will generate
routing update packets as opposed to ordinary link state
protocols which all nodes do so. They*' have described
an algorithm for weighted topology discovery which
uses colors based approach to partition the network into
clusters. Each cluster has a clusterhead.

Energy-Aware Topology Strategy

Through existing research outcomes, researchers
also show a number of algorithms used in constructing
the network topology structure of power saving in
mobile constrained wireless networks, such as CBTC,
LMST and CONNECT etc. Ramanathan® raises two
centralized  algorithms as  CONNECT  and
BICONNAUGMENT when each is a simple greedy
algorithm which can minimize the maximum power of
nodes while maintaining the network nodes connected.
The basis of their algorithms is the connection of nodes.
COMPOW’ and CLUSTERPOW® are two algorithms
implemented in the network layer which can maintain
the minimum common power to keep network
connectivity and extend the network lifetime, mitigate
the MAC level collision. CBTC’ is a cone-based
distributed topology control algorithm. It proves that
5w/6 is sufficient for every cone of degree in every node
to control network connection. LMST® algorithm is a
topology control algorithm which constructs the local
minimum spanning tree based on local information. It
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can effectively reduce the overall energy consumption
and mitigate the MAC level interference. However, this
algorithm has some weakness. It does not take the
energy-balance into consideration and may cause the
“bottleneck” nodes to use up their power due to the
overload of receiving packets.

The current other work of topology discovery for
sensor k'"!2 is energy measurement and
management for the rate of packet loss, which can be
done based on known network logic topology. There is
no specialized way to obtain the topology of network.

networ

2.2. Mobile Agent System

As a mobile agent have self-learning, distribution,
mobility and self-organization features and capabilities,
it is widely used in distributed sensor networks, mobile
networks, congestion control, and topology discovery
etc™’. As paper’ has described, based on a mobile
multi-agent cooperation model, analysis of the
uncertainty and influence of the agent knowledge or
agent interaction has become one of the core tasks in a
mobile agent based system. On the research about agent
cooperation system'”, we know that the knowledge is
inconsistent and uncertain. We can combine these
features with fuzzy theory and propose a multi-agent
cooperation system. Besides, agent environmental
awareness is a subjective understanding which can be
divided into two categories: direct facts acquired by
agent movements and indirect facts gained by
exchanging information among agents. In the process of
agents’ movement, collaboration system can gradually
build the network topology awareness, interaction and
degradation over time.

Furthermore, this paper® provides an insight into a
design of mobile agent based network topology
discovery system using IBM Aglets. Also, it presents
their experience with an experimental approach rather
than a more common simulation based approach while
the research needs to do more important performance
test. This research® proposes to assess different models
of the usage of static and mobile agents to determine the
best route through Ad Hoc networks. The usability of
the approach is proved by an implementation of mobile
devices using J2ME and Bluetooth®. So they aim to
generate the best route through a network™*. It is more
difficult in networks where the topology changes very
frequently such as mobile Ad Hoc networks. They
present a mobile agent based topology discovery
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framework that is distributed, sustainable and less
resource intensive”. This paper introduces a strategy
based on mobile agents and swarm intelligence for
topology discovery® while their future work still
includes devising a methodology to measure the
accuracy of the topology known by the nodes at any
given time”?®. The task of fault management®’ is even
harder in Ad Hoc networks where the topology of the
network changes frequently. The paper proposes a
mobile multi agent system for fault management
functions of topology discovery.

In summary, based on these issues and research
fruits, this paper proposes a fuzzy dynamic control
strategy based on mobile agent and energy control using
distributed technology of mobile agent. This strategy
constructs network topology according to the
knowledge of discovery speed, accuracy, and network
energy consumption. It makes the topology of IOT with
a high robustness and stability with properly considers
and resolves key issues such as agent's fuzzy belief
synthesis, knowledge contradictions processing and
energy consumption balance. Finally, through
experiments, this paper compares the model and
algorithm with existing research fruits. The result shows
that the design and analysis of the algorithm we
proposed is effective and has a realistic significance of
application.

3. Description and Analysis of Model

3.1. Network Topology Strategy Model

The behavior of a mobile agent is generally divided into
active and passive while active mode refers that the
agent discovers network topology initiatively according
to the environmental condition and passive mode means
that the agent's activities are controlled by other entities
(such as sensor nodes). The agents of this paper will
experience a proactive approach to discover network
topology. They walk through the network, collect
information when meeting a sensor node and
exchanging knowledge with other agents. Specifically,
agents get direct facts by themselves, while indirect
facts through knowledge exchange. Obviously, the
former information is clear and true, while the latter is
fuzzy, even wrong. Because the dynamic of network,
the lapse of time and the distribution of network events
which will occur in the network will cause agent’s
undefined and fuzzy recognition of facts. Therefore, in
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this case, agent’s knowledge becomes fuzzy and fuzzy
knowledge constitutes agent's beliefs. Besides, agents
also need to update energy information of network
Sensors.

3.2. Agent Model Structure

Mobile agent is a logic execution unit for network
topology discovery of a dynamic network. According to
the agent structure of Ref. 13 mentioned, we make the
following definition of the model:

IAgent =< M ,E,,L ,H,,C .S, >

QU R?
Where M, represents the mobile agent network 1D;

E, represents an information collection of overall
network topology discovery, including the sensor nodes
shutdown or startup, disconnect or reconnect the link,
link congestion or smooth and other information.

L, represents the network topology discovery
collection of mobile agent ¢ by exchanging
information with other mobile agents. This collection is
a part of network knowledge.

Ly ={llypeslyy } N 201, € B, L, CE,.

U1'U2? UN QU
H, represents the threshold setting for agent i (See
fuzzy knowledge processing), which checks the network
topology discovery of fuzzy beliefs and determines
whether they can accept the fact to make different

actions or not. H R = {accept7 reject, exchange, save, quit} .

If mobile agent i accepts to use the network topology
knowledge provided by IOT network sensors, then it
makes an accept action, otherwise rejects it. The data,
which agent i needs to modify its network topology
discovery information, can be transacted by exchange
action. If agent i has exchanged data successfully, it can
use the data to modify their own fuzzy network
topology by save action. When has finished the
interactive process of fuzzy knowledge exchange, agent
performs the quit action. Among these sensors, the
sensor node, known as mobile agent environment,
provides the assurance requirements for agent with
basic behaviors such as transmission, interactive
information and so on. There is a "blackboard" in
the sensor node by which more than one agentcan
interact with each other indirectly. All sensor nodes will
refresh the information on the blackboard while
under the influence of the information. The information
constitutes integrated knowledge, represents local
performance of agent knowledge groups and reflects the
overall network status.

O, represents the fuzzy belief collection of network
topology discovery after agent i exchange knowledge
with agent J or other agents.
C,= {CF(i,el,tl),CF(i,ez,tz),~-~} Belief parameter
CF(i,e,t) represents the fuzzy trust of network topology
discovery € , Wheree € E, .

S, represents the confidence degree of agent ¢ with
network topology discovery. S, = {FA(e),FA(e,),...} -
S, is directly influenced by C, . Use descriptions in the
Ref. 9, we define FA(e,) as:

FA(e,) =| CF(i,e,,t) — 0.5 | ,0 < FA(e,) < 0.5

E )

(1)

3.3. Control of Mobile Agent Activity

Mobile agents in network will consume network
bandwidth and frequent movements are prone to
increase packet loss when packets of sensor nodes
transmit. To control the moving rate of mobile agent in
the network, the concept of mobile agent activity is
proposed.

General ConﬁdenceST? : It is the overall evaluation

of all  knowledge in  the agent. We
o FA(e)

define S, =2) @ xFA(e) , where ¢ =-—<——‘—

‘ ; ' © TS FAR)

keE,
represents the weight of total belief in agents’ network
topology discovery e .

Network Activity Nac : It is an understanding level
of agent for the dynamic change on the network and a
function about updating time of network topology
discovery, defined as Nac = 2" , where 0 . 1s the
rate between recent system time difference of two
network topology discovery and agent network update
cycle. 9t = (Current time —time for recent events) /
update cycle network topology discovery.

Agent Activity: It represents the moving speed of
agent in network, defined as Aac . It is a function of
S, and Nac . With network becoming gradual stable, the
activity of agent can be shown in Figure 1. We can use
the following function which denotes the relationship
between activity and two others.

Aac = Nacx 675 2)

According to the7, ., we can control the moving
speed of a mobile agent in the network, which finally
affects the network bandwidth consumption of agents.
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Fig. 1. Relationship between mobile agent speed and time

3.4. Fuzzy Energy of Sensor Nodes

Maximum communication range 4 : It is the
communication radius of sensor nodes under the
maximum transmission power.

Fuzzy network topology G,'=(E",F") : Every agent
i has a fuzzy topology G,' to save agenti’s fuzzy
energy of network. E" is the estimated energy of
remaining sensor nodes. F" is a fuzzy belief of E".

To facilitate the description of the algorithm, we
make the following assumptions: (i) Maximum
transmission power is the same for each sensor node
and communication radius can be changed by adjusting
transmission power, (ii) The initial energy of each
sensor node is the same and the position can be obtained
by position algorithms or GPS location information, (iii)
The relationship between energy consumption of
wireless communication and communication distance'’
is shown as below:

E. = kd(u,0)" +C 3)

Where E_is the energy cost, « is the transmitter
sensor node, v is the receiver sensor node, d(u,v) is
communication distance. C,k are system constants. In
IOT, m is constrained by many factors. Taken together,
take m=3.

4. Network Topology Discovery Strategy based
Energy aware and Mobile Agent - MAFEST

Although the multi-agent system for mobile
communication we researched can quickly discover the
network topology®’, the frequency of topology changes
occur in the network can make its sensitivity decrease.
We simulated it in an environment with 100 sensors
with periodically change the topology of the network.

Research on Energy-Aware

The result of simulation is shown in figure 2, the X-axis
represents how long does the network run. The Y-axis
represents the fuzzy belief of one random sensor in this
changing topology (compare the results of the paper’).
We can see a decrease of perception happened in figure
2 (close to one straight line in the end) when changing
period become 250ms.

N e
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T T T 1
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T T
11000 11500 12000

Fig. 2. Periodically topology change(every 250ms)

4.1. Algorithm formula

Fuzzy knowledge processing
Thresholds of Belief ParameterZ  : It represents if the
information obtained by mobile agent or sensor node
topology is available, values of belief parameter must be
reached. Only when the mobile agent or belief
parameters are greater than value of sensor node,
topology information carried by the mobile agent or
sensor can be trusted and used.

Belief Influence Effect’: It represents the degree of
agent’s network topology discovery knowledge
influenced by other agent or sensor’s information.

effect = Zw CF(ie,t)—wCF(i,e,;t) , where H is the

keH
agent collection for information exchange, H C M, .
And w, = CF(i,e,t) />  CF(ket) , which is the belief
keH
percentage of total network topology referring to
network discovery € in H.

Energy-aware model
Energy is usually limited by the battery power of sensor
node in IOT. In order to extend the working lifecycle of
the entire network, balance sensors’ energy needs to be
considered. We propose a network energy-aware model
based multi-agent system, which combines the features
of sensor nodes and the ideas of topology discovery. It
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can deal with frequent changes in topology caused by
situations such as energy conservation or sensor nodes’
energy exhaustion.

The calculation of this algorithm’s link weight takes
sensor communications energy and residual energy into
consideration, combining with the fuzzy knowledge
discovery. We define the process of fuzzy energy belief
exchange as F" = ZFk xr, , where 1§ the sensor
node collection of whole network, 7, =

We define process of fuzzy energy ngchange as:

R XxF"
iemr ' v
n=m
E" = ok ’ “)
iem ¥
R nm=m
m
Where 7 is the agent collection resided in sensor n; m is

network sensor number of fuzzy topology network. R
is the real residual energy of sensor obtained by Agent i .

The link weight from sensor node u to node v is
defined as:

(u,v) E 2F
d(u,v) XEZ _ OE 7 S 1
“}(u7 ’U) — ‘max v u + v (5)
00 —=>1

SIR

Where E, is the energy consumption of wireless
communication; E, is initial energy of sensor; E, / E, <1
means sensors can use the remaining energy to send one
packet, not vice versa. E, is the residual energy of the
sending sensor u; E, is residual energy of the receiving
sensor v. They all calculate residual energy using the
energy information carried by mobile agents and gained
by their own packets, where using different «, 3 weight
value. 0 < a <1,0< B <La+p8=1.

4.2. Algorithm description

The information agent of network gained
information including the information of sensor node,
which has probing packets of the network sensor node
sent them to network aiming at detecting the network
topology information. Different from the packet which
is used in the information exchange between mobile
agents, the packet is without faith and cannot identify
the trusted level of information while it can be used in
the agent for network topology discovery. We’ve
designed the query message content in the network. It
includes the packet type, number of packet and IDs of
sensor nodes that packet has passed. Moreover, basic
information of sensors that packet has passed includes
each sensor’s ID and the time leave the sensor.

Gathering up the above design and description, steps of
MAFEST algorithm is as follows:

STEP1: Each sensor sends probing packets to
neighbor sensors randomly which record the basic
information of sensors it will pass by. Each network
sensor node monitors the process of fuzzy knowledge
exchange among the mobile agents and reconstructs the
fuzzy network topology. Then update sensors’ residual
energy if a sensor finds out an obvious change of one
sensor (or edges) in the fuzzy network topology G'.

STEP2: Using mobile agents to discover topology in
the network. Each mobile agent in this network uses a
certain strategy for movement. Once it reaches a new
sensor, it collects detection packets information. While
exchanging fuzzy knowledge with other agents, it
updates the network topology knowledge among all
agents using the calculated value of belief effect-
effect and belief parameter thresholds- Z,. Whenever a
new mobile agent reaches any sensor nodes, all mobile
agents resided this sensor should exchange
knowledge with this sensor using blackboard.

STEP3: After mobile agent is wandering steadily in
the network, we use Eq. (5) as a link weight between
each network sensor to calculate its local minimum
spanning tree. Then it adjusts power according to the
local minimum spanning tree information and makes the
communication radius of each sensor satisfied the
demand of being able to reach all one-hop neighbor
sensors around it. This is a bidirectional process about
edges in addition. Furthermore, the resident time of
agent in sensors 7, shows its linear relationship with
Aac (see Eq. (2) for detail), and the belief of fuzzy
energy can be calculated through Eq. (4).

STEP4: When the agent moves from one sensor to
the next, firstly, they sort sensors and rank in routing
table respectively according to their belief value. Then,
they choose one sensor which has the minimum belief
as the destination sensor with selecting the link which
has the minimum belief as the path passed through, i.e.,
min FA(e),e€ E, .

STEPS: Agents and sensors repeat step 1 to 4 until
they exit from the network.

in

5. Simulation Model

5.1. Simulation environment

The simulation environment is a dynamic environment
has different pairs of network sensors and edges such as
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14/20, 28/46, 56/104. Link capacity is 2.0Mpbs and
simulation time period is millisecond. Assume that
sensor node generates data packets which will follow
Poisson distribution. The average size of data packets
produced is 1024 bytes.

5.2. Simulation results

After comparison, we find that the response rates of
network topology discovery are quite different by a
different number of mobile agents in the whole network.
In figure 3, Y-axis represents the percentage of sensors
known the event occurred and X-axis (A¢) represents
the time passed when the real event occur. In figure 3
with 56 network sensors, we compare the transmission
speed with the number of agents such as 8, 14, 28, ...
224 etc. The figure 3 indicates that the number of agents
can increase the speed of transmission of network
discovery. On the other hand, after a certain amount of
increase, if we continue to increase the total amount of
agents, the discovery transmission speed will decrease.

——8
——14 | |
28
—— 56
112 |
<168
224

Percentage of Total Nodes / %

T T T T T T T
0 100 200 300 400 500 600 700 800

At/ ms

Fig. 3. (Color) Influence to transmission time with different
amountof agents(The number of network sensors node: 56)

The result in figure 4 indicates that there is a
relationship between the number of agents and network
sensor nodes’ knowledge about the network
sensitiveness. X-axis (Rate) is the percentage of mobile
agents and network sensor nodes and Y-axis is the time
passed since the network changing event occurred.
While in figure 5, it describes the relationship between
number of agents and network bandwidth. The result
shows that the number of agents and the speed of
network topology discovery are in an opposite direction
while network bandwidth consuming is in a linear
relationship with the number of agents. And unit is
packets/s.
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Fig. 4. Relationship between number of agents and response
time
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0.0

T T T T T T T T T
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At/ms
—— With Residence Time---- Without Residence Time

Fig. 6. Influence of residence time on system dynamic
response time

Combining the figures 3 to 5, we find that the ratio
number of agents and network sensor nodes is about
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0.5~1(Figure 4). The bandwidth of network is changing
in the range of 250 to 600 units (Figure 5). The network
discovery transmission speed is about 200ms which is
acceptable for us in the practical application. Moreover,
we verified the influence to network bandwidth using
agent activities and fuzzy knowledge disposal in the
algorithm above. If the movement of agents between
sensor nodes is frequent, it will lead to network
congestion and prone to the loss of data packet in
transmission. By increasing the residence time of agents
in one sensor, we can control network bandwidth
effective utility rate and analyze the speed of agents’
movement to optimize the response time of network
discovery.

800 T T T T

700 +

600 -

500 +

400

Bandwidth / unit

T T T
4000 6000 8000
AV ms

——With Residenc Time ---- Without Residence Time

T
0 2000 10000

Fig. 7.Relationship between time and network bandwidth

In figure 6, the increases or decreases of  fuzzy
value indicate a network event occur in network
topology discovery, such as link crash or reconnection.
The increased time of agent residence time won’t affect
the agents’ speed of network topology discovery (For
example fuzzy belief design, see Ref.9 for more detail).
And figure 7 indicates that agents can increase their
speed when the network becomes active to find the
change of topology. It indicates that when network
becomes active, the new strategy can get a timely
response to the event of topology change, while
reducing the activity of agents to reduce network
bandwidth when network become stable.

In this paper, MAFEST algorithm we proposed also
takes the residual energy of each sensor into account,
using the fuzzy concept of energy to redefine the link
weight between edges w(u,v) . The simulation later
compares the MAFEST result with the traditional
LMST algorithm. Traditional LMST algorithm only

considers energy consumption of sensors as the link
weight when building a local minimum spanning tree.
Without consideration of energy balance, this may lead
to a bottleneck of sensor rapid death due to network
overload.

In this experimental environment, we build an
environment with 56 sensors and each sensor has the
same initial energy. Comparing two experiments, we
find that the MAFEST algorithm, for topology change,
has obvious advantages over the LMST algorithm in

sensitivity and energy.
——MAFEST
—— LMST

100 o

80

B0 -

40 -

20

Update Percentage Completion/%

T T T T T T T
9500 10000 10500 11000 11500 12000 12500

tms

Fig. 8. (Color online) Percentage of topology update
completion in sensor node observed

When 11000 milliseconds passed in this simulation,
we randomly selected one sensor in the network to
observe the speed of update percentage completion,
after manually changing the network topology structure
to make one pair of network sensors from not connect to
connect. In the figure 8, X-axis represents how much
time the entire network had run and Y-axis represents
the completed update percentage of the observed sensor
to new network topology. It can be seen that MAFEST
algorithm’s speed is a bit faster than the LMST
algorithm.

In figure 9, this graph describes the change of the
percentage of sensors, which know the change of
network topology, in all sensors of the network with
time passed by. X-axis represents the whole time passed
when we started this simulation and Y-axis represents
the total percentage of sensors which found the event
occurred. There is a high slope in LMST and a big
advantage in MAFEST. The main reason for this big
advantage is that LMST algorithm updates network
topology information by broadcasting HELLO packets
and the broadcast radio frequency can’t be too frequent
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(severe impact on the effective bandwidth usage of the
network) which will slow the network topology
response. The algorithm of MAFEST uses the process
of mobile agent migration to update the topology
information, therefore, bandwidth usage is much less
than LMST algorithm and the same with the speed of

getting topology information.
—— LM&T

100

40 4

Percentage of Total Nodes/%

)

T T T T T T
11000 11200 11400 11600 11800 12000

tms

Fig. 9. (Color online) Sensor node percentage of the entire
network about entire network topology gained

——MAFEST
——LMST

500 -

BandWidth/Unit

Fig. 10. (Color online) Bandwidth consumed by network
topology maintenance

Figure 10 is one graph that indicates the bandwidth
consumed with time passed in order to maintain the
network topology in one fixed period of the simulation.
X-axis represents the time passed since simulation
begins, and Y-axis represents the network bandwidth
consumed. Mobile agents cost less bandwidth which can
save energy consumption of network sensor nodes
implicitly.

Figure 11 shows the percentage of the remaining
sensors in the network sensor with time passed by. The
percentage of the remaining sensor nodes for MAFEST

Research on Energy-Aware

is higher than LMST algorithm. In LMST algorithm, the
sensor nodes begin to die at the 108th seconds, while
MAFEST at 130th which effectively reduces the energy
consumption of the whole network.

100

—— MAFEST
—— LMST
90
80
70 o
60
50

40 -

Survival Rate/%

30

20 4

T T T T
120 150 180 210

t's

Fig. 11. (Color online) Percentage of the remaining sensor
nodes

—=—MAFEST
—— LMST

Throughput/ipackets’s)
3 8 8 5 3 2
L L 1 1 1 L

=)
I

T T
100 150

t's

200

Fig. 12. (Color online) Network throughput

Throughput is the radio of the packets amount sent
to destination and time consumed. This experiment
started to send data packets to each other at the 22th
second since simulation began and got the result in
figure 12, where X-axis represents the time passed, and
Y-axis represents the throughput. At the beginning of
figure 12, the throughput of two algorithms just is
straight up and reaches a stable state. Then, with
sensors’ energy exhausted, both algorithms’ throughput
decrease. LMST sensors firstly begin to die so
reasonably the throughput in LMST will be the first to
begin decrease.

Mailing rate is defined as the radio of total data
packets received and the total data packets sent.
Compared with the mailing rate of two algorithms, in
figure 13 X-axis represents time passed in network, Y-
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axis represents the mailing rate for the entire network.
The mailing rate curves of two algorithms the remained
the same at the beginning, but mailing rate of LMST
begins to decrease due to the early death of its sensors.

—=—MAFEST
—— LMST

100 +
Mm’aw‘\

Mallling Rate/%

t/s

Fig. 13. (Color online) Network mailing rate

6. The Conclusion

This paper holds the essence of Internet of Things
topology discovery and uses a robust mobile agent
model which can produce proper number of agents
according to different network conditions in the mobile
agent network. A mobile agent can use the designed
strategy to move and interact with each other in Internet
of things based on wireless sensor nodes. This algorithm
does not depend on the network sensor node
collaboration without increasing the network burden,
which meet the needs of limited bandwidth and other
resources. Meanwhile, in order to extend the network
lifetime, we should try to ensure that wireless sensors
energy consumption is relatively balanced. The
distributed topology algorithm we have proposed uses
the method of adjusting transmission power of network
sensors which have fuzzy energy feature.
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