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Abstract. With the rapid development of the modern Internet, e-commerce has been greatly 

promoted. The advantages of e-commerce gradually appear, as a result, virtual enterprise, virtual 

bank, Internet marketing, online shopping, online payment, online advertising business and a large 

number of new business which have never been heard of before are familiar to and identified by 

people. These new business also reflect from the other side that the e-commerce is influencing the 

society and economy. E-commerce is changing people's life and the development process of the 

whole society. At the same time, the problems of network security have become the most important 

issue of e-commerce, in which confidentiality, integrity and non repudiation become the key to the 

security of e-commerce. To achieve complete e-commerce, many aspects should be considered. In 

addition to buyers and sellers, the banks or financial institutions, government agencies, certification 

bodies, distribution centers and other institutions should also be involved in e-commerce activities. 

Since the parties involved in e-commerce do not meet each other in physical place, so the whole 

process of e-commerce is not like the business activity in the physical world. Online banking, 

online payment and other conditions, as well as data encryption, digital signature and other 

technologies play an important role in e-commerce. 

Introduction 

With the development of the Internet technology, e-commerce has gradually become a new 

business mode for people. But due to the openness of the Internet and other factors, the security 

problem of e-commerce has been one of the important reasons that block the further development of 

e-commerce. The security problems of e-commerce mainly include the interrupt and paralysis of the 

system, information stealing, information tampering, information counterfeit, repudiation of 

transaction behaviors and other aspects, which can be divided into bottom physical system security 

and upper business logic system security from the perspective of logic. The bottom physical system 

security mainly refers to the security of the computer network system that supports the operation of 

the e-commerce system. The upper business logic system security mainly refers to the security of 

the e-commerce transaction which ensures the smooth development of e-commerce activities on the 

Internet. E-commerce transaction security problem refers to the information security of e-commerce 

transaction process. The security requirements contain confidentiality, integrity and non repudiation 

of information, as well as the certainty of the transaction identity. To ensure the security of 

electronic information security has become a hot issue in the present study. Encryption technology 

is an important technology of data security in e-commerce, which plays a very important foundation 

role to ensure confidentiality, reliability and review ability of business data communication. 

Unsafe Factors in E-Commerce Transaction 

When the traditional business models are used in the Internet, many security problems appear. 

The openness of the Internet brings many risks for online transaction, therefore, there are several 

security requirements as follows: first, the confidentiality of information; second, the certainty of 

the transaction identity; third, the non repudiation of information; fourth, non repairable. In the 

e-commerce transaction process on the Internet, transaction security is the core and key problem. 

Generally speaking, there are the following security risks in business security: 
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Stealing Information. If encryption is not used, when data information is delivered on the 

Internet in clear text, intruders can intercept the information at the gateway or router when the 

packet data passes. By repeatedly stealing and analysis, the rules and formats of the information can 

be found and the contents of the information can be obtained which causes the leakage of the 

transmission of information. 

Tampering Information. In the process of transmission, the electronic transaction information 

may be modified, deleted or reproduced illegally by others, which makes the information lose 

authenticity and integrity. 

Counterfeit. By mastering data format and tampering information, the attacker can counterfeit 

legitimate users to send counterfeit information or take the initiative to obtain information, and the 

remote user is difficult to distinguish. In addition, the third party is likely to counterfeit the identity 

of the transaction party to destroy the transaction or destroy the credit of the party which is 

counterfeited or steal the transaction results of the party which is counterfeited. 

Malicious Damage. The computer network is vulnerable to the destruction of some malicious 

programs, which causes the destruction of e-commerce information, since the attacker can assess 

the network and modify the information in the network or hide in the network which is more 

serious.  

Data Encryption Technology and Its Algorithm 

There are two methods to design a high density cryptographic algorithm, in which one is to study 

all the possible solutions for all code analysis, and then to design a set of rules to defeat any one 

algorithm of these solutions and to construct an algorithm which can resist these solutions; the other 

one is to construct some algorithms. It is needed to solve some problems before decrypting these 

algorithms and these problems are considered unsolvable. This paper will introduce DES algorithm 

which belongs to the first one, while RSA belongs to the second. 

According to whether the encryption key is public or not, encryption technology can be divided 

into two kinds of systems. The first is a symmetric encryption key system whose encryption key 

and decryption key are the same. For security, the key should be regularly changed. Symmetric 

algorithm is fast, so it is widely used when dealing with large amounts of data. The focus is to 

ensure the security of the key. Typical algorithms are DES and all kinds of deformations (such as 

Triple DES), IDEA, RC4, RC5 and the classical passwords (such as substitution passwords and 

cipher passwords), etc. Among these symmetric passwords, the most important is DES passwords. 

The second is the public key system and there is a public key which is public and a private key 

which is private. The public key and the private key have one-to-one relationship. The data 

encrypted with the public key can only be unlocked by the private key. The efficiency is lower than 

that of the symmetric encryption key system. The typical algorithms are RSA, knapsack passwords, 

Elliptic Curve, ElGamal algorithms and so on. The most representative and the most influential 

algorithms of the two systems which are DES and RSA are selected. 

RSA Algorithm. RSA uses two encryption keys, one is the public key (the following is 

expressed as PK), one is the private key (the following is expressed as SK). The text is divided into 

blocks during encryption. The size of blocks is variable, but not more than the length of the 

encryption key. RSA turns the text into ciphertext with the same size of encryption keys. In general, 

the higher the security level is, the larger the key will be selected. The lower level of security is, the 

smaller the number will be selected. RSA security depends on the decomposition of large numbers, 

but it should be noted that whether it is equivalent to the decomposition of large numbers has not 

been proved theoretically. There is no proof that to decrypt the RSA must have a large number of 

decomposition. 

DES. DES encryption uses the traditional method of transposition and replacement. In control of 

56 bits key, 64 bit plaintext block is transformed into 64 bit ciphertext block. The encryption 

process includes 16-round encryption iterative and product cipher mode is used in each round. 
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In application, DES and RSA are generally combined with each other. DES has high encryption 

efficiency. The problem of encryption key storage should be solved, since the encryption key is 

easy to be leaked in transmission.  

Application of Encryption Technology in E-Commerce 

Digital Envelope. Digital envelope is a typical application of symmetric key encryption 

technology and asymmetric key encryption technology to ensure the confidentiality of information 

in e-commerce transactions. The application principle is the information sender encrypts the 

information by symmetric encryption key, and encrypts the symmetric encryption key by the public 

encryption key of the receiver (which is called the digital envelop). Then the symmetric encryption 

key and the encryption information should be sent to the receiver. The receiver opens the digital 

envelope with the corresponding private encryption key to get the symmetric encryption key, and 

then uses the symmetric encryption key to decrypt the information. The principle of applying digital 

envelope for information transmission is as shown in Fig. 1. 

 

 
                  

 Figure 1.  Applying digital envelope for information transmission 
 

Digital envelope does not only have the flexibility of the public encryption key but also the high 

efficiency of the symmetric encryption key. In the process of e-commerce transactions, a number of 

important short information, such as bank accounts, passwords, etc. can be transmitted in a digital 

envelope. 

Digital Summary and Digital Signature. The digital summary is to get the information string 

with fixed length to the information according to some mathematical algorithm (such as hash 

algorithm). The information string and the original information are correspondence, which means 

the digital summary produced by the same information must be the same and the digital summary 

produced by different information must be different, which is like human fingerprints. Digital 

summary is also known as digital fingerprints. The application principle of digital summary is that 

the sender sends the original information and the digital summary produced by the original 

information to the receiver, the receiver computes the received original information by the same 

algorithm and produces digital summary which will be compared to the received digital summary. 

If the new digital summary is the same as the original information, it means the original information 

is not changed in the transmission process. Otherwise, the original information is changed.  
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Conclusion 

Data encryption technology is the basic mean to realize the security of e-commerce transactions. 

The relevant applying technologies, such as digital envelope, digital summary, digital signature, 

digital time stamp, digital certificate and security transaction protocol based on data encryption 

technology realized the confidentiality, integrity and non repudiation of information, as well as the 

certainty of transaction identity in the security of e-commerce transactions, and standardized all 

parties involved in e-commerce activities and the application of security technologies. At present, 

there are still many scholars who continue to study and improve the data encryption technology. 

With the continued progress, the data encryption technology will better ensure the security of 

e-commerce and will promote the smooth development of e-commerce.  
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