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Abstract. To solve the transmission problemof physical layer security(PLS) in relay 

cognitive radio network (CRN), this paper investigates the PLS transmission scheme 
of multiple relays CRN, which contains two pairs of secondary nodes without direct 

link each other. Compared with the model that consists ofa pair of secondary node 
users and a single relay in terms of theoretical analysis and optimization, the proposed 
scheme is more complicated. To maximizethe joint secret rate of the secondary 

users,power allocation of the twosecondarysource transmission node 
withbeamforming andartificial noise assist (PBNAS) is obtained. Furthermore, 

exploiting the semidefinite programming theory (SDR) and the successive convex 
approximation (SCA) method, the original complex nonconvex problem is 
transformed into a convex optimization problem, and the iterative procedure is 

summarized.Finally, the security transmission rate versus different number relays 
andrelays total power is simulated. The simulation results show that the security 

performance of the PBNAS scheme is the best. 

Introduction 

Cognitive radio technology aims at improving spectrum efficiency and alleviating 

spectrum resource scarcity. This technology allows non-authorized users (secondary 
users) to share legal frequency band with authorized users (primary users) as long as 

the former doesn’t affect the later, thus it improving spectrum efficiency substantially. 
Nevertheless, the openness of the CRN structure makes it more likely to suffer the 
threat of security comparing to the traditional wireless network.[1,2] Under such 

circumstances, more attentions are paid to PLS technology for the sake of dealing 
with the security problems in the CRN. [3,4,5] Relay CRN faces more security threats 

than ever. Bibliographies [4,5] summarized the process of researches in this field.  
Nowadays, the researches of CRNPLS transmission scheme mainly focus on relay 

selection [10,11,12,13,14] and relay beamforming [15,16]. There is also some 

research work reported in Chinese journals [6,7,8,9]. Given that relay beamforming is 
an important method of PLS, this paper mainly researches the CRNPLS transmission 

problems based on relay beamforming. There is a pair of nodes and some relay nodes 
in the bibliographies [10,11,12,13,14], but they just select the best one of the relays to 
transmit signal. Although bibliographies [15,16] mainly concern about CRNPLS 

transmission schemes with multi-relay collaboration, they concern only the condition 
of a pair of secondary users. The optimal aims of them are to receive the required 

signal to noise ratio (SNR), while sacrifice the secure transmission performance of the 
system. 

In the CRN, because of the openness of the wireless network, the data is likely to 
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be eavesdropped in the transmission, and because of the landform, the weather and so 
on, there is not direct link betweensourceand receiving node, so the transmission of 

relays collaboration is necessary. In fact, there are many cognitive nodes in the 
networkthat need to send informationat the same time, and relay nodes can’t deal with 

the received information one by one. Therefore, it is necessary to study the security 
transmission scheme of multiple relays with beamforming and artificial noise under 
the constraint of the main user's interference temperature and to ensure the safe and 

effective transmission of the data.Based on the analysis above, one eavesdropper node, 
two pairs of secondary nodes and some relays are included in this paper and assumes 

all nodes in model with only one antenna. It aims at maximizing the joint secrecy rate 
of two secondary nodes. We notice that bibliographies [17,18] study the optimization 
of secure rate under relay power constraint. This paper expands its research field in 

the condition of multiple relay CRN, which makes theoretical analysis more 
complicated. Because the joint secrecy rate is a nonconvex problem, this paper 

combines (SDR) and (SCA) to transform the original nonconvex problem into the 
convex problem. Then reaching the process of iterative algorithm. In the end, after the 
stimulation of secrecy rate of different total power and number of relays, comes to the 

conclusion that the security performance of PBNAS in this paper is the best. 

System Model 

The model of CRNis displayed in Figure1. This system includes two secondary users’ 
source nodes (S1,S2), some relays, two secondary users’ destination nodes (D1,D2) and 
one primary, as well as one eavesdropper. 

Assuming that there is no direct link between secondary users’ source nodes and 
primary, secondary users’ destination nodes, that is to say, there doesn’t exist the path 

S1-P,S1-R,S2-P,S2-R. Every node has only one antenna, and the noise value of every 
node is white Gaussian noise. The channel gain vector of S1-R,S1-E,R-D1 is expressed 
asg1,e1,g2, the channel gain vector of S2-R,S2-E,R-D2is expressed asf1,e2,f2 and the 

channel gain vector of R-P is expressed ash. 
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Figure 1. System model 

We adopt the scheme of the two processes withrelaysamplify and forward 
combining beamforming and AN assist. In the first process, the two secondary source 

nodes broadcast messages. In the second process, relays adopt the method of 
beamforming transmitting the received message and AN. In both two processes, the 

eavesdroppercan eavesdrop the signals. This paper let x1 and x2 represent the desired 
emission signal of S1 and S2. Making x1 and x2 own unit power,without loss of 

generality
2 2

1 2E{| x | } E{| x | } 1  . 
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The signal vector received by the relay in the first process:  

1 1 2 2P x P x  R 1 1 1y g f n .                                        (1) 

1 2 N

H

R R R R[ , , ]y , y y y , 
NRy  means the received signals of the Nth relay node. 1P ,

2P means the transmission power of the two secondary nodes. AP denotes the total  

power of transmitting nodes.  is the allocation coefficient. [0,1]  ,in fact

1 AP P ,  2 1 AP P   

The signal vector received by the eavesdrop nodes in the first process:  

E1 1 1 2 2y P x P x  1 2 e1e e n .                                        (2) 

In the second period, relays amplify and forward the received signals and transmit 

the ANto disordereavesdropper. Let a andb be one-dimensional column 
vector( N 1 ).Because of diag( ) diag( )b a a b , we can get the relay transmitting signal: 

1 1 2 2 1

1 1 2 2 1

( P x P x n )

P diag( ) x P diag( ) x n .

   

   

R 1 1

1 1

x W g f z

g w f w W z
                         

(3) 

In the equation, diag( )W w ,  
H

1 2 Nw ,w , ,w w is the vector of beamforming, 

and z is the vector of the ANthat relays transmit, which follows the zero mean 

Gaussian distribution, that is, (0, )CNz Σ , Σ is the covariance matrixof the AN z .
H H[ E( )][ E( ) ]} E{ }E{    z z z z zzΣ , Σ 0 means that Σ is Hermitian Conjugate 

Matrix,so the total power consumption of relays: 

H

R 1

2

2 1

P Tr(P diag( ) diag( )) Tr( )

Tr(P diag( ) diag( )) Tr( ) .

  

 

1 1

1 1

g W g zz

f W f W
                              (4) 

In the expression, HW ww  and Tr means the trace of the matrix. 

The signal transmitted by relays and received by primary user is H

P Ry  h x .Making 
H Hdiag( )

1g 1
h h g , H Hdiag( )

f1 1
h h f ,and because of diag(diag( )) W WW , thus the 

interference temperature that the primary usersuffers: 

H H 2 H H

P 1 2 rI P P diag(diag( )) Tr( ).   
g1 g1 f1 f1

h Wh h Wh h W h h Σh              (5) 

The signals that the first and second node receives: 

1 2

H H

D 1 D 2, .   
2 2

g fR r R ry x n y x n                                     (6) 

The signal that the eavesdropper receivesin the second process: 

2

H

E R e2y x n . l                                                   (7) 

Joint Beamforming and AN  

Bring (3)in (6). To simplify the equation, making
H Hdiag( )
2g

1
2 1g g g , 

H Hdiag( )
2f

1
2 1g g f ,

H Hdiag( )
2g

1
2 1f f g ,

H Hdiag( )
2f

1
2 1f f f ,

H Hdiag( )
g
1

1l l g ,
H Hdiag( )
f
1

1l l f . We can get the 

SNR of twosecondary destination nodes: 
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1

H

1

D H H 2 2 H

2 r1 r

P

P diag(diag( ))
 

  

2g 2g
1 1

2f 2f
1 1

2 2 2 2

g Wg

g Wg g Σg g W g
.                   (8) 

2

H

2

D H H 2 2 H

1 r2 r

P

P diag(diag( ))
 

  

2f 2f
1 1

2g 2g
1 1

2 2 2 2

f Wf

f Wf f Σf f W f
.                  (9) 

From (2) can get, the SNR of eavesdropperin the first process: 

11 12

1 2
E E2 2

2 e 1 e

P P
.

P P
   

 

2 2

1 2

2 2

2 1

e e

e e
，                                     (10) 

From (7) can get, the SNR of eavesdropperin the second process: 

21

H

1

E H H 2 2 H

2 e2 r

P

P diag(diag( ))
 

  

g g
1 1

f f
1 1

l Wl

l Wl l Σl l W l
.                      (11) 

22

H

2

E H H 2 2 H

1 e2 r

P

P diag(diag( ))
 

  

f f
1 1

g g
1 1

l Wl

l Wl l Σl l W l
.                      (12) 

Adoptingmaximum ratio combining,so secrecy rate of two secondary nodes: 

1 1 1 1 11 21S D E 2 D 2 E E

1 1
R ( ) R R log (1 ) log (1 ).

2 2
         W,Σ

              
(13) 

2 2 2 2 21 22S D E 2 D 2 E E

1 1
R ( ) R R log (1 ) log (1 ).

2 2
         W,Σ

             
(14) 

Let H 2 H H 2

2 r r1A P W diag(diag( ))   
2f 2f

1 1
2 2 2 2g g g W g g Σg , 2

2 eB P 2

2
e ,

H

1C P
g g
1 1

l Wl , 
H 2 H H 2

2 r e2D P diag(diag( ))   
f f
1 1

l Wl l W l l Σl , H

1 2C P
f f
1 1

l Wl  

H 2 H H 2

1 1 r r2A P diag(diag( ))   
2g 2g

1 1
2 2 2 2f Wf f W f f Σf , 2

1 1 eB P 2

1
e

H H 2 2 H

1 1 e2 rD P diag(diag( ))   
g g
1 1

l Wl l Σl l W l ,then get secrecy rate: 

1

H
2

1
1 1

S 2 2

P A P e D + CB + BD1 1
R ( , ) log ( ) log ( ).

2 A 2 BD


 

2g 2g
1 1

g Wg
W Σ

           
(15) 

2

H
2

2 1
2 2 1 1 1 1 1

s 2 2

1 1 1

P A P e D + C B + B D1 1
R ( , ) log ( ) log ( ).

2 A 2 B D


 

2f 2f
1 1

f Wf
W Σ

        

(16) 

Scalar coefficient 1/2 is gained because when relay mode transmission is adopted, the 
source and the relay use half of time. 

The joint secrecy rate is
1 2S SR R ,the interference temperature is 

maxI and the tota l 

powerlimit is
maxP , our optimization goal can be expressed as follows: 

S1 S2
( )
max( )
W,Σ

R R
                                                   

(17) 

S.t.  
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max R max P, , 0. rank( ) 10, .  W Σ W P P I I  

The above formula is a function of beamforming weighting matrix W and 
theANcovariance matrix Σ . Under the condition that the total power of the source 

node AP , the total power of the relay node
maxP and the interference temperature of the 

primary user 
maxI is fixed, the secrecy rate cangrow to the maximum by jointly 

optimizing W and Σ . Since the original objective function is a complex nonconvex 

function, the solution is quite complex. So we use the SCA and SDR to get the 
optimal solution. 

The Joint Beamforming and the AN scheme of the SCA 

From above expression one can get: 

H
2

1
1

2 2

H
( )

2 1
2 2 1 1 1 1 1

2 2

1 1 1

1
(log ( ) log ( ))

2
max

1
(log ( ) log ( ))

2

1

2

P A Pe D+CB+ BD

A BD

P A P e D +C B + B D

A B D

 
 
 
 
   
 

2g 2g
1 1

2f 2f
1 1

W,Σ

g Wg

f Wf

             

(18) 

S.t.  

max max 0, , , .0  W Σ R PP P I I
                                    

(18a) 

rank( ) 1.W                                                     (18b) 

Firstly, SDR[19,21] is used to eliminate the nonconvex constraint of rank 1 (18b). 

However, the objective function is still a complex nonconvex function, then we 

introduce the exponential function ex . 

1

1 . 
2g 2g

1 1

H
g Wg

x
e P A                                               (19a) 

2 .
x

e A                                                         (19b) 

3 .
x 2

1 1e Pe D+CB+ BD                                             (19c) 

4 .
x

e BD                                                       (19d) 

1

2 1. 
2f 2f

1 1

H
f Wf

y
e P A                                              (19e) 

2y

1.e A
                                                        

(19f) 

3

2 2 1 1 1 1 1.
y 2e P e D +C B + B D

                                          
(19g)

 

4

1 1.
y

e B D
                                                       

(19h)
 

 Because of the
2

H 0g w ,we can get:  
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1 2

3

4

2 2

1 1

2 2 2 2

2 2 2 2

2 2

2 e e2

, .

( ) .

( ) .2

2e

 

  

 

x x

r r

x 2

1 1 e e e

x

e e

e Pe P e

e P

 

  

 
                                        

(20) 

The total power of the system is constrained, therefore 3 31 2 4 1 2 4, , , , , , ,
x yx x x y y y

e e e e e e e e

will not be infiniteso
1 2 3 4 1 2 3 4, , , , , , ,x x x x y y y y are bounded. In order to replace the 

nonconvex expression (18) with the expression in (19), we do as following 

2
( , , ,i (1,2,3,4))

1
max ( (( ) ( )) log (e))

2i i

1 2 3 4 1 2 3 4
W x ,y

x x x x y y y y
 

      
           

(21a) 

S.t.  

(18a)                                                            

1

1 . 
2g 2g

1 1

H
g Wg

x
P A e

                                              
(21b) 

2 .
x

A e                                                         (21c) 

3 .
x2

1 1Pe D+CB+ BD e
                                            

(21d) 

4 .
x

BD e                                                        (21e) 

1

2 1 . 
2f 2f

1 1

H
f Wf

y
P A e

                                             
 (21f) 

2

1 .
y

A e
                                                       

(21g) 

3

2 2 1 1 1 1 1.
y 2e P e D +C B + B D

                                         
(21h) 

4

1 1.
y

e B D                                                      (21i) 

As shown in (21), theoriginal objective function has been transformed into a 

convex function, and the equation in (19) has been replaced by inequalities (21b) to 
(21i). It can be verified by the monotonicity of the objective function that optimal 
values will be obtaineduntilall the equations from(21b) to (21i) hold. 

1 1, , , , ,1A A C C D D contain ,W Σ . We can adjust the value of 1 1, , , , ,1A A C C D D

acquiring the suitable 1 2 3 4 1 2 3 4x ,x ,x ,x , y , y , y , y Depending on the value abovethe 

maximum value of objective function can be obtained 

But the constraint condition of (21c), (21d),(21g) (24h) are stillnonconvex. In order 

to convert these nonconvex constraints into convex constraints,let W,Σ  be thefeasible 

solution in (21). Using W,Σ  replace W,Σ in 1 1 1, , , , ,A C D A C D ,so we can get

1 1 1, , , , ,A C D A C D     , then the expression in (19) is replaced by below: 

2 ln( ). x A
                                                        

(22

a) 
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3 ln( ).   2

1 1x Pe D+CB+ BD
                                           

(22b) 

2 1ln( ). y A
                                                       

(22c) 

3 1 1 1 1 1ln( ).   2

1 1y Pe D +C B + B D
                                         

(22d)
 

The nonconvex constraint in (21) is extended with a first-order Taylor series [20] 

2

2( 1).  
 x

2A e x x
                                               

(23a) 

3

3 3( 1).  
 x2

1 1Pe D+CB+ BD e x x
                                    

(23b) 

2

1 2( 1).  
 y

2A e y y
                                               

(23c) 

3

2 2 1 1 1 1 1 3 3( 1).  
 y2P e D +C B + B D e y y

                                 
(23d)

 
All of expressionin (23)are first-order linear function, they meet the requirements of 
convex optimization, so the optimization problem in (21) can be rewritten as follows: 

2
( , , ,i 1,2,3,4 )

1
max ( (( ) ( )) log (e))

2i i

1 2 3 4 1 2 3 4
W x ,y

x x x x y y y y
 

      
（ ）             

(24) 

St (21b),(23a),(23b),(21e),(21f),(23c),(23d),(21i) 
Problem (24) is a convex optimization problem, you can use CVX [21] toolbox, to 

solve the above problem. 

SuccessiveConvex Approximation[20] 

Letting 2 3 2 3[n], [n], [n], [n], [n] [n]x x y y W ,Σ      be the value that 2 3 2 3, , , ,   x x y y [n], [n]W Σ 

iteraten times, welet 1 1 1, , , , ,A C D A C D      which contains( [n] [n]W ,Σ  ) to be described as

           1 1 1, , , , ,A n C n D n A n C n D n     . 

Replacing (23c),(23d),(23g),(23h)with below: 

   2

2( 1)
x n

2A e x x n  
 

                                          
(25a) 

   3

3 3( 1)
x n2

1 1Pe D+CB+ BD e x x n  
 

                               
(25b) 

   2

1 2( 1)
y n

2A e y y n  
 

                                          
(25c) 

   3

2 2 1 1 1 3 3( 1)
y n2P e D +C B+ BD e y y n  
 

                              
(25d) 

The optimization question (24)can be converted as: 

                 

2
( , , ,i (1,2,3,4))

1
max ( (( ) ( )

S .t.

21b

) log

, 25a , 25b , 21e , 21f , 25c ,

(

 

e)

25

)
2

18d , , a21i

 
      

i i

1 2 3 4 1 2 3 4
W x ,y

x x x x y y y y

          

(26) 

In the continuous convex approximation, 2 3 2 3[n 1], [n 1], [n 1], [n 1]x x y y       is 
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obtained by the previoussolution [n] [n]W ,Σ  .Therefore, reaching the following 

expression: 

2[n 1] ln( [n])x A  
                                                (27a) 

3[n 1] ln( [n] [n] [n])2

1 1x Pe D +C B+ BD   
                               (27b) 

2 1[n 1] ln( [n])y A  
                                               (27c) 

3 1 1 1[n 1] ln( [n] [n] [n])2

1 1y Pe D +C B+ BD   
                             (27d) 

Let 2 3 2 3[n 1], [n 1], [n 1], [n 1]x x y y        be 2 3 2 3, , ,x x y y  and bring them in(26), one can 

reach    1 , 1n n W Σ  , then the newly obtained optimal beamforming matrix and 

artificial noise covariance matrix from (27). The above operation is repeated until the 
optimal value of the objective function converges. 

According to 3.1 and 3.2 discussed above, the algorithm can be summarized as below: 
1. Get a set of feasible vectors w and z which can meet(26) 

2. Letting    H H0 0 W ww ,Σ zz  and settingn=0; 

3.Loop: Put the valueinto (27) thenobtain 2 3 2 3[n 1] [n 1] [n 1] [n 1]x x y y      ， ， ， , at the 

same time bring it in (26) to get. At this moment, we make n=n+1 can get

   n nW ,Σ  ,and then bring them into the (27), continuously in accordance with the 

above method, until    -1op n op n   , at this time, the optimal beamforming 

matrix and AN covariance matrix can be obtained. 
4. If the rank of the resulting beamforming matrix is 1, then the decomposition can be 

done directly through
H * *

W (w )(w ) . If the rank is not 1, an approximate solution of 

rank 1 can be obtained using the Gaussian random method mentioned in [7,15]. 

Notice: In simulation may occur ( ) 01 2 3 4x x x x    or ( ) 01 2 3 4y y y y    .The 

reason for this condition is that the link gain of the first or second cognitive user to the 
eavesdropper is much better than the link gain to other nodes, resulting in 

eavesdropper gaining more information than the destination node.In order to ensure 
the security of transmission, when secrecy rateof oneuse is negative, this node won’t 
sends information anymoreand all the power is allocated to another user. 

Simulation Results and Performance Analysis 

In this section, this paperuses proposed scheme (PBNAS) to compare with the 

beamforming scheme (BS) [15], the null space artificial noise aided and beamforming 
scheme(NABS) [9] and the common artificial noise and beamforming scheme (ABS) 
[7]. In the simulation, the CVX toolbox is used to solve the SDP problem. Assuming 

that the channel is Rayleigh channel, the gain follows independent Gaussian 
distribution with mean 0 and variance 1.The noise power of all nodes is 0dBm. The 

remaining simulation parameters are illustrated in each simulation diagram.  
Figure 2 isthe relation between the number of iteration and convergencewhen we 

use SCA.In the simulation, the transmitting power of the two secondary nodes is fixed 

at 5mW, the total transmission power of relays is 5dBm, 15dBm, 25dBm, the 

interference temperature is 0dBm(
maxI =0dBm)and the number of relays are 
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7(NR=7).This paper does 800 times independent Monte Carloexperiment. From the 
simulation diagram we can get that total transmit power is higher and the total 

security rate is also higher. After 5 times iterations, the value is stable, and through 15 
iterations, the value converges. Therefore, in the following simulation, the number of 

iterations are set to 15 times. And the maximum value of 15 iterations is taken as the 
optimal value. 

 

Figure 2. Secrecy rate versus number of iterations 

Figure 3 showsthe relation between number of relays and secrecy ratein four 
transmission schemes. Set 

maxP =50mW, 
maxI =0dBm, except the scheme of power 

allocation, other schemes set P1 = P2 = 5mW. In general, with the increasingof relays’ 
number,secrecy rate is also increasing. This is because increasing the number of relays 

is equivalent to increasing the number of antennas, just as increasing the gain of the 
array.So information destinations receive information is greater than eavesdropped. 

When the number of relays reaches 18, the secrecy rate will not be improved 
obviously. The reasonis when the relay increases to certain number,the array gain is 
quite obvious and the number of relay has little effect on secrecy rate. From figure 3 

we can get that PBNAS has better securityperformance than other schemes. 

 

Figure 3. Secrecy rate versus number of relays Figure 4.Secrecy rate versusdifferentpower 

Figure 4 is the relation between total relay power and secrecy ratein four transmission 
schemes. This paper sets NR=7, 

maxI = 0dBmin the simulation. From the figure, we can 

see with less total power, the maximum secret rate is similar in the four schemes. 

However, as the total power increases, the secret rate increases too. With total power 
increasing relays will have enough energy to send artificial noise to interfere the 

eavesdropper nodes, but when the total power reaches 20dBm, the secret rate will 
stabilize. In general, BS's performance is worse than the other schemes. In PNABS 
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this paper adopts global search method with step of 0.01 to allocate power, the better 
the coefficient of the node can be allocated more power, while reducing the 

eavesdropping ability in the first phase. In summary, the PBNAS is best.  

Conclusion 

This paper researches the PLS transmission scheme in the CRN of multiple replays 
with two pairs of secondary nodes without direct link. A joint optimization 
schemewhich based on the SDP and the SCAis proposed, the original complex 

nonconvex problem is transformed into a convex optimization problem. Then the 
paper doesa global search to get optimal transmission power, at the same time 

optimize the artificial noise covariance and the beamforming vector to obtain the 
optimal secrecy rate. The results of simulation show that the PNABS scheme owns 
the best security performance. Next we will consider power efficiency and further 

improve physical layer security through the collaboration of secondary user with 
primary users. 
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