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Abstract-in this paper, we consider the problem of non-
regenerative two-way secure relay beamforming (SRB) for
cognitive radio network (CRN) under the background of the
simultaneous wireless information and power transfer
(SWIPT). Our objective is to maximize sum rate under the
transmit power constraint at the relay, energy harvesting (EH)
constraint at the EH device and the interference constraint
from secondary user (SU). The formulated problem is a non-
convex problem. We firstly propose a two-dimensional (2D)
search scheme which provides an upper bound to the
formulated problem; for decreasing the computation
complexity, we propose a sequential parametric convex
approximation (SPCA) based iteration scheme and obtain a
local optimal solution. Simulation results have shown that
SPCA based iteration scheme performs almost close to 2D
search schemes, and has lower computation complexity.
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. INTRODUCTION

The need for the efficient use of the scarce spectrum in
wireless applications has led to significant interest in the
study of cognitive radio system. One possible scheme for
the operation of the cognitive radio network is to allow the
secondary users to transmit concurrently on the same
frequency band as the primary users when the resulting
interference power at the receivers is kept below the
interference temperature limit [1]. The problem of secure
transmission in the presence of an eavesdropper was first
studied from an information-theoretic perspective in [2]
where Wyner considered a wiretap channel model.
Simultaneous wireless information and power transfer,
which belongs to energy harvesting (EH) techniques, is a
promising approach to solving the energy scarcity problem
in energy-constrained wireless network. Motivated by the
benefits of multi-antennas techniques, SWIPT for multiple-
input-multiple-output (MIMO) and multiple-input-single-
output (MISO) broadcast channels was investigated in [3]-
[4]. The SWIPT schemes for two-way relay OFDM were
studied in [5]. However, to the best of our knowledge, the
research on secure relay beamforming in non-regenerative
two-way relay cognitive radio networks is missing.

In this paper, the eavesdropper’s CSl is perfect at the
relay and the sources. In order to solve our formulated
problem, we firstly propose a two-dimensional (2D) search
scheme; however the computation complexity is high.

Motivated by decreasing the computation complexity, we
propose a sequential parametric convex approximation
(SPCA) based iteration scheme.

The organization of the paper is as follows. In the
Section Il, we present the system model of the two-way
wiretap channel with one two-way relay node and one
eavesdropper. In the Section Ill, two different schemes, 2D
search scheme and SPCA based iteration schemes are
investigated, respectively. In Section 1V, simulations are
taken to illustrate the performance of the two schemes. In
Section V, we show the computational complexity of the
two schemes that we propose, and finally, in Section VI
conclude the paper.

Boldface lowercase and uppercase letters denote vectors
and matrices, respectively. The conjugate, transpose,
conjugate transpose, Frobenius norm and trace of the matrix

A denoted as A*, AT, A", ||A|| , and tr(A) ,

respectively. The ® denotes Kronecker product. VEC(A)
denotes to stack the columns of a matrix A into a single
vector . Re(A) denotes the real part of a matrix of A .

||a|| denotes the Euclidean norm of vector . A, (A) and

A.in (A) denote the maximum and minimum eigenvalues

of A, respectively. By A>0 or A >0, we mean that

the matrix A is positive semidefinite or positive definite
respectively.

Il.  SYSTEM MODEL

In this paper, we consider a dual-hop cognitive channel
with two users sourcel and source2, a primary user, an
eavesdropper, an EH device and a relay. The non-
regenerative relay typically adopts amplify-and-forward (AF)
protocol. The two-way relay, equipped with Nantennas, is
responsible to establish reliable and secure communications
between sourcel and source2, to transfer power to the EH
receiver. Every node is equipped with single antenna except
the relay. As shown in Fig. 1.

All the terminals and two-way relay node are in half-
duplex mode. We assume that there is no direct link
between two sources and all the channels remain unchanged
during one slot. Thus, the quasi-static channels are
considered in this paper.

Copyright © 2017, the Authors. Published by Atlantis Press.

This is an open access article under the CC BY-NC license (http://creativecommons.org/licenses/by-nc/4.0/).

327



[

ATLANTIS

PRESS

1st phase 2st phase

_— —_——
Hs1f . | | | | -— Hs2f
Sourcel Relay Source2
- — — — f— ——
Hs1b Hs2b
er
hl
hi p2
L r
A/ ~
A/ m e 2w

Primary

EH device
user

Eavesdropper

Figure 1. The system model of two-way relay cognitive radio network
with eavesdropper and EH device

The sourcel and the source2 exchange the information
symbols through the relay are divide into two phases. In the
first phase, Sourcel and Source2, at the same time, transmit

the symbols X, and X, to the two-way relay, eavesdropper,

EH device and PU, respectively. Y stands for the relay
received signal

Yr =HgeXg + HgpeX, +Ng (1) 1)

where Hg; € C™* denotes channel response from the
Sourcel to the relay, H,,; € C™* denotes channel

response from the source2 to the relay, N, e C™? is the
additive Gaussian noise (AWGN) vector at the relay, which
has zero mean and covariance matrix 2| . Ye 1 stands for
the signal by the eavesdropper received

Ye1 = €% +6,X;, +Ng;y )

g, denotes channel response from the sourcel to the
Eavesdropper, €, denotes channel response from the

source2 to the eavesdropper, Ng; is the AWGN at the
eavesdropper, which has zero mean and variance

o2 . Yo and E stands for the signal and energy,
respectively, received by the PU

Yp1 = PiXp+ PpX, +0N 5 3)

E.. = E(P.p; +P,p;) @)

P, denotes channel response from the sourcel to the PU.

2 .
Plehxl\ J which stands for the sourcel average
transmitted signal energy. P, denotes channel response

from the source2 to the PU. P, = Ehx2|2J, which stands
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for the source2 average transmitted signal energy. N , is the

AWGN at the PU, which has zero mean and variance o2 .
The energy received by EH device can express as

E, = plp [ + P, ) ®

where h, denotes channel response from the sourcel to
the the EH device. The factor £ denotes the efficiency of

EH device, we assume that the EH device efficiency p =1.

In the second phase, the relay needs beamforming matrix
to enlarge the received signal, and then forwards the

enlarged signal to two sources. We utilize \W € CN™N as

beamforming matrix. The transmitted signal from relay can
be expressed as

Yr =Wy g (6)

The minimum transmit energy of relay can be expressed
as [6]

EhYR\zjz Efr(W-y, -y -w)i=tr(w-v, - wW") @)

where Y, =Yg ye
By using the equality (8) and (9)

tr(A"B)=vec(A)" vec(B) ®)
vec(ABC) = (CT ® A)vec(B) ©)

The minimum transmit energy of relay can be
transformed as

Yl J= w (] @ 1w 10

where W = vec(W).

The received signal at sourcel and source? can be
expressed as

Ya = HepeWH g X + HG, WH o, X, + HE, Wi (11)

+ Ng,

T T T
ysZ = HSZbVV|_|Slf Xl + HSZbV\Il_| s2f X2 + HSwan

+Ng,

"(12)

where Hg,, € C™* denotes channel response from the
relay to sourcel. Ng; is a AWGN at Sourcel, which has

. Nx1
zero mean and variance 2. Hg,, € C" " denotes channel
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response from the relay to the source2, Ng, is a AWGN at

Source2, which has zero mean and variance o2.
The received signal at Eavesdropper can be expressed as

T T T
yE,Z :er\/\n_|51fx1 +erVV|_ISZfX21+erwnR +nE,2 (13)

where €, € C™ denotes channel response from the
relay to the Eavesdropper. Ng ,is a AWGN at Eavesdropper,

which has zero mean and variance 2.
The received signal and energy at PU can be expressed
as

Yoo = pIVVHsnxl +pIVVHSZfX2 +pIV\/nR +N,, (14)
E,,=wW"'Aw (15)

where Ay, :<F)1H31ng|1f +PHg Hey +‘72|)T ®p;p; -
p, € C"* denotes channel response from the relay to the
PUand N,, is a AWGN at PU, which has zero mean and

variance g2.

The first term in (11) and the second term in (12) is the
backward self-interference. We assume that each terminal
knows both the channels associated itself with the relay
nodes and the weighted coefficient matrix W . It can
subtract the backward self-interference from itself and only
obtain the desired information from the other one. After this
operation, we can get (16) and (17)

T T
Ya1 = H31bVVH s X + Hg, W + g,y (16)
Yoo = HispWH g ¢ X, + HE W, + N, a7

From (15) and (16), the received signal-to-noise ratio
(SNR) at Sourcel and Source2 are y, and ¥,

v, = PZW(HSHZfHSZf ®H£1bH§1b
owH (el @ H Hiy W+ o

(18)

7/ — I:)lWH (HSlfHSlf ®HTS-2bH;2b
2w (el @ HE, Hy v + o7

(19)

In the second phase, the harvest energy of EH device can
be expressed as

Ez =w" (AEHz)W (20)
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where Ag,, = (PHg HY +PHg HE, + 0?1 @hrhT

h, € C " denotes the channel response vector from relay

to EH device. In both phases, the eavesdropper has chance
to receive the information which has been transmitted from
sourcel, source2 and two-way relay. The information can be
expressed as [7]

Y. =HX+n, (21)

where Y, =[Ye,, yE,Z]T

B € €,
He_|:eIWHS“ eTvaSzf]X:[Xl X, ]

r

n
ne = T =
e, WwWn rR T nEYZ

We employ matrices to describe the information of the
Eavesdropper. The capacity of the eavesdropper got
information can denote as (22) in both phases

R, =%Iogzdet(l+HePHeHR'E1) 22)
Where
R, =diag(c?, o’ (1+wW"R_ w)),P =diag(P,P,).
For (22), we can denote

H
R =1Iog2 4W Qev:+a
o' (l+w R W)

=2 @3)
2 2 2 2

Q. = [PPe,f + PoRy + (PR + Po? R,

+ aRcc - PlPZeleZacf acg - P1PZezel acg A

Ry =a4ay Ry =243 R, = 1®(e,e")]

cg “cg
aCf = Vec(englf ) ,acg = VEC(engzf) ,

a=Polef +P,o%le,f +o.

The sum rate of two-way relay cognitive networks can
be expressed as

1 1 "
RS =|:2|ng(1+71)+2|ng(l+}/2)—Re:| (24)

where [a]" = max(0,a) .
The constraint of the transmit power at relay can be
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expressed as
wH(YT ® 1w <P, (25)

Since considering the normal working conditions of the
relay equipment, we assume that the P, denotes the

transmit power threshold at the relay.
The constraint of the EH device can be expressed as

E,+E, >2Q, (26)

Since considering the normal working conditions of the
energy harvesting equipment, we assume that the Q,

denotes the energy harvesting threshold at the EH device.
The constraint of the interference temperature at PU can
be expressed as

Epl+Ep2 < Ith (27)

In this paper, we employ the underlay model of
cognitive radio networks, namely, the interference of second
user to the PU should lower than a threshold value |, .

According to [8] and [9], Qy, should be chosen such that

[0, Qrax ] where Q. can be expressed as
Qmex = By + maX(E,) = E; + A4, (Agy,) (28)

Since the ly, is similar to Q using the same

max

approach, we set the |, . It should be chosen such that

[ ) Imax],where | s can be expressed as
Imax = Epl + maX(EpZ) = Epl +ﬂ’max (APU) (29)

I1l.  SRB WITH THE EAVESDROPPER’S CSI

We assume that eavesdropper’s CSI can be estimate at
the two-way relay and the sourcel and the source2, which is
valid when the eavesdropper is active [10]. When the
eavesdropper’s CSI is available, we all works are to
maximize (30)

w' (HSHZf HSHZf ® Hgle;m
W (0?1 @ HI, Hiyp W + o2

wH (HE HE @ HE HE,,
W (0?1 @ HI, Hy o W + 0

1
2Iog{lJr

1
+ > Iog{l + (30)

1 w Q. W+«
—=log,| 1+ £
2 gz( 1+ WHRCCW)O'4J
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st. E, +E, 2Q,,
E, +E,, <l
wH(YI ® 1w <P,

According to Lemma 1 in [11], the optimal
beamforming vector W in (30) is
© when Py tr(p,pD <1, —E,
H
W AReIayW = I:)th (31)

where Aggpay = YyT 1.
@when Py tr(p;p;) > 1, — En
WAy W = (1, —E)tr(ppr) ™ (32)

Fixing P, , (30) is monotonically increase or decrease
with respect to P, [11] . If @ is established, we set
Ml = AReIayPt_hl' Otherwise, Ml = AReIay(Ith - Epl)ltr(p:p:)

(33) is established

wiMw =1 (33)

. . . 1 .
We substitute (33) into problem (30), since Elog2 is

. . . .1
monotonically increase function and omit Elog2 can

S . 1
simplification computation. we omit > log, and get

wiA.w w'B,w w'C.,w

(34)
wiA W w'B,w w"C,w
H H
w'D,w-w"D,w<0 (34a)
H H
wE,w-w"E,w<0 (34b)

where

P,(H  Hyyp ® HLH, )+ (021 @ HE,HE, )

1

+0°M,
A, = (621 @ HL HL, )+ 0°M,
By, = (0?1 ® HL, HLy, )+ 0°M,
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C,= (Rcc + M1)0-4vC12 =Q, +aM,,
_ Pl(H:1fH81f ® H;-ZbH;Zb)
- 2 T g* 2
+ (21 @ HI, H,, )+ 0°M,
D11 = (ch - El)Ml’ D12 = AEH2’
E11 = APU + Elell E12 = IthMl'

A. 2D Search Solution

In this section, we employ 2D Search and to derive an
upper bound for (34). First, we introduce two slack

variables var, and var, .

AW w"B,w
var, < — var, < ——— (35)
AW w"B,,w
Problem (34) turn into (36)
H
w'C W
max [varl-varz-T11 (36)
T WL W

st W (A, —var, A,W>0
w" (B, —var, B, )w >0
w" (Dll - DlZ)W >0

w" (Ell - E12)W >0

By employing rank-one relaxation and using the
equality Q = ww (36) can be expressed as

r(C,.Q)
Q=0 (Varl' vary- tr(C—i:Q)] (37)

sttr((A,, —var, A,)Q)=0 (37a)
tr((B,, —var, B,,)Q)>0 (37h)
tr((D,, —-D,,)Q)<0 (37c)
tr((E,, - E,,)Q)<0 (37d)

If problem (37) has an rank-one Q , (37) is equivalent to

problem (36). Given Var, and var,, problem (37) is a linear

fractional programming, which can be solved by employing
Charnes-Cooper transformation.
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max (var, - var,- tr(C,,Q)) (38)

st. tr(C,Q) =1

(37a)-(37d)

where (38) is an SDP problem. We can solve the SDP
utilize the interior-point method. (35) are generalized
Rayleigh quotients. Duo to the properties of generalized
Rayleigh quotient, we obtain

ﬂ“max (AllAI;- ) < Varl < ﬂ“min ('6‘11'6‘1_21 ) (39)

ﬂ“max (BllBl_Zl) < Var2 < /Imin (BllBl_;) (40)

If the optimal solution to (38) found by programming is
not rank-one, we can utilize the Gaussian randomization
method to find a sub-optimal solution [13].

B. SPCA Based Iteration Scheme

In this section, we develop a lower complexity method
to find a local optimal solution. According to [11], the
conclusion has shown that the SPCA based locally optimal
solution performs close to upper bound. To solve (34), we
transform it into an equivalent difference convex problem
(DCP). It can be expressed as

max |n(WHA11W)+ In(wH Bllw)+ In(wH Cllw)
W~ In(w" A w)- In(w"B,,w)- In(w"Cp,w)

s.t. (34a)-(34b) (41)

We utilize the equality Q = wWw "™ and transform (41)
into
min |~ In(tr(AuQ))_ In(tr(BllQ))_ In(tr(CllQ)) 42)
@0 {+In(tr(A,Q)+ In(tr(B,,Q))+ In(tr(C,,Q))
s.t. Rank(Q)=1
(37c)-(37d)

where Rank(Q):l with Q >0 can be equivalent to
(43) [12]

920 43
tr(Q) ~ A (Q) 0 “3)

We employ (43) turn (42) into (44)
min [0(AQ)) (B, Q)+ n(r(C.Q) |-

0|~ In(tr(A,,Q))- In(tr(B,,Q)) - In(tr(C,,Q))
st tr(Q)—A,,, (Q)<0
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(37¢)-(37d)
We utilize the exact penalty method [13] to solve (44)
and rewrite it

In(tr(A,,Q))+ In(tr(B,,Q))+ In(tr(C,,Q))
min | —in(tr(A,,Q))- In(tr(8,,Q))-(tr(C.Q))|  5)
+&(tr(Q)- 1, (Q))

s.t. (37¢)-(37d)

where € is an enough large penalty factor. For problem
(45) is equivalent to problem (42) when 0 < & < +o0[11].
We use the result of [14]. If we replace the non-convex
terms with their convex upper bounds and iterative solve the
resulting problem by judiciously updating the variables until
convergence. we can obtain a local optimum of (45). We
employ this method to replace (46) and (47)

— 2 (Q) (46)
In(tr(A,,Q)) + In(tr(B,,Q))+ In(tr(C,,Q))  (47)

We assume that Qq is an available point to problem (45),
using the property of concave functions, we have

rlal-Q,)

In(tr(AQ))sIn(tr(AQq)) “u(aQ)

(48)

A (@=-2, (Q,)-tr(aa" (Q-Q,) w9)

where 4 is the unit-norm eigenvector corresponding to
the maximal eigenvalue A, (Qq )

Since the right-hand sides of (48) and (49) are linear,
they are convex upper bounds of the left-hand sides of (48)
and (49), respectively.

tr(A,Q)  tr(B,Q)  tr(C,Q)
tr(A,Q") tr(B,,Q") tr(C,Q™)
rg;g - In(tr(AllQ))_ In(tr(BnQ))

~In(tr(C.Q)) + £(tr(Q)- tr{a g Q))

s.t. (37¢)-(374) (50)

In (50), Q™ is optimal solution in the nth iteration,
q(") is the unit-norm eigenvector corresponding to the
maximal eigenvalue A, (Q(”)). Q@ is chosen by using
UxxHUM, where U are consists of the eigenvectors of
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matrix D;; — D,, which are associated with the eigenvalues
being no greater than zero. X is a randomly generated vector.
We solve the convex optimization problem base on SPCA
iterative algorithm until convergence.

IV. COMPLEXITY ANALYSIS

From [11], the computational complexity of 2D search
scheme and SPCA based iteration scheme are

olL,L,N? +5(EN® + 25N* +215))  (61)

olLA/NZ + 2(N° + N* +3)) (52)

where The L, and L, is the number of 2D search

scheme. L is the number of iterations of the SPCA based
iteration scheme.

V. SIMULATION RESULTS

In this section, we will present the simulation results.
First we assume that in the two-way relay network all the
entries in the channel response vectors are i. i. d. Complex

Gaussian random variables with zero mean and unit
variance. To solve the SDPs, we use the Matlab-based CVX
optimization software. In all simulations, the transmit power

of two sources are P, =P, =5dB .

In Fig. 2, we present the average sum rate comparison of
different secure relay beamforming schemes for various

Pthla2 constraint. In the legend, 2D search scheme is
denoted as 2D, and the SPCA based iteration scheme is
denoted as SPCA. The EH constraint is Q,, = 0.5Q,,,, and
the PU interference threshold is Iy, = | e . The number of
antennas at relay is N = 4. In this paper, £=0.01. From Fig.
2, with the increase of Pth/O'Z , the average capacity

increase. When P, / o reaches to 20dB, the average

capacity stay the same. It is observed from Fig. 2 that the
SPCA scheme performance is very close to 2D scheme.

2.4

2.2

=
o N
T T

=
)
T

=
N}
T

Average Capacity(bit/s/Hz)
=
[ S
7

10 15 20 25
SNR

Figure 2. Average secrecy sum capacity versus SNR
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Figure 3. Average secrecy sum capacity versus N

In Fig. 3, we present the average sum rate comparison of
different schemes for different number of antennas at relay
where the transmit power to noise power ratio of relay

is P,/c°=20dB , and the EH constraints
is Qn=05Q,, and the PU interference threshold is

lih = Lipmax - It is observed from Fig. 3 that with the

increase of N, the average sum rates of our proposed
schemes increase.

VI. CONCLUSIONS

In this paper, we propose two schemes, 2D search
scheme and SPCA based iteration scheme, to solve the
problem of secure relay beamforming in the non-
regenerative two-way relay cognitive radio networks when
the eavesdropper’s CSl is available. Simulation results have
shown that SPCA based iteration scheme performs almost
close to 2D search schemes, and has lower computation
complexity.
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