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As an on-demand of computational resource, cloud computing appears to be part of a 

larger upward trend. Data owners can store outsourced data in the cloud and enjoy the 

high quality service. However, it brings new challenges, including the potential risks of 

the integrity of data, confidentiality of data, and mutual authentication. Recently, Liu et al. 

proposed a privacy-preserving public auditing for regenerating-code-based cloud storage 

and claimed that their scheme was secure and highly efficient. Unfortunately,  we find out 

that there are risks of two attacks and a shortage in the scheme . In this paper, we first 

point out that Liu et al.’s scheme suffers from two attacks. The first attack is that it cannot 

resist against forgery attack, which makes cloud servers store the wrong data without 

being detected. The second attack is that the efficiency of data recovery is easily reduced 

by attackers since cloud servers may store many useless redundant data. In addition, there 

is a drawback in Liu et al.’s scheme .  The drawback is that the data in the cloud cannot 

be shared if the data owner uses a private key to encrypt it. 
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1.   Introduction 

There are challenges of guaranteeing the confidentiality and the integrity of the 

outsourced data on the cloud computing system. In recent years, many 

mechanisms have been proposed to protect the cloud data from being corrupted. 

Ateniese et al. proposed a provable data possession model to prove the 

intactness of data [1]. Meanwhile, Juels and Kaliski proposed a model called 

Proof of Retrievability where there is a verifier via a concise proof proving the 

availability of users’ file. However, the data cannot be recovered when 

corruption happens. Based on a solution that data is stored redundantly across 

multi-servers, many mechanisms are explored with different redundancy 

schemes, such as replication [3], erasure codes [4] and regenerating codes.  
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To reduce the storage expense of replication and repair bandwidths of 

erasure codes, Chen et al. proposed the scheme with regenerating-code-based 

cloud storage [5], transforming the single-server CPOR scheme to the 

regenerating-code-scenario. Meanwhile, Chen and Lee [6] proposed a scheme to 

implement a data integrity protection scheme for FMSR [7]-based cloud storage. 

Nonetheless, these schemes are only fit for private audit and repair. To 

overcome these restrictions, Shacham et al. proposed a public auditing scheme 

suitable for multi-server setting [8]. However, the data privacy cannot be 

guaranteed. Hence, Yang and Jia presented a public PDP scheme to provide data 

privacy through combining the cryptography method with the bilinearity 

property of bilinear pairing [9]. To achieve both public audit and privacy 

preserving using regenerating codes with functional repair strategy [10], Liu et 

al. proposed the privacy-preserving public auditing for regenerating- code-based 

cloud storage [11]. The authors claimed that the scheme was highly efficient and 

secure. 

However, through our security cryptanalysis, we find out that Liu et al.'s 

scheme is vulnerable to attack. There are two attacks and a drawback. At the 

first attack, the adversary can launch the forgery attack by adding any data to the 

regular data blocks which results in destroying the correction of blocks without 

being detected. At the second attack, the adversary can make redundant blocks, 

which greatly reduce the efficiency of reconstructing the original file. In 

addition, the drawback of Liu et al.'s scheme is that the data in cloud cannot be 

shared if data owners encrypt the data with their own private keys. In order to 

solve the above security problems, we put forward some countermeasures. To 

withstand above two attacks, we make signatures for all coded blocks in cloud 

servers instead of just for the native blocks. To support data sharing, we can 

encrypt the data at the beginning. Thus, the data owners can realize data sharing 

between authorized data users.  

2.   Brief Review of Liu et al.'s Scheme 

2.1.   Setup 

The Setup phase has four processes, KeyGen, Delegation, SigAndBlockGen and 

Uploading. At KeyGen process, The data owner keeps the          secret 

while makes               public where              . At Delegation 

process, data owner sends   to the proxy using proxy’s public key. At Sig And 

BlockGen process, the owner chooses                  to generate a file 

tag  . The data owner properly augments the native m blocks as Eq.(1), 
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combines the augmented native blocks to generate coded blocks   as Eq.(2) and 

generates authenticators   as Eq.(3). At Uploading process, the data owner 

uploads         to the cloud server. 
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2.2.   Audit 

For each of the n servers, TPA verifies the possession of   coded blocks by 

randomly checking samples of segments of every block and performing a batch 

verification. The Audit phase has three processes,          ,          and 

      , which are illustrated as Figure 1. 
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Fig. 1 Audit phase 

 

At           process, the TPA generates challenge   and sends it to the 

cloud server  . Receiving the challenge   from TPA, cloud server   starts the 

         process, computes proof    and responses it to TPA. At        process, 

with the receiving proof   , the TPA checks whether or not        . If the 

equation holds, the TPA outputs 1 and believes that the data in server   is intact. 

Otherwise, the TPA outputs 0 and sends an alert to proxy to start a        phase. 

3.   Attacks and a Drawback 

3.1.   Attack I: data forgery attack 

On the basis of Dolev-Yao model [13], the outside attacker is able to intercept 

the coded data during the communication between the cloud servers and the data 
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owners, and produce a forged data to pollute the correct data. The details of the 

attack are as follows. 

At Uploading process of Setup phase, the attacker interrupts the data 

             that the data owner sends to the cloud server  . Then the attacker 

forges data    
 , computes    

∗     
      and uploads {   

∗        } to the server  . 

The adversary saves the    
  in his local storage. At Challenge process of Audit 

phase, the attacker eavesdrops on the     𝑄  𝛬   , and computes 𝜇 
     

  as 

         process in Figure 1 using    
 . When server   responses to the TPA 

with the proof   , the adversary modifies 𝜇 
∗  into 𝜇 

∗ − 𝜇 
 , modifies Θ 

∗  into 

  
∗ −   

  which is illustrated as Figure 2. 
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Fig. 2 Attack I at Audit phase 

 

At Verify process of Audit phase, TPA receives the modified proof P and 

checks if the equation         in Figure 1 holds. 

𝜇 
∗ − 𝜇 

    𝑎 𝑎 
∗      ∗

∗ −      ∗
   

   
 
      𝑎 𝑎 

∗     ∗
 
   

 
    𝜇   

   
∗−   

    𝑎  
 
       

∗ −     
   ∙  𝑎 

∗ 
      𝑎     

 
    ∙  𝑎 

∗     
 
     

         
    

∗

    
∗

 
   

 
        ∙    

  
∗   

 
       

                
    

∗

    
∗

 
   

 
        ∙    

         

        
 

     
∗    

   
                      

     
                 

              
     

             
    

∗

  
∗   

   
 
        ∙    

      
 
          

             ∙      
    

          

               
    

∗

    
∗

 
   

 
        ∙    

         

Obviously,        , so the TPA will pass the proof and the data owner 

believes that the data is maintained correctly. However, the coded block has 

been modified viciously. The reconstructed file is different from the original one 

if the data owner chooses the attacked block to construct it. 
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3.2.   Attack II: data recovery attack 

There are   efficient blocks that can be used to reconstruct the original file in a 

cloud server. However, through our attack, the efficient blocks reduce to one and 

there are  −   redundant blocks. The attack procedures are shown as follows. 

At Uploading process of Setup phase, the attacker interrupts the data 

{          }, and computes    
∗ . Then the attacker sends {   

∗        } to the cloud 

server   without being detected. As illustrated as Figure 3, when cloud server   

responses to the TPA at          process of Audit phase, the attacker computes 
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Fig. 3 Attack II at Audit phrase 
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It is obvious that the equation         holds and the TPA will pass the 

auditing. In Liu et al.'s scheme, the authors claimed that any k-out-of-n servers 

could be used to recover the original data file when the inequality    𝑚 was 

maintained. However, through our cryptanalysis, the recovery efficiency will be 

strongly reduced by our Attack II.  
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3.3.   Failure of data sharing 

In Liu et al.’s scheme, the data owner maintains a secret key   for       in the 

beginning of Setup phase and augments m original data blocks as Eq.(4) in order 

to preserve privacy.  

                                          
 

                   
 

           (4) 

When data owners want to recover the original file, they randomly choose 

m blocks as Eq.(2) in the cloud servers and get uncovered coefficients      by 

computing          
     𝜆  using masked coefficients     

  with  ≤ 𝜆 ≤ 𝑚.  

Then the native file can be reconstructed from m blocks by solving a set of 

linearly independent m equations           as follows: 

               
 
    (5) 

   is randomly chosen from    blocks stored in   cloud servers. 

This algorithm does guarantee the privacy of the outsourced data. However, 

it also becomes impossible for other data users to reconstruct the original file. 

Since    𝜆 , which is a hushing algorithm with a secret key  , is 

computationally infeasible in mathematics while the secret key remains 

unknown. Thus, without the uncovered coefficients, other data users can barely 

share the native file. 

4.   Our Countermeasures 

4.1.   Countermeasure for two attacks 

At SigAndBlockGen process of Setup phase, in Liu et al.'s scheme, the authors 

only generated a file tag t and only signed for the native blocks as follows: 

           ω   ω        ω                  ω   ω        ω   (6) 

After the coded blocks generate as Eq.(3), we additionally construct 

different tags     for different blocks in different servers as Eq.(7) to prevent 

from above two attacks. 

                                                                       (7) 

where      denote the  th segment in  th block of  th server. 

At the Uploading process of Setup phase, cloud servers perform a checking 

process before accepting the uploading data from data owners. As soon as cloud 

servers receive the data, they first use     to verify the tags     and check 

whether or not uploading blocks are the correct coded ones. If the check is 
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correct, Uploading process continues. Otherwise, it stops. Cloud servers reject to 

accept the data and remind the data owner to upload the data again. 

4.2.   Countermeasure for failure of data sharing 

To achieve data sharing, instead of encrypting the coefficients with secret key   

as Eq.(4), we encrypt the original file with KP-ABE [14]. We can choose a set 

of attributes   from a universe of attributes              (         are 

uniformly at random in   ) to construct the encryptor. The public parameters PK 

are       
                  and master keys MK are            . We 

encrypt the file  :                   
       where   is randomly 

chosen in   . After encryption, we divide encrypted file    into 𝑚 native blocks 

which are augmented as Eq.(8). 

   
   ω   

  ω   
    ω   

              
 

                 
 

  (8) 

where  ≤  ≤ 𝑚. 

The authorized data users can randomly download m blocks as Eq.(9), solve 

a set of linearly independent equations to get the encrypted data     
     
  and 

reconstruct encrypted file   . 
    

   ε     
  

    (9) 

If and only if the access structures of authorized data users satisfy the data 

attributes, they can get decryption key                            where    

is the polynomial of node  . For the root node   of the access tree,        . 

Then we recursively run the decryption procedure to compute             

using decryption key  . Finally, they can decrypt the original file   by 

computing        . 

Thus, even though the adversary gains the coded blocks and solves the 

system of equations, they can only get the encrypted data since the data 

attributes remain unknown, which preserves the privacy. Only the authorized 

data users whose access structures satisfy the data attributes can decrypt data 

and get the original file of data owners, which achieves data sharing. 

5.   Conclusion 

In this paper, we first reveal that Liu et al.’s scheme suffers from two attacks 

which are the data forgery attack and data recovery attack. In addition, Liu et 

al.’s scheme has a drawbacks which is failure of data sharing. At last, we put 

forward our countermeasures to solve the security problems. To prevent from 

two attacks, we construct block tags for different blocks in the cloud. To 

guarantee data sharing, we encrypt the original data rather than the coefficients.  
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