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Network traffic holds the highlighting dynamic features. How to accurately characterize 

the hidden properties of network traffic has an important impact on network activities, 

such as anomaly detection and performance analysis. This paper proposes a feature 

analysis approach to describe network traffic. Firstly, the wavelet packet transformation 

is used to extract the multi-scale feature of network traffic. Then the principal component 

analysis method is exploited to refine the hidden features of network traffic in the time-

frequency domain. Finally, to validate our feature analysis method, an anomaly detection 

test is conducted. Simulation results show that our approach is promising. 
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1.   Introduction 

With the advance of new network technologies, the new traffic types and 

features have appeared in current communication networks. For some new 

applications, new applications cause novel traffic patterns and features. This 

affects network performance while traditional networks do not consider these 

new features [1-3]. Moreover, traffic anomalies have an important impact on 

users' experience and networks, such as new types of attacks, novel anomaly 

patterns, unknown hidden traffic nature [3-4]. Hence, how to capture network 

traffic features is very important for operators and users. The feature analysis of 

network traffic has become a hot topic in academic and industries so far [6-8]. 

The generalized entropy and information distance metrics were used to 

detect the low-rate distributed denial-of-service attack behaviors [3]. The 
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aggregate traffic statistics and the distributed spatial detection method were used 

to recognize  network anomalies [6]. The feature analysis was used to diagnose 

anomalous network traffic [2]. Moreover, by analyzing network traffic feature, 

the model was built to detect network events [7]. The index of variability was 

used to describe network traffic [9]. The TCP traffic abnormal problem in 

routers was studies [10]. The wavelet transform was utilized to describe the 

multi-scale features of network traffic [8]. The time-frequency analysis was used 

to extract network traffic nature [11]. The periodicity-based anomalies in 

network traffic was studied and identified network anomalies [12]. Additionally, 

from the network-wide perspective, the anomalous network traffic was correctly 

detected via signal transformations [5]. The aggregate traffic statistics was 

employed to detect network anomaly behaviors [13]. These methods can capture 

the features of network traffic. However, they hold the larger errors. 

This paper proposes a feature analysis approach to describe and capture 

network traffic in current communication networks, such as wired and wireless 

networks or mixed networks, which support latest network applications. Firstly, 

we use the signal analysis theory to extract the features of network traffic 

because network traffic can be taken as time signals. Due to the multi-scale and 

high resolution description capability of the wavelet packets, we exploit the 

wavelet packet transformation to extract the hidden feature of network traffic. 

Secondly, after performing the wavelet packet transformation for network traffic, 

the principal component analysis method is exploited to further refine the 

features of network traffic in the time-frequency domain. Finally, we propose a 

feature extraction algorithm to capture the hidden features in network traffic. To 

validate our feature analysis method, an anomaly detection test is conducted. 

Simulation results show that our approach is feasible and effective. 

The rest of this paper is organized as follows. Our method is derived in 

Section 2. Section 3 presents the simulation results and analysis. We then 

conclude our work in Section 4. 

2.   Problem Statement 

In the network, there exist many traffic flows from source nodes to destination 

nodes. The traffic of these flows exhibits some relationship such as temporal 

correlations. This leads to high complex of network traffic. Conversely, these 

features are exactly used to help capturing network traffic features. Like the 

general time sequence, network traffic changes over the time. Accordingly, 

network traffic can be regarded as the time signal to handle. In this case, the 

general signal processing and analysis approaches can be exploited network 

traffic. The wavelet packet analysis is powerful in extracting multi-scale features 

and selecting distinct time-frequency resolutions for time signals. Thus, the 
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wavelet packet is used to firstly handle network traffic. Without loss of 

generality, for network traffic { (1), (2),...}ij ij ijx x x  from source node i  to 

destination node j , we perform the below wavelet packet transformation: 

,2 1, ,2 1 1
2 2,k n k n k n k

l s l s l s l s
s s

d a d d b d  
     (1) 

, ,( ) (2 ) ( , ( ))n k n n k k n
ijk l ij l ij

l

f t d x t l F d x t  
, (2) 

where ( )n n
ijk ijkf t U , 

n
ijkU  denotes the subspace standing for the scale and 

wavelet space. According to the decomposition of the wavelet packet method, 

we use 
,{ }k n

ld  to attain 
,2{ }k n

ld  and 
,2 1{ }k n

ld 
 via the above equation (1).  

According to the wavelet packet method, the  reconstruction and reverse 

transformations of the wavelet packet can be expressed as: 

1, ,2 ,2 +1
2 2[ ]k n k n k n

l l s s l s s
s

d h d g d
  

 (3) 

 

1 1,( ) ( )k n
ij lx t F d 

 (4) 

By (3)-(4), we can exploit 
,2{ }k n

ld
 and 

,2 1{ }k n
ld 

 to compute 
1,{ }k n

ld 

. Thus, 

we can reconstruct the original network traffic signal 
( )ijx t

. It is clear that 

according to Equation (1), network traffic signal 
( )ijx t

 exhibits different scale 

features the scale space and the wavelet space. This is embodied via the wavelet 

packet coefficients 
,{ }k n

ld
, which exhibits the distinct time-frequency feature. 

In general, network traffic holds different characteristics at different times and 

frequencies. For the wavelet packet coefficients 
,{ }k n

ld
, the below low- and 

high-frequency components are obtained: 

 
1,0 1,{ ,..., }k k h

low l ld d d 
 (5) 
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1, 1 1,{ ,..., }k h k N
high l ld d d  

 (6) 

To get the time-domain signals in (4) via (3), (4) can be converted as:  

 

1,0 1,

( 1)

ˆ { ,..., , 0,...,0}k k h
low l l

N h

d d d 

 



 (7) 

 

1, 1 1,

1

ˆ {0,...,0, ,..., }k h k N
high l l

h

d d d  





 (8) 

By Equation (3), we can attain the time signals in (5) as follows: 

 

1
,

ˆ( )ij low lowx F d
 (9) 

 

1
,

ˆ( )ij high highx F d
 (10) 

where ,ij lowx
 and ,ij highx

, respectively, represent the low- and high-frequency 

time signals for network traffic ijx
. Then we perform principal component 

analysis for Equation (9) to attain the principal and non-principal time signals of 

the low-frequency time signal ,ij lowx
, as mentioned in [8]. 

, , , , ,

T T

ij low p low p low n low n low

non principle componentprinciple component

x R V R V



 

 (11) 

 ,

T

ij low low low lowx U D V
 (12) 

Likewise, we attain the principal and non-principal time signals of the high-

frequency time signal ,ij highx
 as follows: 

, , , , ,

T T

ij high p high p high n high n high

principle component non principle component

x R V R V



 

 (13) 

 ,

T

ij high high high highx U D V
 (14) 

Then we can get the feature model of network traffic as shown in Equations 

(11)-(14). The detailed steps of the feature analysis algorithm is as follow: 
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Step 1: Give the initial traffic matrix Sx
 and the number of wavelet packet 

transformations 
_n scale

. 

Step 2: According to Equations (1)-(2), carry out the wavelet packet 

transform. Then obtain the wavelet packet coefficients 
,{ }k n

ld
. 

Step 3: According to Equations (5)-(8), divide 
,{ }k n

ld
 into low- and high-

frequency components, 
ˆ
lowd

 and 
ˆ

highd
. 

Step 4: By (3)-(4), perform the converse transformation of wavelet packets 

and the time-domain signals ,ij lowx
 and ,ij highx

 corresponding to 
ˆ
lowd

 and 

ˆ
highd

.  

Step 5: By the principal component analysis, attain eigenvector matrix, the 

diagonal matrix describing the energy spectrum, and the eigenflow matrix, lowU
, 

lowD
, lowV

, and highU
, highD

, highV
 for ,ij lowx

 and ,ij highx
, respectively.  

Step 6: According to principal component analysis, extract the k top 

principal components, and then obtain the parameters of the model about 

network traffic, 
'

lowV , 
'

lowD , 
'

highV
, 

'

highD
. 

Step 7: Extract principal components , ,ij low px
 and , ,ij high px

 from ,ij lowx
 

and ,ij highx
 via the models. 

Step 8: According to , ,ij low px
 and , ,ij high px

, attain new principal 

component , , , ,p ij low p ij high px x x 
. 

Step 9: Save the results to file and exit. 
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3.   Simulation Result and Analysis 

Now we carry out some numerical experiments to verify our feature analysis 

approach to network traffic in communication networks. From Fig. 1, we can 

easily see that there exists nearly no difference between normal and abnormal 

network traffic. In our experiments, abnormal network traffic in Fig. 1(b) is 

attained via adding an abnormal network traffic to normal network traffic in Fig. 

1(a). It is very clear that we cannot nearly directly detect and diagnose the 

anomaly components of network traffic in Fig. 1(b). 

 

Fig. 1 Network traffic without and with abnormal properties 

 

Fig. 2 Wavelet packet transformations with different scales 

 

Fig. 2 indicates that for different transformation scales, network traffic 

exhibits different time-frequency features. This demonstrates that our approach 

can use the wavelet packet analysis to extract the features of network traffic in 

different scales. It is more interesting that Fig. 2(a) shows the high-frequency 

property in scale 4. For scales 8, 12, and 16 in Fig. 2(b)-(d), we can effectively 
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capture the medium-frequency nature of network traffic. However, for other 

scales in Fig. 2(e)-(h), the low-frequency features of network traffic can be 

exactly extracted. Hence, this indicates that our approach can effectively capture 

the features of network traffic in the time-frequency domain. 

 
Fig. 3 Traffic feature extraction via our approach 

 

Fig. 4 Anomaly detection results 

 

Fig. 3 illustrates the principal component feature of network traffic via our 

approach based on the principal component analysis. From Fig. 3, we can see 

that the principal component of network traffic is correctly extracted. More 

importantly, the dramatic changes in principal components in network traffic 

denotes the possible anomalies. This will help us perform the effective detection 

of network traffic. This also indicates that our approach can effectively capture 

and characterize network traffic. 

Besides, we discuss the anomaly detection ability to further justify our 

approach. Fig. 4 plots the anomaly detection results of our approach. In our 

simulation, we inject the abnormal traffic in four times with the duration of 50 

unit time slots, namely at times 300, 500, 800, and 1200, respectively. Fig. 4 

shows that our approach can exactly detect the abnormal components of network 

traffic in different time slots. This further states that our approach can effectively 

extract anomalous components in network traffic and carry out the accurate 

network traffic detection. 
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4.   Conclusion 

Network traffic holds the dynamic features. How to accurately characterize the 

hidden properties of network traffic has an important impact on network activities, 

such as network failure positioning, anomaly detection, and performance analysis. 

To this end, this paper propose a feature analysis approach to describe network 

traffic. Firstly, the wavelet packets transformation is used to extract the multi-

scale feature of network traffic. Then the principal component analysis method is 

exploited to refine the hidden features of network traffic in the time-frequency 

domain. Finally, to validate our feature analysis method, an anomaly detection 

test is conducted. Simulation results show that our approach is promising. 
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