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With the rapid development of the communication technology, the traditional routing 

algorithms which only consider functional QoS metrics are difficult to meet the needs of 

applications. In this paper, we propose a trusted routing algorithm to overcome this 

problem. First, we propose a trust evaluation model of service instances based on the 

Dempster-Shafer theory combined with physical layer security, and then the trusted 

routing algorithm is proposed by using this model to improve the traditional routing 

algorithms. The simulation results show that the proposed trusted routing algorithm can 

effectively improve the success rate of routing and the performance of the QoS metrics. 
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1.   Introduction 

The distributed routing technology has been more and more widely used in 

various fields, such as cloud computing, service-oriented computing, MANETs, 

etc. The distributed routing technology uses various scheduling algorithms to 

generate new complex services, which are composed of many single services. 

The computing resources, information resources and communication resources 

distributed in different nodes can be composed in this way to meet the various 

QoS requirements of the applications. With the development of wireless 

communication technology, a lot of research introduce the physical layer 

security technologies to improve the routing effect, and these have become a hot 

topic of research in recent years[1][2][3]. In this paper, we try to propose a 

trusted routing algorithm to improve the success rate of routing and the 

performance of the QoS metrics[4]. 

Routing algorithm is well studied in recent years[5], Related researches are 

done by QUEST[6][7], LIAC[8], MCDM[9]. The purpose of these related 

researches is to find an appropriate route under certain measurement. These 

researches usually use a linear function to aggregate the QoS metrics, which are 

mainly refers to the function QoS metrics, such as delay, cost and link 
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bandwidth, etc. In practical environments, due to the uncertainly of the service 

instances, the execution of the services instances may failed, and it can seriously 

reduce the QoS performance of the whole composition process. To overcome 

this shortcoming, Gu [7] adds the service reliability indicators into the QoS 

metrics,  but she only considers the direct interaction between two service 

instances to evaluate service reliability. In fact, this method only considers the 

direct interaction is usually inaccurate, it should consider the interaction 

between awaiting service instance and other service instances[10]. Hu[11] uses 

D-S Theory to calculate the reliability of the path level, but it doesn’t detailed 

discuss the weight of the recommendation. Zhu[12] proposes a dynamic trust 

evaluation model under distributed computing environment, they use Shapley 

entropy and the honesty of nodes to calculate the weight of each node, and then 

use D-S Theory to combine all belief functions. But this model does not obtain 

an accurate reliability values, which is the probability domain mapped from the 

belief interval, this model does not consider the phenomenon that services have 

been composed step by step, so this model can’t be directly used to evaluate 

service reliability. From the above analysis, the traditional routing algorithms do 

not consider the issues of service reliability in depth, and some information 

fusion algorithms are difficult to directly evaluate service reliability. In order to 

evaluate service reliability more accurately, we consider the weight of each 

service by analyzing the degree of conflict among belief functions, then use D-S 

Theory to combine the belief functions. 

We present a trusted routing algorithm based on D-S Evidence Theory. and 

we note the uncertainty of service may seriously reduce the QoS performance, 

and present a trust evaluation model of service instances based on the Dempster-

Shafer theory and the Pignistic transformation theory, and then the trusted 

routing algorithm is proposed by using this model to improve the traditional 

routing algorithms. We also verify in simulations that the proposed algorithm 

can improve the success rate of routing and the performance of the QoS metrics. 

The rest of the paper is organized as follows. Section 2 presents the 

preliminaries. Then in Section 3, we present a trust evaluation model. In Section 

4, we present the trusted routing algorithm. The experiment study is present in 

Section 5. Finally, in Section 6, we conclude the paper. 

2.   Preliminaries 

In this section, to facilitate understanding of the trust evaluation model and the 

trusted routing algorithm, we briefly review some necessary foundation of 

evidence theory considered in our work. These necessary foundation theories 

include D-S theory and the Pignistic transformation theory. For more details, 

please refer to [13],[14],[15], [16]and [17]. 
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2.1.   Dempster-shafer evidence theory 

Let   be a finite set called the frame of discernment. The elements of   are 

assumed to be mutually exclusive and exhaustive. The power set of   is 

denoted by 2 ={A A }  . The measure functions commonly used in evidence 

theory include mass function, belief function and plausibility function and so on. 

Definition 1: Let   be the frame of discernment. A basic belief assignment 

(BBA, also called mass function) is a mapping m: 2 [0,1]   defined by 

 ( ) 1, ( ) 0
A

m A m


    (1) 

Definition 2: Let   be the frame of discernment and a BBA m defined on it, the 

belief function (bel) and plausibility function (pl), both derived from m, are 

defined respectively as 

 ( ) ( )
B A

bel A m B A


    (2) 

 ( ) ( )
A B

pl A m B A


    (3) 

When A is a set with single element, bel(A)=m(A). The main difference 

between them is that bel(A) represents the sum of masses committed to the 

subsets of A, whereas pl(A) corresponds to the sum of masses committed to the 

subsets that do not refute A. Absolutely, ( ) ( )pl A bel A , and the belief interval 

[bel(A),pl(A)] represents the uncertainty of A. 

Definition 3: Let   be the frame of discernment, m1 and m2 are two distinct 

BBAs defined on it, the Dempster’s combination rule can be defined as 

 

12

12 1 2

( ) 0;

1
( ) ( ) ( ) (

1 B C A

m

m A m B m C A
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 　 ）

 (4) 

Here, 
1 2( ) ( )

B C

K m B m C


   reflects the whole degree of conflict between 

the two BBAs, and 
1 2( ) ( )

B C A

m B m C


 corresponds to the conjunctive rule of 

combination. 

2.2.   Evidence distance 

A principled metric distance between two BBAs is given by Jousselme [18]. 1m

and 2m  are two BBAs defined on the set  , and m  is a 2


-dimensional 

column vector with row names (        1 2 3 1 2, , , , , , ,      ), where 
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denotes the cardinality of  . They define the evidence distance 
1 2( , )BBAd m m

between 
1m and

2m as 

 
1 2 1 2 1 2

1
( , ) ( ) ( )

2

T

BBAd m m m m D m m    (5) 

Where 
1 2( )m m stands for vector subtraction and 

1 2( )Tm m is the 

transpose of 
1 2( )m m , and D is a ( 2 2

 
 )-dimensional matrix with elements 

in the form 

 ( , ) ,
A B

D i j A B
A B

     (6) 

Jousselme et al. show that this distance satisfies the metric axioms and is an 

appropriate measure of the dissimilarity between two BBAs. In this paper, we 

choose it to measure the dissimilarity between two BBAs. 

2.3.   Pignistic transformation 

In the theories of belief functions, the mapping from the belief to the probability 

domain is a controversial issue. A classical transformation is the so-called 

pignistic probability, denoted BetP, and BetP is defined as 

 
( )

( )
1 ( )B

A B m B
BetP A A

B m

    
 

  (7) 

3.   Trust Evaluation Model 

In this section, we propose the trust evaluation model (TSM) to evaluate service 

reliability accurately. TSM can be divided into three phases: (1) direct 

evaluation phase, (2) general evaluation phase, (3) accurate evaluation phase. By 

running this model periodically, we can get the relatively accurate evaluation 

result, and this result is the service reliability. 

3.1.   Direct evaluation phase 

In the distributed routing scenario, the prior service instance can evaluate the 

direct reliability of the posterior service instance, and the direct reliability is 

called the local reliability in some cases. The direct reliability can be obtained 

from the interaction history of service instances in adjacent service group. Here 

we take two service instances for example; Ai  indicates the i-th service instance 

in SGA, 
jB  indicates the j-th service instance in SGB, SGA and SGB are two 
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adjacent service groups. The evaluation period is set to . Let 
ijI  represents the 

total number of interactions between Ai
 and 

jB  within the time interval , 
ijS   

represents the number of successful interactions, and 
ijF  represents the number 

of failed interactions, then 
ijt  represents the direct reliability between Ai  and 

jB , it can be expressed as follows: 

 

( ) /

( ) /

( , ) 1 ( ) ( )

ij ij ij

ij ij ij

ij ij ij

t T S I

t T F I

t T T t T t T

 


 
    

 (8) 

The calculation process in direct evaluation phase is relatively simple, and 

the direct reliability can be achieved by putting the direct interaction results into 

the above formula. By the definition of 
ijt , we can easily know that 

ijt  is a BBA 

(mass function), so we can conduct general evaluation by using Dempster-

Shafer Theory to combine all the BBAs. 

3.2.   General evaluation phase 

After direct evaluation phase, we can get the direct reliability between every two 

service instances in adjacent service groups, and then each service instance in 

the same service group broadcasts its direct evaluation of the posterior service 

instance. Here we assume that the number of service instances in each service 

group is n, and then the direct reliability matrix is defined as 

 

1j 1j 1j 1j

2j 2j 2j 2j

nj nj nj nj

t t (T) t ( T) t (T,-T)

t t (T) t ( T) t (T,-T)
M=

t t (T) t ( T) t (T,-T)

   
   


   
   
   

      
 (9) 

In the matrix M, j denotes the j-th service instance in the posterior service 

group to be evaluated. 
ijt  is the direct reliability of the j-th service instance in 

the posterior service group, which is evaluated by the i-th service instance in the 

prior service group. When j is fixed, 
ijt  can be written as it . There are n BBAs 

in the matrix M obviously, and all these BBAs are combined in general 

evaluation phase. 

Usually these BBAs are not equally important in a distributed routing 

scenario, and we consider that the importance of each BBA may be different. 

We can get the importance by using evidence distance ( , )BBA i jd t t , which can 

describe the degree of conflict between two BBAs. The higher degree of 

conflicting with other BBAs, the less important it will be. Suppose the distance 
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between two BBAs can be calculated by Formula 3, The similarity measure 
ijS

between two BBAs is defined as: 

 
( , ) 1 ( , )i j BBA i jS t t d t t 

 (10) 

So the total similarity measure of the BBA 
it  is defined as: 

 
1,

_ ( ) ( , )
n

i i j

j j i

Total S t S t t
 

   (11) 

The weight of each BBA 
it  is defined as: 

 
1

_ ( )

_ ( )

i

i n

i

i

Total S t
w

Total S t




  (12) 

It is obviously that 1iw  ,so we can use iw  as the weight of each BBA, 

then we use 
iw to transform ti as follows: 

 

( ) ( )

( ) ( )

( , ) 1 ( ) ( )

ij i ij

ij i ij

ij ij ij

t T w t T

t T w t T

t T T t T t T

 


  
     

 (13) 

Then we can use Dempster’s rule to combine the transformed direct 

reliability, and get three effective reliability intervals, namely ( )jct T , ( )jct T  

and ( , )jct T T . 

3.3.   Accurate evaluation phase 

In this section, we present the accurate evaluation of the reliability, we use 

Pignistic Theory to transform the interval-valued belief degree into precise 

probability. This transformation can help us evaluate the reliability and decision-

making. 

In real system, Traditional pignistic transformation such as the Smets 

pignistic probability (BetP) usually more biased towards a smaller interval. 

Some improved pignistic transformation with the larger stability measured by 

probabilistic information content or the lower entropy are more proper to be 

used in decision procedure, but in our scenario, what we need is the precise 

service reliability, rather than the decision-making. The PrPI method can 

achieve more precise evaluation results, the simplest form of PrPI method is 

defined as: 
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( )

( )=m(T)+ ( , )
( ) ( )

PI T
f T m T T

PI T PI T


 
 (14) 

Have substituted the reliability intervals into Formula 3, what we have 

desired is f(T), this is the service reliability.  In real system, we can achieve the 

posterior service reliability by running this evaluation model periodically. 

4.   Trusted Routing Algorithm 

In this section, we will add service reliability into the traditional routing 

algorithm smoothly to improve the performance. Service reliability is useful for 

different types of routing algorithms, such as shortest path algorithm, multi-

objective optimization and linear programming. For simplicity, we only consider 

the implementation of the sequence process, complex processes such as parallel, 

pick and while process, can refer to the discuss in more specialized articles. We 

consider three properties for the QoS model without loss of generality, These 

properties are delay, security capacity and service cost, which are the most 

important attribute for routing. In this paper, the shortest path algorithm has 

been chosen to compose service instances, we introduce service reliability to 

improve the performance of the QoS metrics. 

Traditional routing algorithms, either centralized or distributed, they only 

consider the functional QoS metrics. These algorithms calculate the QoS 

aggregation metrics, and then choose an appropriate path with the minimum 

QoS aggregation metrics. In the real environment, normally the service instance 

may have the uncertainty or malicious nature, this nature may lead to the failure 

of the execution, as a result of the transaction mechanism, the service instance 

will be executed until successful, it will result in unexpected cost, the traditional 

algorithms are difficult to obtain satisfactory results. We add precise service 

reliability (r) into routing algorithm, and then 1/r denotes the expected number 

of calls, we use the expected value of QoS aggregation metrics (EQAM) to 

measure the composition paths, and select the appropriate path with the 

minimum EQAM. The trusted routing algorithm is described as follows: 

Algorithm1. Trusted routing algorithm 
 public Path calMinPath(){ 
 //SGNum is the number of SG，SGSize is the size of SG 
 //d[i] denote the evaluation results of i-th service instance  
 for(int i=0;i<SGSize;i++){ 
         a[i]=start.score[i]/start.d[i]; 
         b[i]=MAX; 
} 
 for(int k=1;k<SGNum;k++){ 
 //orderly traversal 
         for(int i=0;i<SGSize;i++){ 
                 for(int j=0;j<SGSize;j++){ 
                         if(a[j]+nextSG.ws[j].score[i]/d[i]<b[i]) 
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                         { 
                         b[i]=a[j]+nextSG.ws[j].score[i]/d[i]; 
                         c[k-1][i]=j//Record every step of the path for the latter calculation 
                         } 
                 } 
         } 
         for(int i=0;i<SGsize;i++){ 
                 a[i] = b[i];//EQAM 
                 b[i] =MAX; 
         } 
 } 
 t<--min(a[i])；//calculate the path with the minimum EQAM. 
 minPath<--(i,c[k-1][i]);//minPath is the optimal path.  

} 

5.   Experiments 

In order to test and verify the performance of the trust evaluation model and the 

trusted routing algorithm, a simulation environment has been built. The process 

has been designed in four service groups, and each service group is  consist of 

20 service instances. All service instances can be classified into three types in 

accordance with good performance (85%-90%), random performance (40%-

60%) and poor performance (10%-15%). The number in parentheses is the 

probability of the service instance to be successful. 

In the simulation experiment, we set the number of direct interaction 

between two service instances is 50, and then we can get the direct reliability, by 

calculating the ratio between the successful number and the number of 

interactions. The algorithm proposed in [7] firstly adds the service reliability 

indicators into the QoS metrics and this algorithm is generally considered to be 

more effective than others, so we choose this algorithm as the only control group 

representing the traditional algorithm. The trusted routing algorithm and the 

traditional algorithm have been tested 20 periods, all service instances work well 

in the first 10 periods, and then we set the half service instances perform 

randomly, the other half service instances are still as good performances. Both 

trusted routing algorithm and traditional algorithm have been executed 50 times 

in a period, and then we calculate the average execution time and the success 

rate in a period. 

It can be seen from Fig.1, in the condition with all service instances perform 

well in the first 10 periods, the trusted routing algorithm performs a litter better 

than the traditional algorithm in execution time and the success rate. In the last 

10 periods, since half of the service instances performs randomly, the execution 

time of traditional algorithm increases rapidly, and the success rate is also 

decline rapidly, while the performance of trusted routing algorithm decline more 

slowly than traditional algorithm. So our trusted routing algorithm performs 

better than other routing algorithms. 
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Figure 1.  Contrast between traditional algorithm and trusted routing. 

6.   Conclusion 

In this work, we analysis the problem of applying trust evaluation to routing 

algorithm. Based on Dempster-Shafer evidence theory, evidence distance and 

physical layer security theory, we propose a trust evaluation model of service 

instances, and this model can evaluate service reliability accurately, and then we 

propose the trusted routing algorithm by using this trust evaluation model. The 

experimental results confirm the advantages of our work in the success rate of 

routing and the performance of the QoS metrics. 
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