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Abstract. 
With the advent of the Internet era, the network has been widely used in production and life, and 
network security has become a hot topic. Nowadays, the traditional prevention technology is 
difficult to prevent the various increasing network attacks. There is an urgent need for a complex 
network intrusion detection technology to ensure the normal use of the network. According to the 
above problems, this paper studies the problem of network intrusion detection technology in 
dynamic and complex background. This paper introduces the network intrusion detection 
technology under dynamic background, and expounds the basic idea of detection, detection system 
model and packet capture device of detection system, and then analyzes the technical advantages of 
the detection system. the experiment proves that the network intrusion detection system can detect 
intrusion quickly and accurately to prevent intrusion.  

1 Introduction 

In recent years, Internet technology has been rapid development, and brought a variety of 
problems, one of the most prominent problems is the network security issue. The most commonly 
used network security technology for these problems mainly includes character encryption 
technology and verification code recognition technology, scanning authentication and authority 
control technology, firewall technology and intrusion detection technology. 

Intrusion detection technology is the process of detecting an attempt to commit an illegal 
intrusion or illegal theft. Intrusion detection technology system is composed of hardware and 
software systems. The intrusion detection technology can complement the firewall vulnerabilities to 
reduce the probability of network attack, expand the security management system functions, and 
effectively enhance the computer security. The intrusion detection technology system uses the 
network data packet as the intrusion detection information source. Intrusion detection technology 
mainly provides effective detection and protection for network information. 

The current intrusion detection methods are divided into two types: abuse detection method 
and anomaly detection method. Abuse detection method is mainly carried out on the detection of 
various means of invasion, can be targeted to find a collection of offensive features. One main 
feature of the abuse detection is the detection of known attacks, and the detection results are 
accurate. The downside is that it can only detect attacks that have already been made, and those that 
have not yet been made but have a set of attack features can not be detected, and it requires 
real-time data updates. The advantage of the anomaly detection method is that it can detect 
unknown attacks, but the detection accuracy is very low [1]. 

Through the analysis of the above situation, the paper integrates a new type of technology with 
intrusion detection technology, and presents a set if implementation scenarios while describing the 
the performance of the detection system, and finally verify the effectiveness through experiments. 
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2 Network intrusion detection technology in dynamic complex background  

Basic ideas of the measurement. Data mining refers to the mining of data from a large number of 
data sets, and the data mined generally implies some confidential messages or decisions that are 
useful for decision making. Integrating data mining technology and intrusion detection technology, 
we can automatically find the relevant useful data from the massive information, therefore reduce 
the amount of manual labor as well as the amount of queries to the server. In the data mining 
technology, the clustering analysis algorithm can simulate the data model of the normal network 
data packet, and can also simulate the data model with the intrusion behavior. It can judge whether 
the attack data is invaded by comparing the simulated data model [2 -3]. 

Intrusion detection method also has the exception detection function. Correctly simulating the 
normal network packet model is the key to the anomaly detection, and the clustering analysis 
algorithm in data mining technology provides us with a good solution. The clustering analysis 
algorithm in data mining technology can automatically generate normal network packet model to 
facilitate the anomaly detection. Anomaly detection can also filter the data at the same time, filter 
out the data of the same type as the model, and filter out the data that is different from the model, 
thus realizing the effect of isolation prevention. 
Detection system model. According to the above theory, this paper presents a system model that 
combines the data mining technology and the intrusion detection technology organically. The new 
detection system model shown in Figure 1. 
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Figure 1 System model 

Intrusion detection technology already has a packet search device, programming converter, data 
simulator, rights search engine, information alarm system and effective database. Through the 
above research, we know only a model comparison module, clustering analysis module, and data 
record analysis system need to be added. 
Packet capture for detection system. The packet capture system is the preparation for intrusion 
detection. With the rapid growth of current network traffic, conventional packet capture methods 
have been unable to meet the needs of intrusion detection. The study found that the average size of 
the normal packets in the network is typically up to 500 bits. According to this ratio, the gigabit 
bandwidth network can capture about 300,000 packets per second. In the peak period, the number 
of captured packets will be much higher than this value, so the task is quite difficult to be completed. 
Therefore, it is necessary to use the high-speed packet capture device to effectively capture the 
packet. At the same time, the packet capturer need to be upgraded [4-5]. 
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3 The technical advantages of the new detection system 

Clustering analysis. First, the data need to be preprocessed, which makes the cluster analysis and 
calculation easier. The packets captured by the data capturer of intrusion detection technology 
system will have many attributes, some of which do not meet the requirement for cluster analysis 
calculations. Therefore, a certain type of attribute exclusion is needed. After that, we need to 
quantify the different data packets, so as to effectively reduce the impact of different attributes on 
the calculation. In this article, the following formula is used to effectively quantify the data packets 

[6]. 
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In the formula: X represents the data packet quantization parameter; B is the value coefficient of the 
packet attribute; M1 and Sd are the average coefficients and the average error coefficient 
corresponding to B [7-8]. 
 
2 Similarity calculation. Conventional calculation methods can only be applied to the calculation of 
continuous data, when encountered discrete data, the conventional calculation method can not 
effectively calculate the results [9]. For discrete data, the Manhattan distance can generally be used 
to compare the similarity between the data models. 
For continuous data generally use the following formula for comparison. 

( )a i1 j1 i2 j2 i jpf i j = - + - PX X X X X X+ + −， …  

For discrete data, the following formula is used for comparison 
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In the formula: yiz and yj are the p-th discrete coefficient values of data i and data j, and F (i, j) is the 
sum of all the similarity of the discrete coefficients between data i and data j. The similarity 
between i data and j data is f (i, j), that is, 

( ) ( ) ( )a bf i j =f i j +f i j， ， ，  

Anomaly Detection. The data processor of the intrusion detection technology system accepts the 
form of the plug-in. We can connect search engine of the anomaly detection in the form of plug-ins, 
thus facilitating the abnormal detection for the intrusion detection technology system. We compare 
the data from the anomaly detection engine and the simulated data model calculated by the cluster 
analysis, while recording and editing the source of the data to facilitate the effective tracking [10].  

Figure 2 is the flow chart of the anomaly detection. It can be concluded from the chart that the 
anomaly detection process can be divided into following steps 
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Figure 2 flow chart of the anomaly detection 

1 Quantify the searched packets; 
2 Compare the similarity between the data packet and the simulated data model; 
3 If the similarity is less than a certain value, abandon the packet, otherwise alarm. 

4 Test 

4.1 Test environment 
1 hardware environment: CPU: AMD Athlon win7 2024 + (2.66 G), memory: 1.5G. 
2 Software Environment: Operating System: win7, Database System: Oracle 5.2.36, Snort Version: 
2.6.1 
4.2 Test methods 
1 Random access to multiple data packets on the network, through simple statistical calculations, 
we could get the average value of the continuous attribute and the average error value for the 
standardization of comparison. 
2 Use intrusion detection technology for one hour of network packet detection, and save the results 
to the specified folder. During the detection period, the computer normally uploaded and 
downloaded web files. Specify a key folder to hold the normal data as comparison model. 
3 We use 7 ways to simulate attacks the computers, and save the attack packets to the key folder, 
through which we can better evaluate the established network intrusion detection system. According 
to the error rate of the search engine for anomaly detection, we can intuitively evaluate the 
established intrusion detection system. 
4.3 Results and Analysis 
Model evaluation: Table 1 and Table 2 records the comparison results and the error rate of the 
anomaly detection of the simulated data model of the intrusion data. Through analysis, we find that 
the error rate varies with the change of the cluster analysis, and the error rate increases with the 
value calculated by the cluster analysis, and vice versa. When the value of the cluster analysis is too 
large, the coincidence rate of the attack data packet with the conventional data comparison model 
becomes smaller, which is the reason for the change of the error rate of the calculated value of the 
cluster analysis. In addition, when the number of packets of an attack type is to large, the intrusion 
detection system will define this type of data packet as normal packet by default. So we have to set 
a certain threshold for intrusion detection, which can effectively prevent the occurrence of such 
vulnerabilities 
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Table 1 changes in error rate 
θ 100 150 200 250 300 350 

Error 
rate % 

2.09 1.84 1.76 1.55 0.98 0.60 

 
 
 

Table 2 Error rate change with clustering analysis changes in calculated values 
R 1 2 3 4 5 6 7 8 9 

Error 
rate 

0 0 0 0.058 0.042 0.97
9 

1.86
9 

5.026 9.45
9 

 

5 Conclusion 

In this paper, the research of network intrusion detection technology in dynamic and complex 
background is studied deeply, and it can effectively detect the intrusion data by combining the data 
mining technology and intrusion detection technology. At the same time, for the rapid development 
of the network, advances data packet capture devices are used to implement rapid and effective 
real-time dynamic data detection. It is hoped that the research of this paper can provide an effective 
theoretical basis for the application of intrusion detection system. 
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