
Intelligent Analysis of Database Users Based on A Dynamic Model 

Jieqing Ai, Jianyong Wang, Shouming Chen, Hao Guan a*, Chengdong Liang, Liang Chen 
Information center of Guangdong  

Power Grid Corporation, Guangzhou, China 
a wudiguanhao001@126.com 

*corresponding author 

Keywords: Database Security; Behaviour Analysis; Anomaly Detection; Hidden Markov Model; 
User Profile; 

Abstract: Database security issues play an important role in modern information systems. This 
paper aims to deal with one of the most difficult issues for database security. We propose a novel 
intelligent method for database user behaviour analysis. Specially, we use hidden Markov model 
(HMM) to model the user profile. Different from most of previous works which only focus on 
query syntax for anomaly analysis, our approach explores more temporal relationships between 
operations and can take advantage of big training data. Experimental result has shown that our 
model is quite effective and efficient. 

1. Introduction 
At present, more and more enterprises have built up information systems for handling business, 

such as billing, customer relationship management, business data analysis and electronic business. 
Despite the diversity of applications, most of the systems are based on database management. 
Therefore, it is necessary to analyze the database user behaviours and detect abnormal operations on 
the database. Anomaly detection for database refers to the process that a person or program 
monitors each event of the database and alert when anomalies have been detected [1,2]. After that, 
some measures should be taken to prevent further damages to the entire information system and 
minimize its damages.  

This paper focuses on the intellegnent analysis of database user behaviour for abnomaly 
detection.  All the operations on the database are based on SQL query statements. While most of 
previous works only focus on query syntax to construct user behaviour model, we pay more 
attention to temporal relationship between operations and takes into account the amount of some 
sensitive information a query result contains. For its popularity and effectiveness in the machine 
learning community, we use Hidden Markov Model (HMM) [3,4,5] which has shown good 
performance in sequence learning such as natural language processing (NLP) to model database 
user behavior. The data for model training and testing comes from the log files of a database system 
which belongs to a telecommunication service provider.  

The trained model is then used to classify unknown users. When the classification score is lower 
than a threshold, an anomaly is detected. The main contributions of this paper are as follows. First, 
we propose a new database user hehaviour analysis and anomaly detection system. Our method 
takes full advantage of training data and can be independent of the database schema. Second, we 
take experiments on a real world information system of a telecommunication service provider to 
verify the effectiveness of the proposed mothod. 

2. Related Work 
User behaviour analysis and anomaly detection is an important topic in multiple areas. 

Specifically, anomaly detection refers to the process of finding the patterns in data that are not in 
accordance with expected behaviors [6]. Roughly, the common anomaly detection techniques can 
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be categorized into nearest neighbor based method [7,8,9], clustering based method [10,11], 
statistical based methods [12,13], information theory based methods [14] and spectral based 
methods [15]. The authors in [16] propose to adopt the user profile to detect misuse of database. In 
[17], some machine learning methods have been introduced into anomaly detection. Despite the 
progress, most of the methods are based on query sytaxrelay or static features without full use of 
temporal information.  

3. Proposed Method 
3.1 System Overview 

The overall flow chart of the proposed method is illustrated in Figure 1. The whole system can 
be divided into two stage, namely, the training stage and the detection stage.   

 

Fig.1 Main Flow Chart of the Proposed Anomalies Detection Method. 

3.2 Basic Model 
Different from traditional syntax-based methods, our primary object is to protect database by 

using a dynamic model which can exploit more temporal information in operations. We adopt 
Hidden Markov model (HMM) [3] as the basic model of our system. In practice, we take a temporal 
sequence of observable query statements as the behaviour model of a specific database user. 

Generally, HMM is a probabilistic model that combines Markov chains and general stochastic 
processes using model parameters. It can be used to describe the statistical properties of stochastic 
processes. The transfer of the Markov chain is used to describe the state of the general stochastic 
process and the relationship between the state and the observation sequence. The state transition 
process of the HMM is not observable, but the model can be inferred from a series of observations. 

An HMM is generally represented as an ordered tuple as: 
                                                                           λ = (A,B, π)                                                                             (1)            

Besides the three items, there are another two important parameters: 
(1) Total number of states of the model. Use S to denote the set of model states, S = s1, s2; …, sN. 

Use qt  S to denote the model statement at time t. 
(2) Total number of observations of the model. Use V to denote the set of model states, V = v1, 

v2, …, vN.  
The parameter A is the state transition probability matrix of state, A = ai,j , where: 

                                             𝑎𝑎𝑖𝑖,𝑗𝑗 = 𝑃𝑃�𝑞𝑞𝑡𝑡+1 =  𝑠𝑠𝑗𝑗  �𝑞𝑞𝑡𝑡 =  𝑠𝑠𝑖𝑖    ), 1 ≤ 𝑖𝑖, 𝑗𝑗 ≤ 𝑁𝑁                                          (2)  

The parameter B represents the probability distribution of the observation symbol and B = bi(j), 
where bi(j) represents the probability of the observed value in state i with its definition as: 

                                        𝑏𝑏𝑖𝑖(𝑗𝑗) = 𝑃𝑃�𝑜𝑜𝑡𝑡 =  𝑣𝑣𝑗𝑗  �𝑞𝑞𝑡𝑡 =  𝑠𝑠𝑖𝑖    ), 1 ≤ 𝑖𝑖 ≤ 𝑁𝑁, 1 ≤ 𝑗𝑗 ≤ 𝑀𝑀                         (3) 
The initial state probability distribution is: 

                                                         π =  𝜋𝜋1 = p(𝑞𝑞1 =  𝑠𝑠𝑖𝑖  ), 1 ≤ 𝑖𝑖 ≤ 𝑁𝑁                                                 (4)  
Let O be an observation sequence, then the sequence can be denoted as O = O1O2…OT, where 

Ot represents the observation at time t. 

3.3 The Proposed Analysis Model 
The total number of states N and observations M are determined by the types of events in the log 

files, such as asking for a connection, logging on to the server, using the select query, etc. The 
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observation sequence of the model is a series of actions in chronological order, and the maximum 
length of each observation sequence is T. The state of an event is unobservable behind the 
observation sequence, namely, the hidden variables. 

In this paper, the Forward-Backward algorithm [3,4,5] is used to calculate the state transition 
probability matrix A, the probability distribution of the observation B as well as the probability of 
observing the sequence P(O|λ). The initial probability of each state is assumed to be uniformly 
distributed.  The whole running flow of the proposed model can be illustrated by Fig.2. 

 

Fig.2 The Proposed Model for User Classification 
As shown in Figure 2, we pre-define the number of roles in the system and we build a HMM for 

each role. The value of P(O|λ) is used as the classification score for each testing sequence. A 
sequence of an unknown user with the highest matching score is categorized into the corresponding 
role. If the matching score is lower than a threshold, the operation is viewed as an anomaly. 

4 Experiment Results 
4.1 Experiment Dataset 

To evaluate the proposed method for user classification, we use a real world dataset from a 
telecommunication provider. All the data is from the operation logs of all the database users  in one 
week.  

The dataset is divided into two parts, one part is used to train the model, and the other is used for 
testing.  The ground-truth labels for all the  data are offered by the telecommunication provider. We 
mainly use the classification precision as the testing metric for our experiments. 

4.2 Experiment Results with Comparisons 
The experimental results are shown in table 1. From the results it can be observed that the 

proposed method is accuracy for user classification. 
Table.1 

  dataset type number accuracy 
1 A training 300 96 
2 B testing 500 84 

We also compare the proposed method with traditional sytax-based method and the comparison 
result is shown in Figure 3. Through the comparison, it can be observed that our method 
outperforms the traditional one. It can be explained by that the dynamic model which explores 
temporal relatonships can take more advantages of training data and be more robust and precious 
than traditional ones. 
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Fig.3 Comparision of The Proposed Method and Traditional Method 

4.3 Insight Investigation of HMM States  
We also test the accuracy of different number of states. The result is shown in Figure 4. We can 

see that with more number of states, the accuracy can be higher. Too many states, however, may 
bring down the accuracy which can be explained by the limitation of capacity of our training model. 

 

Fig.4 Accuracy on different number of states 

5. Conclusion 
In this paper, we focus on the problem of database user classification and analysis, which is 

import to protect information systems. We introduce the Hidden Markov Model to model user 
behaviour and classify different roles. Experiment results on a real world database of a 
telecommunication provider show that the proposed method can accurately classify different users 
according to their behaviour patterns. 
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