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Abstract. The intermittent fault of electronic system is often misdiagnosed as a permanent fault,
resulting in problems such as unnecessary repeated downtime, excessive repair and a large loss of
spare parts, and affecting equipment readiness. Starting from the overall development of intermittent
fault for electronic system to tease out the research direction, this paper focuses on the research of
intermittent fault for electronic system from four aspects: the failure mode, cause and mechanism
analysis, modeling method, detection method and diagnosis / prediction method, and points out the
shortcomings of the current research on intermittent fault of electronic system.

1. Introduction

Electronic products have penetrated into all walks of life. According to the prediction of
International Technology Roadmap for Semiconductors (ITRS), the complexity and technological
level of electronic products also shows a strong upward trend, followed by a variety of fault threats.
The faults of electronic systems, according to the time characteristics, can be classified into three
types [1]: permanent fault, transient fault and intermittent fault. 1) Permanent fault refers to the fault
which can't return to be normal by itself from fault state, and often influences the functional behavior
of the system continuously and steady. 2) Transient fault is caused by the particle radiation,
electromagnetic wave and power-supply fluctuation, and has no fault of any component. It often
occurs instantaneously. 3) Intermittent fault can return to be normal from fault state by itself, and it
usually occurs at the same position repeatedly once occurred, showing the intermittent characteristics
that occurs from time to time. Transient faults are mostly related to the external disturbances and have
real randomness. And permanent faults have formed a complete set of theoretical system. Both of
them will not be discussed in the paper.

As a special fault form, the intermittent fault is random, intermittent, repetitive and cumulative,
seriously affecting the performance of electronic equipment. For example, in the mixed circuit,
intermittent fault is the main cause of temporary failure. Even in the ideal environment, intermittent
faults would be 10 to 30 times the number of permanent faults. Digital circuit system dysfunction is
mainly caused by intermittent faults, accounting for 90% of all the possible faults. But abnormal
performance usually disappears after the system reboot, bring difficulties to fault detection. In the
large scale integrated circuit, a permanent fault occurs on average every 7700 hours, while an
intermittent fault occurs on average every 100 hours [2]. Especially with the constant injection of
high-tech and the increasing complexity of electronic system, the intermittent fault has become even
more prominent, especially for the electronic devices in harsh environments, such as island, desert
and plateau. Related research shows that intermittent fault is one of the important factors which cause
the low detection rate and high false alarm rate. It directly leads to unnecessary repairs, low
operational readiness and premature system replacement, resulting in a huge waste of resources.
However, due to the particularity of intermittent faults, it is difficult to apply the existing fault
diagnosis methods to intermittent faults which are difficult to be suppressed and blanked efficiently.
In addition, some experts, organizations or institutions also point out the inefficiency of the existing
methods in response to intermittent faults. Pecht points out that nonpermanent faults such as
intermittent faults are the "weakness™ in the field of Prognostics and Health Management (PHM). It
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can be seen that the intermittent fault of electronic system and its fault mode, mechanism, detection
and diagnosis method are very worthy of further researching. Based on this, the author studies the
intermittent fault of electronic system.

2. Overall Trend Analysis of The Study on Intermittent Fault For Electronic System

Early in the 1940s and 1950s, people have carried out to study problems such as arc of fire which
Is caused by intermittent short circuit between the cable and the casing on machine, including not
only the analysis of the principle, but also the study of experimental methods and detection methods.
Now, the research on intermittent faults has accumulated certain achievement. Through the search
and analysis of some databases, it is not difficult to see the overall development trend. Taking "IEEE
Xplore Digital Library" and "Science Direct" as an example, "intermittent failure” and "intermittent
fault™ are used as keywords (the relationship of the two keywords is "OR™), the search condition is
set to " (Document) Title, Abstract, Index Terms/Key Words ", and retrieve the unrelated literature
by browsing" Abstract ". Column charts shown in Figure 1can be achieved.
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Fig. 1 The distribution of the number of documents related to intermittent faults in the two
databases

(Data on the left are from IEEE Xplore Digital Library, and data on the right are from Science
Direct)

It can be seen from Figure 1 that the intermittent fault research in the 1950s and 1960s is relatively
sporadic, and it is not very concerned. After the 1970s, the study of the intermittent fault has an overall
tendency to be popular. Around 2008, the attention on the intermittent fault has been greatly improved.
Since the statistics given in Figure 1 can’t cover all the literature related to intermittent faults, it is
impossible to take the absolute number of documents in the figures for analysis. But obviously,
compared with the number of other literature in the field of PHM, there are few literature on the
intermittent fault. It can be seen from several held International Conferences on the theme of PHM:
From 2008 to 2014, IEEE has organized nine international conferences themed "Prognostics and
Health Management™ and "Prognostics and System Health Management". Although only 5 in all of
the 765 papers are related to the intermittent fault, the higher destructive force which has been shown
and the current attention which is not timely follow-up are doomed that the problem of the intermittent
fault will be more and more popular as shown in Figure 1.

3. Main Research Direction of Intermittent Fault For Electronic System

The research directions of the literature can be collected and classified by consulting relevant
literature in the database and part of the references, as shown in table 1.

Table 1 shows that fault modes, causes, and mechanism analysis and detection methods are mostly
researched. For some intermittent faults of which the cause and mechanism are complex and fault
phenomenon can’t be observed obviously, dozens of literature are retrieved merely for this kind of

611



ATLANTIS . )
PRESS Advances in Computer Science Research, volume 74

intermittent faults. The reason why the two parts account for a large proportion should be the most
urgent need for these two aspects: On one hand, people need to study the fault modes, causes and
mechanism to deeply understand the intermittent fault. On the other hand, effective detection methods
are needed urgently to detect and isolate intermittent faults. Here is the literature review for above-
mentioned four main respects.

Table 1. Main research direction and proportional distribution of literatures related to intermittent

faults
Main research direction Proportion
Fault mode, cause and mechanism analysis 65.1%
Modeling method 6.2%
Detection method 26.1%
Diagnosis/prediction method 7.2%
Others 3.6%

3.1 Fault Mode, Cause And Mechanism Analysis

Intermittent fault mode, cause and mechanism analysis are mostly realized by some basic
experiments. The results of the research are around the laboratories, research institutes, universities,
companies, military and state-owned units all over the world, such as research on intermittent faults
caused by the conductive wire by the University of Maryland, Honeywell and Rockwell [3], research
on intermittent faults caused by the contact resistance by Chrysler and the University of Lyon in
France [4], research on intermittent faults caused by creep fatigue by Atomic Energy Research
Institute in Korea and the University of Strathclyde in British [5], research on intermittent faults
caused by the electrochemical migration by the Technology University of Denmark and the
University of Science and Technology Beijing [6], research on intermittent faults caused by the
friction corrosion by Korea POSCO Technology Laboratory, the Seoul’s Yonsei University, the
Harbin Institute of Technology and the Germany East Westphalia - Lipp University of Applied
Technology [7], research on intermittent faults caused by the electronic "lead-free™ by the University
of Maryland, the Institute of Electronic Technology in Poland, the Korea Yeo University, Samsung,
the Michigan State University, the University of Science and Technology Beijing and the University
of Hong Kong [8], research on intermittent faults caused by the solder joint by the National Tsinghua
University in Taiwan, Thales in French, the Bordeaux First University in France and the Air Force
Engineering University [9], research on intermittent faults caused by the tin/metal whisker by NASA,
the University of Maryland, the Korea Yeo University, Korea Electronics and Telecommunications
Research Institute, Korea National Nanotechnology Manufacturing Center, Samsung, Los Angeles
Air Force Base, Lucent Technology in America, Bell Labs, Raytheon, National Taiwan University of
Science and Technology, National Taiwan University and Institute of Metal Research, Chinese
Academy of Sciences [10], research on intermittent faults caused by the wafer bonding of gold by
NASA, the Technical University of Munich in Germany, Switzerland ABB company and Chongging
University and research on intermittent faults caused by the cable connection by the advanced
automatic equipment company [11].

However, the cause and mechanism of some intermittent faults can’t be fully understood. For
example, there is no single and widely accepted explanation of the generation/growth mechanism of
tin/metal whisker causing intermittent faults. 7 International Symposiums on Tin Whiskers have been
held to promote the study of tin whisker and strengthen the exchange of research results.

3.2 Modeling Method

The modeling method for the intermittent fault of electronic systems is mainly carried out on a
series of characteristics of intermittent faults. For example, the on-off characteristics of the
intermittent open circuit fault are simulated by the equivalent circuit model (“switch + variable
resistor') in [12]. Another equivalent circuit model (variable resistor) is used to simulate the on-off
characteristics of the intermittent open circuit fault. Alpha count model is used to determine a related
fault type "alpha index" to distinguish the intermittent fault from other types of faults, such as the
permanent fault and transient fault in [13]. Markov model is used to describe the transfer of the
intermittent fault from the normal state to the fault state in [14]. The finite state machine is used to
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describe the transfer of the intermittent fault from the normal state to the fault state in [15]. In [16],
the intermittent fault is written into the observation equation to analyze it by the state equation model.
The Bayesian model based on probability is used to describe the probability of the intermittent fault
part in the normal state in [17].
3.3 Detection Method

Traditional detection methods are often inadequate when dealing with intermittent faults. At
present, a number of detection methods have been developed specifically for intermittent faults of
electronic systems and have been successfully applied, but only focused on intermittent faults caused
by partial causes/mechanisms. For example, various reflectometers have been widely used in the
cable path detection, and have a very good effect on the intermittent connection fault. Characteristics
and principles of various reflectometers and an inspection tester- wire integrity tester (WIT) based on
various reflectometers are introduced in [18]. The application of the reflectometer in intermittent fault
detection of the flight control system for F-18 fighter is introduced in [19]. The application of the
reflectometer in the field of civil aviation and military is introduced in [20] and the application of
time and frequency domain reflectometer in the business is introduced in [21].Given the difficulty
traditional ATE dealing with, Universal Synaptic company in America designed intermittent fault
detector (IFD) and intermittent fault detection and isolation system (IFDIS) to detect intermittent
faults on ground, including intermittent faults induced by joint crack, contact corrosion, loose
plug/seat, loose connection and hairline cracks of circuit board line [22]. However, it still relies on
laboratory conditions can be detected for intermittent faults induced by other causes/mechanisms,
such as the tin/metal whisker.
3.4 Diagnosis/Prediction Method

In [23], the probability statistics method is used for the characteristics of intermittent faults to
determine the probability value of the upper and lower bounds of the failed unit, and a method can be
used to diagnose the permanent fault and intermittent fault of the scanning link. In order to meet the
requirements of intermittent fault diagnosis, a new self-feedback observer is designed and applied to
detect and diagnose sensor intermittent faults in [24]. In [25], the performance of environmental load
and in-situ measurement is combined with life consumption monitoring and prediction algorithms of
uncertainty correction to achieve the prediction of intermittent faults in digital systems. In [14, 15],
based on the study of the dynamic characteristics of intermittent faults, in order to achieve the effect
of intermittent fault diagnosis and prediction, the number of intermittent faults and the duration of the
relay elements are kept statistics and the intensity of faults is measured by the temporary fault density
and pseudo period in the time window. In [16], the methods of diagnosing and predicting intermittent
faults are determined according to various filtering algorithms on the basis of state equation model.

4. Analysis of Shortcomings of Intermittent Faults In Electronic Systems

The intermittent fault of the electronic system although has achieved considerable development, it
is still lack in many aspects, such as FMMEA, the selection of test analysis and detection method,
general recognition of the intermittent fault and maintenance decision for the intermittent fault,
specifically including the following 4 aspects. (1) The FMMEA system of intermittent faults is not
perfect. The cause, mechanism, mode, and fault model described in section 2.1 above are part of the
FMMEA (Failure Mode, Mechanism, and Effect Analysis). But there is no relevant theoretical
research for intermittent faults in the other part—effect analysis, which is need to be researched
vigorously in the future. (2) Study on test analysis and the selection of detection method for
intermittent faults is inadequate. For the intermittent fault, the purpose of the current theory and
practice is eager to detect intermittent faults, and relevant detection methods are studied a lot and
have mature applications. Nevertheless, the study on test analysis and the selection of detection
method for intermittent faults hasn’t been carried out. (3) There exist deviations in general recognition
of the intermittent fault. Although the further research on the fault cause, mechanism and mode, the
general recognition of the intermittent fault hasn’t developed and followed up with it. The early
recognitions of the intermittent fault are remained in many views, and some of them even mislead the
modeling methods and diagnostic methods for intermittent faults. (4) There is a lack of maintenance
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decision for intermittent faults. Confusing intermittent faults are intertwined with other factors that
have led to a large number of NFF events, so the dangers of intermittent faults has been realized for
a long time in the field of maintenance. The intermittent fault still is regarded as the major source of
future NFF events after NFF being analyzed in detail, not only because the recognition, detection
means and maintenance means of the intermittent fault are not advanced enough yet, but also because
the maintenance decision method for intermittent faults effectively is inadequate.

5. Conclusion

In reality, the intermittent fault of the electronic system is often misdiagnosed as a permanent
failure, resulting in unnecessary repeated machine halt, over-repair, and large wear parts and affecting
the combat readiness of the equipment. In the paper, the concept and the research significance of
intermittent faults are summarized, and the current research trends are analyzed. Generally speaking,
compared with the research on permanent fault diagnosis, there are few research results of intermittent
faults. The existing results are mostly in accordance with the traditional fault diagnosis ideas, only
adding the priori information of intermittent faults to the traditional fault diagnosis method or simply
regarding the intermittent fault as stochastic disturbances of the system to avoid the essential
difficulties of intermittent fault diagnosis, such as strong randomness and short intermittent. At
present, there isn’t research results of the intermittent fault for the electronic system, which is
systematic and has the universal significance. This paper focuses on the analysis of the intermittent
fault for the electronic system from four aspects: the fault mode, the cause, the mechanism analysis,
the modeling method, the detection method and the diagnosis/prediction method, so as to give some
reference and inspiration to the research on the intermittent fault of electronic system.
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