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Abstract 
This paper proposes a generic construction of CCA-secure 

fully homomorphic encryption (FHE) scheme. First, we 

introduce a new primitive called multi-identity fully 

homomorphic encryption, which works in the multi-identity 

setting; that is, homomorphic evaluation can performed on 

ciphertexts created with different identities. Then, we propose 

an IND-sID-CPA secure multi-identity leveled FHE scheme 

over lattice. Finally, we present CCA-secure FHE from our 

proposed multi-identity FHE scheme and strongly EUF-CMA 

secure signature. The security analysis shows that our FHE 

scheme is CCA2-secure when the evaluation key is 

unavailable to the adversary, and remains CCA1-secure when 

the evaluation key is exposed in the standard model. 

1 Introduction 
With the rapid development of communication and in-

formation technology, cloud computing has become more and 

more popular. However, cloud security has gradually become 

a bottleneck restricting the development of cloud computing. 

With the appearance of fully homomorphic encryption (FHE), 

it is suitable for ensuring security in cloud environments. 

Improvement in the security of FHE will lead to wider 

deployment of cloud-type applications. However, it is well 

known that adaptive chosen ciphertext (CCA2) security and 

the homomorphic property can never be achieved 

simultaneously
[1]

. In other words, security is sacrificed in 

exchange for the homomorphic property. So far, most FHE 

schemes satisfy CPA-secure. In present, constructing CCA1 

secure FHE scheme is an interesting open problem. 

The underlying cause of the incompatibility of CCA2 security 

and the homomorphic property lies in that every user can use 

the homomorphic property. But it is worth discussing whether 

the free availability of homomorphic operations is an in-

dispensable functionality in real world applications. If 

everyone can perform a homomorphic operation, then it is 

hard to reduce the risk of unexpected changes to the 

encrypted data in the database in which resources are 

dynamically allocated. So we cannot rule out the possibility 

of unexpected changes to a user’s data by any user who is 

authorized to access the database. Now we can see that the 

property that anyone can perform homomorphic operations 

not only inhibits the realization of CCA2 security, but also 

introduces the problem of unexpected modification of 

encrypted data. Setting access permissions on encrypted data 

has a practical significance. 

In PKC 2013, Emura et al.
[2]

 showed that CCA security does 

not rule out homomorphism when the capability to compute 

on encrypted data is controlled. Based on hash proof systems, 

Emura et al. constructed a number of CCA-secure keyed-

homomorphic schemes. In EUROCRYPT 2014 Libert et al.
[3]

 

proposed quasi-adaptive noninteractive zero-knowledge 

proofs with unbounded simulation-soundness (USS), and 

constructed a CCA-secure keyed-homomorphic scheme with 

threshold decryption by applying USS. These two methods of 

constructing CCA-secure keyed homomor-phic schemes only 

allow simple computations on encrypted data, i.e., either 

adding or multiplying encrypted ciphertexts, but not both 

operations at the same time. In PKC 2016, Lai et al.
[4]

 present 

a generic construction of CCA-secure keyed-FHE based on 

indistinguishable obfuscation
[5]

, which is therefore highly 

inefficient at present time. So constructing realizable CCA-

secure FHE scheme is still an open problem. 

In EUROCRYPT 2004, Canetti et al.
[6]

 proposed a simple and 

efficient construction of CCA-secure public key encryption 

(PKE) scheme from any CPA-secure identity-based 

encryption (IBE) scheme, called CHK transformation. They 

showed that combining an IND-sID-CPA secure IBE scheme 

with a strongly EUF-CMA secure signature scheme could get 

a CCA secure PKE scheme.  In some sense, our work is 

inspired by CHK transformation.  

1.1 Our results 

We propose a CCA-secure FHE scheme based on the line of 
CHK transformation. First, we define a new primitive called 
multi-identity-based fully hommorphic encryption (IBFHE) 
and its IND-sID-CPA (indistin-guishable from random under a 
selective identity attack) security notions. Informally, a multi-
identity IBFHE scheme is an identity-based fully homomor-
phic encryption scheme which works in the multi-identities 
setting. In other words, the scheme can evaluate on ciphertexts 
created with different identity. Based on the new primitive, we 
give a high-level description on how to construct a CCA-
secure FHE scheme with the help of a strongly EUF-CPA-
secure (existential unforgedable under adaptive chosen-
message-attacks, [7]) signature scheme. 
Generally speaking, the public key of our proposed FHE 
scheme is the public parameters of the multi-identity IBFHE 
scheme, the secret key is the corresponding master key, and 

the evaluation key is ( , , )vk sk evk  , where ( , )vk sk  is a key-

pair for the signature scheme , evk is generated by the multi-
identity IBFHE scheme. A message bit is encrypted with 
respect to the “identity” vk, with the ciphertext denoted as CT. 
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The final ciphertexr is denoted as ( , , )C vk CT  , where  is 

a valid signature of CT by the signature key sk. For decrypting, 
the decryption algorithm should first verify the signature on 
CT with respect to vk and outputs if the verification fails. 
We will describe the approach in detail in part 3. 
Finally, the security proof shows that the proposed FHE 

scheme is secure against chosen ciphertext attacks in the 

standard model. 

1.2 Organization 

This paper is organized as follows. In Section 2, we introduce 

definitions that we use throughout this paper including the 

definition of fully homomorphic encryption, and its CCA 

security definition. In Section 3, we present our construction 

of CCA secure FHE scheme, and prove the CCA security of 

the construction. Finally, we conclude the paper in Section 4. 

2 Preliminaries 

2.1 Lattice and LWE 

Definition 1 (Lattice). Let 
iv  be linearly independent vectors 

in m . The m-dimensional full-rank lattice L is a linearly 

integer combination of these vectors: 
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Definition 3 (LWE).  For an integer n, prime ( )q q n  and a 

distribution  , the
, ,

LWE
n q 

problem is to distinguish the 

following two distributions: The one distribution is 

sampling ( , )
i i

a b uniformly from
n

q q
 . The other 

distribution is ( , ) n

i i i i q q
a b a s e     , where

n

q
s , 

n

i q
a  are drawn uniformly and

i
e is an error term chosen 

from the noise distribution  over . 

2.2 Fully Homomorphic Encryption 

Definition 4 (Homomorphic Encryption). A homomorphic 
encryption scheme can be described as 4-tuple of algorithms 

( )HE KeyGen, Enc, Dec, Eval  as follows: 

 (1 )nKeyGen : On input the security parameter n and 

output (PK, SK, EK), where PK and SK are public key 
and secret key respectively, EK is the evaluation key. 

  ,  Enc PK b : On input the public key PK and a single 

bit message 2b , output a ciphertext C. 

  ,Dec SK C : On input the decryption key SK and a 

ciphertext C, and output a plaintext ( , )b Dec SK C  . 

 1 2, , , , ,( )kEval EK f C C C : On input the evaluation key 

EK, a function :{0,1} {0,1}kf   and k ciphertexts 

1 2, , , kC C C , and output a ciphertext fC . 

Definition 5 (Correctness of FHE). A scheme FHE is 
correct if the following holds. For all (PK, SK, EK) output 

by (1 )nKeyGen , all message bit b and all arithmetic circuit f, 

with overwhelming probability we have： 

(1) 
1( , ) ( ( , ), , ( , )).f kDec SK C f Dec SK C Dec SK C   

(2)   , .,  Dec SK Enc PK b b   

Definition 6 (L-Homomorphic). A HE scheme is L-

Homomorphic if for arithmetic circuit :{0,1} {0,1}kf     

(over (2)GF ) with depth no more than L , and respective 

inputs 1 2 2, , , kb b b  , it holds that: 

1 2 1 2, ,[ ( ( )) ( )], , , ( ), ,SK EK k kPr Dec Eval f C C C f b b b negl n

where ( ) ( ), , 1nPK SK EK KeyGen  and ( )i PK iC Enc b  . 

2.3 CCA-security of FHE 

The CCA security of FHE scheme is defined using the 
following game between a probabilistic polynomial time 

adversary and a challenger. The adversary is only allowed 

to issue the decryption queries before it requests the 
evaluation key EK to be exposed in our security definition; 
thus it is slightly different from the definition given in [2]. 
That is, in our model, a FHE scheme should provide CCA 
security when the evaluation key is unavailable to the 
adversary and remain CPA-secure when the evaluation key is 
exposed. 
Definition 7 (CCA-security of FHE). A fully homomor-phic 
encryption scheme FHE=(KeyGen, Enc, Dec, Eval) is CCA 

secure if for all probabilistic polynomial time adversaries , 

there is a negligible function ( )negl n  such that 

( ) *

, , ,

1
Adv ( ) Pr EXP ( ) ( )

2

def
FHE CCA b

FHE en n lb n g n

 
      ,Whe

re for each  0,1b and n the experiment ( )
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The consists of the three oracles Dec, Eval and RevEK 
defined as follows. 
Setup. The challenger obtain a public key PK, a decryption 
key SK and an evaluation key EK by running KeyGen(1

n
). It 

gives the public key PK to the adversary. What’s more, the 

challenger maintains a list  ( is set as initially). 

Query1. The adversary adaptively issues the following 

queries: 
1. The evaluation oracle RevEK: The challenger sends the 

evaluation key EK to . 

2. The decryption oracle Dec: The challenger uses the key 
SK to decode C with algorithm Dec. The result is sent 

back to . This oracle is not available if has queried to 

RevEK. 
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3. The evaluation oracle Eval: The challenger runs 
algorithm Eval (EK, f, C1, …, Ck) to obtain a ciphertext C, 

which is returned to . This oracle is not available if 

has queried to RevEK. 

Challenge. The challenge first selects a message bit 
* {0,1}b  uniformly at random. Then, it computes 
* *( , )C Enc PK b , and sends the challenge ciphertext C

* 
to 

the adversary. Finally, the challenger updates the list 

by *{ }C  . 

Query2. The adversary adaptively issues the following 

queries: 
1. The evaluation oracle RevEK: The challenger sends the 

evaluation key EK to . 

2. The decryption oracle Dec: If C , the challenger 

returns  . Otherwise, it is the same as the Dec oracle in 
query 1. 

3. The evaluation oracle Eval: It is the same as the Eval 

oracle in query 1. In addition, if there exists [ ]i k such 

that
iC  , then the challenger updates the list by 

{ }iC  .  

Guess. The adversary outputs its guess {0,1}b for b
* 

and 

wins the game if *b b . 

The advantage of the adversary in this game is defined 

as
* 1

Pr
2

b b    where the probability is taken over the 

random bits used by the challenger and the adversary. 

3 Construction 

3.1 Building Blocks 

In this part, we introduce the multi-identity IBFHE and one-
time strong signature. Multi-Identity IBFHE scheme allows to 
evaluate on ciphertexts created with different identity. Now 
we give the definition of multi-identity IBFHE and its IND-
sID-CPA security. 

Definition 8 (Multi-Identity IBFHE). Let  be a message 

space, be an identity space, and be a collection of 

circuits : kf . A Multi-Identity (Leveled) IBFHE 

scheme is a 5-tuple of probabilistic polynomial time 

algorithms (IBFHE.Setup, IBFHE.KeyGen, IBFHE.Encrypt, 

IBFHE.Decrypt, IBFHE.Eval) defined as follows: 

 IBFHE.Setup (1 , )n L  takes as input a security 

parameter n and a number of levels L(circuit depth to 

support) . It outputs a public parameters pp, a master 

secret key msk and an evaluation key evk. 

 IBFHE.KeyGen ( , )msk id  takes as input the master 

secret key msk and an identity id. It outputs a secret 

key idsk for identity id. 

 IBFHE.Enc( , , )pp id  takes as input public parameters 

pp, an identity id , and a message . It outputs a 

ciphertext CT that encrypts under identity id. 

 
1

IBFHE.Dec( , , , )
did idsk sk CT  takes as input d  secret 

keys 
1
, ,

did idsk sk for identities 
1, , did id and a 

ciphertext CT. It outputs  if CT is a valid 

encryption under identities
1, , did id , outputs a 

failure symbol otherwise. 

 
1IBFHE.Eval ( , , , , )kevk f CT CT takes as input the 

evaluation key evk , a circuit f and a tuple of 

ciphertexts
1, , kCT CT . It outputs an evaluated 

ciphertext CT. 
Informally, the scheme meets the decryption correctness and 
evaluation correctness. Over all choice of 

( , , ) IBFHE.Setup (1 , )npp msk evk L ,
1, , did id ,

: { : ( ) }kf f depth f L    ,
1, , k   ,

IBFHE.Enc( , , )for  [ ]i j iCT pp id i k  and ciphertext 

1IBFHE.Eval ( , , , , )kCT evk f CT CT  ,satisfying: 

1 1IBFHE.Dec( , , , ) ( , , )
did id ksk sk CT f  for [ ]j d   

and IBFHE.KeyGen ( , )
jid jsk msk id . 

The selective-identity IND-CPA security game for multi-
identity IBFHE is the same as that for standard identity-based 
encryption. See [8] for detail. There are two multi-identity 
IBFHE schemes in the literature: the scheme of Clear and 
McGoldrick

[9]
 and our related scheme which will be 

published in Journal of Cryptologic Research. 

One-time strong signature A “strong” signature scheme 

has the property that it is infeasible to create new valid 

signature even for preciously-signed messages. A one-time 

strong signature scheme consists of three algorithms 

(Gen,Sign,Vrfy) , .Gen(1 )k generates a key-pair 

( , )vk sk , .Sign( , )sk m outputs a signature of message m, 

and .Vrfy( , )vk   outputs 1 when is a valid signature of 

m, otherwise outputs . We point out that this signature 

scheme be secure in the sense that an adversary is unable 

to forge even a new signature on a previously-signed 

message, which is called strong unforgeability. 

3.2 Lattice and LWE 

The main idea behind our approach is to exploit multi-identity 
IBFHE and one-time strong signature to construct a CCA-
secure FHE scheme. 
The public key of our proposed FHE scheme is the public 
parameters of the multi-identities IBFHE scheme, the secret 
key is the corresponding master key, and the evaluation key 

is ( , , )vk sk evk  , where ( , )vk sk  is a key-pair for the 

signature scheme and evk is generated by the multi-identity 
IBFHE scheme. 
To encrypt a message bit, the encryption algorithm first runs 

algorithm .Gen to obtain a key-pair (vk, sk), and then uses 

the multi-identity IBFHE scheme to encrypt the message bit 
with respect to the “identity” vk, with the resulting ciphertext 
denoted as CT. Next, the signing key sk is used to sign CT to 
obtain a signature . The final ciphertext C consists of the 

verification key vk, the multi-identity IBFHE ciphertext CT 

and the signature . Given a ciphertext ( , , )C vk CT  , the 
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decryption algorithm first uses algorithm .Vrfy to verify the 

signature  on CT with respect to vk and output  if the 

verification fails. Otherwise, the decryption algorithm 
generates the private key skvk corresponding to the “identity” 
vk, and decrypts the ciphertext CT using the underlying multi-
identity IBFHE scheme. 

Given a tuple of ciphertexts C = (C1,…,Ck) where Ci = (vki, 

CTi, σi), and a Boolean circuit :{0,1} {0,1}kf   , the 

evaluation algorithm first verifies the signature
i  on CTi with 

respect to vki for each [ ]i k and outputs  if the verification 

fails. Otherwise, the evaluation algorithm evaluates the 

Boolean circuit f on the ciphertexts CT1,…,CTk using the 

underlying multi-identity IBFHE scheme. Then the resulting 

ciphertext CT’ is signed using sk  to obtain a signature   , 

and the evaluation algorithm outputs the ciphertext 

( , , )C CT vk     . 

3.3 Constructed CCA Secure FHE Scheme 

Given a multi-identity IBFHE scheme IBFHE= (Setup, 
KeyGen, Encrypt, Decrypt, Eval) secure against selective-
identity chosen-plaintext attacks, we construct a CCA-secure 
FHE scheme. In the construction, we use a one-time strong 

signature scheme (Gen,Sign,Vrfy) in which the 

verification key vk output by Gen has length , and is the 
length of identities for multi-identity IBFHE scheme. We now 
present our construction of CCA-secure FHE scheme. 
Setup On input a security parameter , and a number of 

levels L. The setup algorithm runs IBFHE.Setup(1 , )L to 

obtain (pp, msk, evk), and runs .Gen(1 ) to obtain a key-

pair ( , )vk sk . Output the public key PK=pp, the secret key 

SK=msk, and the evaluation key ( , , )EK vk sk evk . 

Encryption On input the public key PK, and a message 

bit 0,1 , the following steps are performed: 

1. Run .Gen(1 ) to obtain a key-pair ( , )vk sk . 

2. Compute IBFHE.Enc( , , )pp id vk to get a cipher CT, 

and .Sign( , )sk CT  to get a sign . 

3. Output the ciphertext ( , , )C CT vk . 

Decryption To decrypt a ciphertext ( , , )C CT vk  using 

secret key SK. It proceeds as follows. 

1. Check whether .Vrfy( , , ) 1vk CT . If not, it 

outputs and abort. 

2. Compute IBFHE.KeyGen ( , )imsk vk to obtain
ivksk for 

all 1, ,i k . 

3. Run
1

Decrypt ( , , , )
kvk vksk sk C to obtain , and output 

the message bit . 

Evaluation On input the public key PK=pp, the evaluation 

key ( , , )EK vk sk evk , a circuit f and a tuple of 

ciphertexts 1 1 1 1( , , ), , ( , , )k k k kC CT vk C CT vkC . 

It proceeds as follows. 

1. Check whether .Vrfy( , , ) 1i i ivk CT , for all 1, ,i k . 

If not, it outputs and abort. 

2. Compute
1IBFHE.Eval ( , , , , )kevk f CT CT to get CT’. 

3. Run .Sign( , )sk CT to get a sign . 

4. Output the ciphertext
1, ( , , , ),kC CT vk vk vk . 

3.3 Correctness and Security 

Correctness. If the underlying multi-identity IBFHE scheme 
satisfies encryption correctness and evaluation correctness, it 
is obvious that the above construction of FHE satisfies the 
correctness requirements. 

Now, we give the CCA-secure proof of the proposed FHE 

scheme. 

Theorem 1. If the underlying multi IBFHE scheme is IND-

sID-CPA secure, and the signature scheme is strongly EUF-

CMA secure, then our proposed FHE scheme is CCA-secure. 
Proof. To prove the CCA security of our proposed FHE 
scheme, we consider the following games which are 
described by its modification from the previous game. 
Game0. This is the original CCA security game between an 

adversary  and a challenger  against our scheme. 

Game1. Let C∗ = (vk∗, CT∗, σ∗) be the challenge ciphertext, 

we slightly change the way that the challenger  answers the 

adversary’s Dec and Eval queries. When the adversary  

issues a Dec query on ciphertext C=(vk,CT,σ), the 

challenger checks whether vk = vk∗, C=C∗ and 

.Vrfy(vk,CT,σ) =1. If so, the challenger returns  ; otherwise, 

it responds as in Game 0. When the adversary issues an Eval 
query on ciphers

1( , , )kC C and circuit f. For 

each ( , , )i i i iC vk CT  , the challenger  checks whether 

there exists [ ]i k such that 
*

ivk vk ,
*

iC C  

and .Vrfy( , , ) 1i i iS vk CT   . If so,  returns ; otherwise, it 

responds as in Game 0. 
To proof Game 0 and Game 1 are computationally 

indistinguishable, we define event E:  query on 

ciphertext ( , , )C vk CT  such that
*vk vk ,

*C C , 

.Vrfy( , , ) 1S vk CT   . If E does not happen, Game 0 is 

identical to Game 1. Meanwhile, if E happens with non-
negligible probability, we can build an algorithm that breaks 

strong EUF-CMA security of the signature scheme  with 

non-negligible probability. So the Game 0 and Game 1 are 
computationally indistinguishable.
Game2. At the setup phase, except for the list , the 

challenger  also maintains another list , which is set as  

initially. We also modify the way how the adversary ’s Dec 
and Eval queries are answered. Let 

, , ( , , )PK SK EK vk sk evk  be the public key, decryption 

key and evaluation key respectively.  

When the adversary  issues a Dec query on ciphertext 

( , , )C vk CT  , the challenger checks whether 
*vk vk  

or vk vk . If so, the challenger responds as in Game 1; 

otherwise, it proceeds as follows: 

1. Check whether .Vrfy( , , ) 1S vk CT   . If not, return ; 
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2. Search the list  for a record ( , )C . If such record does 

not exist, return ; otherwise, send  to .  

When the adversary  issues an Eval query on 
1( , , )kC C  

and circuit f.  checks whether there exists [ ]i k such that 

one of the following conditions holds: 

(1)
*, .Vrfy( , , ) 1i i i ivk vk S vk CT   and

*

iC C ; (2) 

, .Vrfy( , , ) 1i i i ivk vk S vk CT    and the list  does not 

contain a record ( , )i iC . If so, the challenger returns  to; 

otherwise, the challenger runs ( , , , )Eval EK SK fC to obtain a 

ciphertext C, which is returned to . In addition, when the 

ciphertext C  , the challenger checks whether there 

exists [ ]i k  such that
iC  . If so, the challenger updates 

the list by = { }C ; otherwise, it proceeds as follows. 

1. For each [ ]i k , if
ivk vk , the challenger finds the 

record ( , )i iC in the list ; otherwise, the challenger uses 

the decryption key SK to decrypt
iC with algorithm Dec 

and obtain a message bit
i . 

2. The challenger computes
1( , , )kf   and updates  

the list by = {( , )}C . 

Game 2 is the same as Game 1 except for the way of 

answering the adversary ’s Dec and Eval queries when  

submits a ciphertext ( , , )C vk CT  such that vk vk , 

.Vrfy( , , ) 1S vk CT   . Recall that in our security definition 

of FHE, the adversary cannot issue the decryption or 
evaluation queries if it has requested the evaluation key. Since 
our proposed scheme satisfies the requirement of evaluation 

correctness, it is easy to observe that when  submits a 

ciphertext ( , , )C vk vk CT    during its Dec or Eval 
queries where C is the return of ’s some Eval query, the 

challenger’s response is identical in Game 1 and Game 2. 

Define event E: the adversary  submits a ciphertext 

( , , )C vk vk CT   during its Dec or Eval queries such that 

.Vrfy( , , ) 1S vk CT   and C is not the response to ’s some 

Eval query. If E does not happen, Game 1 is identical to 

Game 2. One can easily prove that if the signature scheme  

is strongly EUF-CMA-secure, then event E happens with 
negligible probability.  

Suppose there exist an adversary  that achieves a non-

negligible advantage in Game 2. Then we can build an 

algorithm  that makes use of  to attack the underlying 

convertible IBFHE scheme in the IND-sID-CPA security 
game with a non-negligible advantage. 

We prove these games are computationally indisting-uishable, 

and the advantage of the adversary is negligible in Game2. 

Therefore, we conclude that the advantage of the adversary in 

Game 0 (i.e., the original CCA security game) is negligible. 

This completes the proof of Theorem 1. 
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4 Conclusions 
FHE encryption can effectively protect the user's privacy and 

data security in the cloud environment. In this paper, we 

present a concrete construction of CCA-secure FHE in the 

standard model, utilizing the IND-sID-CPA secure multi-

identity IBFHE and strongly EUF-CMA secure signature. 

Compared with the existing schemes, the proposed scheme is 

improved in both efficiency and security. 
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