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Abstract. At present, most malicious code detection methods are based on the shallow machine 
learning model. These shallow machine learning methods are simple in the modeling process, and 
restrict the complex functions and classification problems. In order to improve the accuracy of 
Andriod malicious code detection and recognition, an algorithm of malicious code detection and 
recognition of the deep learning has been put forward in this paper, this algorithm based on neural 
network training and learning model. Through the learning and training of malicious code sample 
data, the static, dynamic characteristics and malicious application characteristics of malicious code 
data are analyzed, including privilege feature, API feature and OpCodes characteristic data. 
The comprehensive performance of the algorithm was tested, the test results indicate that using 
depth learning detection algorithm, Andriod malicious code identification accuracy is higher, and 
false detection rate and undetected rate are low, which is a highly efficient and reliable malicious 
code detection and recognition algorithm. 

Introduction 

With the continuous development of the deepening process of informatization and Andriod terminal 
equipment, the malicious code is one of the major threats to the network security, due to the use of 
economic benefits and a variety of new technologies, the number of malicious code is growing 
exponentially, while a variety of malware variants lead to security threats emerge in an endless 
stream, increased year by year. In order to solve the problem of detection and classification of 
malicious code on the current network environment, experts and scholars in various countries have 
carried on the positive research on the detection algorithm, has made many research results, but 
most of the detection algorithm is based on the machine learning algorithm is shallow, if the deep 
learning algorithm is introduced to the detection algorithm, the accuracy rate of malicious code 
detection can be improved, which has important significance for the study of Andriod malicious 
code. 

The malicious code types and main detection methods of Android mobile terminal  

Android mobile terminal malicious code generally refers a set of tasks for the terminal equipment to 
execute according to the attacker's wishes, it can also be considered as a virus and Trojan program 
for performing malicious tasks on Android mobile terminals. With the updating and the rapid 
development of mobile terminal equipment, malicious code is beginning to spread beyond what 
people imagine. At present, Andriod mobile terminal has more kinds of malicious code, the 
variation of species change constantly, therefore, the characteristics of its attack are also varied. 
Malicious code type. Malicious code can usually be divided into two categories, one class can run 
independently, and the other cannot operate independently. The running code does not need a host, 
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and the system can call directly. Code that does not run independently requires relying on other 
system programs and environments that cannot exist independently of the system. According to 
whether it has the ability of self replication, malicious code can also be divided into not self 
replication and can replicate two kinds of malicious code, malicious code can be self replicating the 
independent procedures, such as worms, not self replicating malicious code activation in the 
application program and system call.  
Method of malicious code analysis and detection. The detection of malicious code is mainly 
based on the return of malicious code technology, but this technology development often lags 
behind the malicious code technology itself, the main detection methods for manual testing, 
software testing and data integrity testing. With the development of network technology, the 
network technology of malicious code detection algorithm based on intelligence, such as neural 
network detection algorithm, fuzzy recognition algorithm, the detection algorithm is generally 
divided into static detection and dynamic detection algorithm, the following detailed introduction. 

(1) Static detection method 
The static detection method usually uses disassembly detection technology, and usually performs 

the detection without performing binary code. It is a detection method based on Reverse 
Engineering technology. 

1) static disassembly detection, disassembly detection is to use the malicious code that has been 
generated, debug it with debugger, and then detect it according to the hint information. 

2) static source code detection, in the case of known malicious code binary source code, the 
malicious code related information analysis, to determine its function, operation flow and attempts, 
etc.. 

3) decompile detection refers to the form of malicious code that has been restored, restored to the 
form of source code, and then executed code to detect the code.  

(2) Dynamic detection method 
Dynamic detection method is the main malicious code to program operation of the project, using 

the program running and debugging tools, the implementation process of the program to observe 
and track, determine the malicious code execution process, and the static verification. 

1) System call behavior detection method 
When the code is malicious code, we are generally the normal code comparison, the normal code 

can be accumulated according to the usual experience, and gradually establish a secure database 
code, in the process of dynamic detection, and security features can be a number of code database 
data comparison, if the data and database security the data difference may be due to malicious code, 
potential malicious attempt to repeatedly verify the, determine whether it is a malicious code. 

2) Heuristic scanning technique 
The technology is a complement to the feature scan detection technology, and the heuristic 

scanning detection technology can make the detection process intelligent and enlightening, and can 
detect and identify malicious code independently. 

Malicious code detection and recognition method based on depth learning 

The detection of malicious code is the use of the three characteristics of the sample data, including 
permission features, API features and OpCodes features, the use of deep learning algorithm can 
learn the characteristics of the malware samples, which can fast and efficient detection code, the 
detection method of the basic framework as shown in Figure 1. 
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Fig. 1 Basic framework of malicious code detection and recognition method based on depth 

learning 
As shown in Figure 1, deep learning algorithm can learn the malicious code based on sample 

data of Drebin, Sanddroid, Kaggle malicious code data set of malicious software and other open 
source data, malicious code automatic identification, feature extraction, detection model. Firstly, 30 
malicious samples are selected from the malicious code database, and 6 samples are selected as 
training samples. Process is as follows. 

(1) The preprocessing stage of sample data. For sample data, unified data processing is needed 
first, and the data is transformed into data that can be processed uniformly. 

(2) The neural network depth learning model is established. The output quantity of neuron is 30, 
and the expression is divided into 30 kinds. 

(3) Using different stacked modules, and then constructing a depth neural network. 
(4) The training of neural network model, in order to speed up the convergence speed and make 

the neural network training more effective, we can use the batch method. 
(5) The pre training data as the basis of the data obtained after the detection of the sample data, 

characteristic data detection including permission features, API features and OpCodes features of 
the data, the feasibility and reliability of the detection method is verified by the analysis results. 

Malicious code detection and recognition method performance test 

In the verification process of detection methods, the characteristics of three kinds of data were 
detected and three kinds of characteristic data of mixed detection, the accuracy rate of malicious 
code detection is verified, as shown in Table 1 the results obtained through analysis and verification. 

Table 1 The accuracy comparison table of feature detection 

Authentication method Detection, analysis and identification accuracy 

Privilege characteristic data 0.875 

API characteristic data 0.682 

OpCodes characteristic data 0.925 

Three data mixing methods 0.987 
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The test results can be seen from table 1, the deep learning detection algorithm can successfully 
detect Andriod malicious code, and use the feature data under different situations, the recognition 
rate is different in using test data, the highest OpCodes lowest characteristics of sensitive 
permissions, and this is not because each APK file has a OpCodes feature data. In the hybrid 
approach using three data, the accuracy rate of detection reached 98.7%, the detection accuracy is 
high, so the data using three kinds of mixed detection, in order to further verify the reliability of 
deep learning algorithms, the detection of malicious code, malicious code error probability TPR 
probability FDR and the failure probability of MA the test, such as test results shown in table 2. 

Table 2 test results of malicious code inspection indicators 

Index Detection, analysis and identification accuracy 

TPR 0.95 

FDR 0.0086 

MA 0.085 

It can be seen from table 2 that, the deep learning algorithm, whether comprehensive index or 
indexes, the performance of detection and analysis of malicious code is good, the accuracy of 
identification and the false detection rate and false negative rate is low, which verifies the reliability 
of deep learning algorithm. 

Conclusion 

In order to improve the detection efficiency of Andriod malicious code, accurate identification of 
increase code rate, the deep learning algorithm is introduced to the detection and identification code, 
and based on the neural networks model, the malicious code samples has been studied, finally 
through the detection of the sample code, the reliability of the algorithm has been verified. The test 
results indicate that the permissions feature API feature and OpCodes feature data, the permission 
characteristic data detection accuracy is highest, using OpCodes data obtained from the accurate 
detection rate of the lowest, comprehensive performance test index, using deep learning detection 
algorithm for Andriod malicious code detection accuracy is high, can meet the needs of efficient 
code detection and recognition, and it is an advanced Andriod code detection and recognition 
method. 
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