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Abstract. A RFID (Radio Frequency Identification) security middleware model based on the
traditional RFID system is proposed in this paper. The elliptic curve digital signature module in the
model has the characteristics of guaranteeing the effectiveness and non-tampering of the original
information. By analyzing the correctness and feasibility of the signature algorithm and applying the
improved RFID security middleware to the E-commerce system, it can effectively help the users to
identify the authenticity of the goods and protect the legitimate rights and interests of the merchants
and users.

Introduction

RFID is a non-contact automatic identification technology [1]. Most of RFID systems are
implemented using inductive or inductive coupling transmission characteristics, and it is one of the
main technologies of the Internet [2]. In recent years, with the development of information security,
network communications and other technology, RFID technology has shown a huge space for
development gradually, and it has been widely used in our daily life. For example, the technology is
used in business automation, industrial automation, transportation management and many other areas
currently. So it’s very important to strengthen the security of RFID systems.

With the development of E-commerce, more and more people like to shop online. In order to buy
all over the world of goods at home, a large number of people choose the Overseas Taobao in China.
But how to verify the authenticity of goods has become a big problem in the Overseas Taobao.
However, due to the natural security vulnerabilities of RFID systems [3], there are some security risks
in the information transmission process. The attacker can track or tamper the information, which
causes information to be leaked, and even makes the RFID system crash.

In view of the security problem of RFID system, this paper will be different from the traditional
RFID improvement mode. We will divide the middleware into modules in the RFID system, and
propose an improved RFID security middleware model based on elliptic curve digital signature
algorithm. The model makes the recipient of the information can identify the authenticity of the
identity of the sender, and improves the security of the system and the effectiveness of storage [4], and
then ensures that the legitimate interests of consumers and merchants.

The Basic Structure and Security of RFID System

A complete RFID system consists of tags, readers, Middleware, back-end servers [5]. As shown in Fig.
1, there is a wireless channel between the tag and the reader, and there is a wired channel between the
reader and the back-end server. The tag carrying a unique RFID code is placed on the object to be
identified, the object can use the reader's Radio Frequency Technology to read the information carried
in the label, the information transmitted over the wired channel is finally stored in the back-end
server.
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Fig.1 Structure Diagram of RFID

The RFID system is open completely, and it will inevitably bring the user privacy exposure when it
is attacked. As the tags in the system respond to any reader with standard protocol access, although
this feature can be used to track objects or users at a far distance, it also allows intruders to access a tag
using a standard protocol, which causes user privacy exposure of the RFID system [6]. Therefore,
there are insecurity factors in RFID system, which provides the attacker with operating space, poses a
great threat to the system security and affects the promotion speed of the system application. Such as
traditional IC cards or barcodes, which record information about users or articles. If the signals of the
RFID system radio channel are intercepted by the attacker, it will cause the disclosure or tampering of
information and great losses.

The role of RFID middleware in RFID systems:

(1 It can well deal with data transmission between a system and the other system [7];

(2) It has a strong computing and storage capacity;

(3) When the intruder attacks the wireless channel, it can play a role in prevention and
discovery.

Thus, labels, readers and middleware are an important part of the RFID system. Therefore, the
safety of RFID middleware becomes important particularly [8]. The main security risks of
middleware are as follows:

(D Data is vulnerable to be attacked in the network;

(2) The attacker steals legitimate users' personal information through middleware security
vulnerabilities, or tamper information settings of middleware.

(3) An attacker steals operational privileges and manipulates middleware to access

unauthorized access by illegal means.
section headings are in boldface capital and lowercase letters. Second level headings are typed as part
of the succeeding paragraph (like the subsection heading of this paragraph).

Elliptic curve digital signature algorithm

ECC is a kind of cryptosystem which is obtained by using this principle that the points in the elliptic
curve E ona finite field F, can constitute a finite group [9]. The equation for the elliptic curve E is:

y'+axy+ay=x +ax +ax+a,. (1)
Where ai,az,aB,a4,a6T Fq , and D! 0, D is the discriminant of E [10]. The equation is

Weierstrass equation, and it has different forms of equations under different characteristics. In this
paper, we want to discuss the elliptic curve equation:

y’ =x’+ax+b. (2)
At this time, ch(F,)* 2,3, ch(F,) is the characteristic of the finite field F,, and a,bl F»

D=4a’+27b>1 0. The points P(x,,y,),Q(X,,y,) and R(x,,y,) on an elliptic curve in a finite field
1 1 2 2 3 3 p

satisfy the scalar multiplication.
When P1 Q,
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ECDSA is an encryption method that applies elliptic curve cryptosystem to digital signature.
Firstly, an elliptic curve E is chosen which based on a finite field Fq, the order of the elliptic curve

E is #E(Fq) = fn, where n is a large prime number, f is usually small integers such as 1,2,4 and

so on, this ensures the efficiency of the algorithm. In addition, it is necessary to ensure the
intractability of the discrete logarithm problem on E(F(q) . In ECDSA, the parameters of the elliptic

curve is D =(q,a,b,G,n,P), where q is the number of elements in the finite field Fq, a,bl Fq is
the coefficient of the elliptic curve equation, G is the base point of the elliptic curve and O(G) =n
[11] where n is the order of the finite field Fq. Choose a confidential integer k1 {1, 2,L,n- 1} , use
k as a private key, calculate P=KG, use P as a public key, use an integer m to represent the
information we want to sign, where we specify m<n.
Signature process:

(D "kT{L2L,n-1,

(2)  Use the scalar multiplication algorithm to calculate R'=kG =(X.,V.),

(3) Calculation s=k '(m+kx ) (modn),

(4) The signature of the output is m'=(m,R’,s).

Where m and s are integers and R' is the point on the curve E.
Verification of signatures:

(1) Calculation v, =s 'm(modn), v, =s 'x (modn),
(2) Calculation V =vG+V,P,
(3) When V =R', we claim the signature is valid.

After the encryption algorithm is determined, we want to ensure that the valid signatures is verified,
and the invalid signatures can be filtered out during the validation process.

Substituting v, =s 'm(modn) , Vv, =s'x (modn) into V =vG+Vv,P=5s'mG+s'xP.
Because P=kG, V =vG+V,P=s'mG+s'x P=s'(m+x k)G =kG =R". So the correctness
of the signature is proved.

RFID security middleware model

Traditional middleware can be divided into four parts, which are data layer, implementation layer,
service layer and application layer according to the different functions. In order to improve the
security of RFID middleware, in this paper we divide the implementation layer into four different
functional modules according to functional modules. The security middleware model of the improved
RFID system is shown in the Fig. 2:
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Fig. 2 Security Middleware Model of RFID

The data layer can collect information according to the request of different users, and it can ensure
the confidentiality of information and transmission efficiency at the time of information transmitted.
It is the main aspects to achieve the function of cache, aggregation, filtering and collection of
information. When the signed information firstly arrived at the data layer through the middleware
with the reader, and it is stored in the date layer.

The implementation layer is the main level to achieve of RFID systems and it provides an
important guarantee for the user authorization at the same time. The implementation layer decrypts
the information received from the upper layer and verifies the identity of the user who sent the
message. Though this, it can make sure that among the authorized users, they can only access
authorized information. Though the partition of the functional modules, we divide the
implementation layer into four modules: Encryption or decryption module, it can encrypt and decrypt
the information to improve the security of middleware; A digital signature module that authenticates
the signed information to ensure the authenticity of the information source; the intrusion detection
module can detect the information carrying virus and the malicious access; Anti-virus module, when
the information carrying virus or the malicious access are detected, starting this module can ensure the
security of the middleware. Here we mainly use the digital signature module. In the digital signature
module of the RFID system middleware, we add a verification algorithm for the digital signature. We
say that the identity of the signer is valid if the signature can be output. On the contrary we say that the
signature is ineffective when the signature can’t be output.

The service layer is the transit of the implementation layer and the application layer. It greatly
reduces the complexity of middleware. It can call the underlying module for the received request and
replace the module without affecting the system. After outputting the effective information to the
service layer, the service layer can call the appropriate underlying module according to different types
of information for it. So that it can reduce the complexity of middleware.

The application layer may provide the interface of the next user and transmit the information
processed by the middleware to the user of the connection interface. If the information is transmitted
remotely, it is filtered by the manager during the transmission process. The manager needs to connect
the middleware to ensure the security of the requested data transmission [12].

Security Analysis and Application Based on ECDSA Middleware

The improved RFID security middleware divides out the digital signature module in the
implementation layer. We have embedded the verification process of the elliptic curve digital
signature scheme in the digital signature module. Because the security of the elliptic curve digital
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signature scheme is based on the problem of discrete logarithm, the prime field Fg which we choose

is big enough to ensure the security of the private key.

When the signed label is close to the reader, the reader will scan the signature information carried
by the tag over the wireless channel. At this time if the attacker obtain the label m', which carried by
the signature information through the wireless channel. In order to forge a signature, the private key k
of the tag must be known, but the private key K is confidential. If the attackers want to speculate the
private key though the signed public key and the base point is not feasible too in practice. First when
we choose the finite field, we will choose the prime field as big as possible, the difficulty of discrete
logarithm problem can greatly enhance the security of the algorithm, so it’s almost impossible to
speculate the private key though the signed public key and the base point. At the same time in order to
ensure the security of the signature, we make sure that every signature has its own random number
which is different to others. If we choose the same k; as the random number in the signature process

of information m ,m,, then the two signature information are m'=(m,R,,s), m,'=(m,,R,,s,).
When the attacker intercepts the signatures m' and m,' at the same time, the signed private key k
can be obtained by the same R in the signature information, so it is also necessary to select a different
random number K . The digital signature algorithm relies on the difficulty of discrete logarithm

problem, and it can also be well resisted by the Pohlig & Hellman algorithm. The hash value of the
information was normally used by encrypted information in a digital signature.

The signature information is stored along the wired channel into the data layer of middleware by
readers, and then enters the implementation layer where the digital signature module is validated.
When the signature is valid, it will be passed to the application layer through the next port service
layer. The valid information after the final processing can be transferred to the appropriate back-end
server to be saved, and invalidated information will be discarded.

Conclusion

In this paper, the digital signature algorithm based on elliptic curve is applied to the RFID system, and
the signature process of the algorithm is given and the correctness of signature is verified. The
improved RFID system can help consumers verify the authenticity of the product well. First of all, we
provide different genuine business different private key, the original product information to be signed
in the factory is added to the label of goods. When the consumer have bought the goods, they can
judge the authenticity of the goods by using the RFID reader to scan the signature code of the goods,
in this way it can protect the interests of genuine merchants and consumers.
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