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Abstract—In order to improve the generalization perfor-
mance of video encryption and reduce the amount of data in video
en-cryption, this paper proposes a video encryption on regions of
interest (ROI) method based on Faster R-CNN by combining ma-
chine learning with information security. The method trains a
Faster R-CNN model using the ROI dataset firstly, and then uses
the model to extract ROI in the video. Different encryption algo-
rithms are used to encrypt ROI and non-ROI in the video respec-
tively. To overcome the shortcomings of encryption algorithms
that can only be used for a specific coded video, a special video
encryption method is proposed to encrypt the video with different
video coding structure and has better generalization performance.
Compared with the encryption method in the video coding process,
this method considers the content information of the video fully
and has better performance. It can be concluded through experi-
ments that the encryption method in this paper has the character-
istics of higher security and less calculation.
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l. INTRODUCTION

In the age of information, with the rapid development of
computer and Internet technologies, people can post messages
and obtain information on the Internet anytime, anywhere. Large
amounts of data are transmitted through the network and more
than 50 million servers work on the network over the world. Zet-
tabytes of data are produced each year, which contain a large
amount of video data [5][7]. Video in the national defense, edu-
cation, monitoring, entertainment and other fields have been
widely used, so data security on the internet cannot be ignored.
Unauthorized access and the openness of the network lead to
more and more serious data security problems. Especially, video
security issues have become more serious and aroused more at-
tentions [10]. Video encryption is an effective data encryption
strategy to improve video security. Video encryption protects the
original video information and improves the security of video
information. Researchers have done a lot of research on video
encryption and put forward a lot of video encryption methods.
Video encryption methods are mainly divided into complete en-
cryption and partial encryption algorithm.

Video complete encryption algorithm is to encrypt the whole
video data with encryption algorithm in order to achieve the pur-
pose of protecting video information. Think of video data as a
series of data streams and then encrypt the video data streams

with traditional encryption algorithms. However, traditional en-
cryption algorithms such as AES and RSA can achieve good en-
cryption effect on text data and unformatted data [13]. In [7], the
author proposed a video encryption algorithm based on RSA.
Because of the large quantity and strong correlation of video data,
the information redundancy leads to too high complexity of
video encryption and too long time consuming to meet real time
encryption Request. Using image encryption algorithm to en-
crypt the video fully, the video is divided into a series of video
frames, and then use the image encryption algorithm to encrypt
every frame of video. It can reduce the amount of data to be en-
crypted in the video, but does not take the information redun-
dancy between video frames into account, which results in
higher encryption complexity [10]. Video complete encryption
method does not consider the video data format and ignores the
correlation between video frames, resulting in higher video en-
cryption complexity, large amount of data to be encrypted and
long time consuming. So it cannot meet the demands of real time
encryption.

The video partial encryption algorithm encrypts the video in
the coding process [6][11][13]. Encrypting video in the process
of video encoding can reduce the amount of data to be encrypted
and reduce the complexity of encryption. In [5], the author com-
bines the stream cipher and the video cipher to encrypt the DCT
transform coefficients. This method only encrypts the DCT
transform coefficients, so it is not safe enough. In [10], the au-
thor encrypts motion vector difference (MVD), luma residual
coefficients and chroma residual coefficients in the process of
HEVC encoding. It can improve encrypted security to some ex-
tent. In [15], in order to protect the video data, the author pro-
posed a video encryption method based on logistic chaos map-
ping, which encrypts the motion vector (MVD) and DCT varia-
tion coefficient the chaotic mapping in the process of HEVC en-
coding. In [13], the author proposed a video en-cryption method
based on RGB three channel MPEG encoding, which achieved
wonderful encryption effect on MPEG videos, but it has a weak
generalization ability. In [14], Mamoona et al. proposed a video
encryption method based on CABAC entropy coding and it has
some limitations and can only encrypt H.264 and HEVC en-
coded video. The existing video encryption methods combined
with video coding can reduce the complexity of encryption and
increase the speed of encryption. However, they also have some
limitations, and can only encrypt video in a specific encoding
format, and have a weak generalization ability.
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In order to overcome the shortcomings of existing video en-
cryption algorithms, this paper proposed a region based video
encryption method, which uses the Faster R-CNN to extract ROI
in video frames. It can help to reduce the amount of video en-
crypted data. The video encryption method can encode a variety
of video encoding and has a high generalization ability.

This article is organized as follows: Section 2 introduces the
Faster-R-CNN network structure, training of ROl model, and ex-
traction of ROI. Section 3 describes the encryption algorithm
and the steps to encrypt the ROI. Section 4 is mainly to analyze
the effect of video encryption through experiments.

Il.  PROPOSED METHOD

Video data often contains a lot of information, but people
tend to focus only on some of the information they are inter-ested
in and ignore some of the background information. In order to
meet this demand, a video encryption method based on Faster R-
CNN and ROI is proposed in this paper. Faster R-CNN is a
multi-layer convolution neural network that achieves good re-
sults in the field of object detection and recognition. In this
method, the Faster R-CNN is used to extract ROl in the video.
The framework of video encryption system is shown in Fig. 1. It
is mainly divided into three parts: the training of the ROl model,
the extraction of the ROI in the video and the encryption of the
ROI. The detailed ideas of this method is as follows: Firstly, a
ROI model is trained with the Faster R-CNN by using the data
set of the ROI, and then the ROI in the video is extracted with
the trained ROI model. Finally, the ROI is encrypted.

Region
»| Proposal
Net

ROI Model } Encryption System)
Extract ROl Encryption
ROI ]—b[ Cipher ]

THE FRAMEWORK OF VIDEO ENCRYPTION
SYSTEM

Raw Feature
Extraction Net

u
ROI Data Set

FIGURE I.

A. Extraction of ROI

This section mainly introduces the extraction of the ROl in a
video. In this paper, we used Faster R-CNN to extract the ROI
in a video. The Faster R-CNN combines convolutional neural
networks and machine learning [2]. It uses the region proposal
network instead of the selective search algorithm to generate a
suggestion window, and the region proposal network and the tar-
get detection network share the convolution layer features [3].

The structure of Faster R-CNN is shown in Figure Il. Faster
R-CNN consists of the convolutional neural network, ROI Pool-
ing, Softmax, Bounding box regression and others. Convolution
neural network is mainly used for the extraction of image fea-

ture[2][3]. In this paper, VGGL16 is used to extract image features.

Compared with other convolutional neural networks, VGG16
has simpler structure and superior performance. The Faster R-
CNN with the region proposal network has better performance
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than the Faster R-CNN and R-CNN with the selective search al-
gorithm in generation of the candidate box. The ROI pooling
layer mainly performs the pooling operation on the candidate
boxes generated by the RPN and generates a fixed-size feature
map for each ROI.
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FIGURE Il THE STRUCTURE OF FASTER R-CNN

The dataset training the Faster R-CNN to generate the ROI
model is from the WIDER FACE. More than 20,000 images
were used to train and generate a ROI model on the GPU spend-
ing more than 10 hours. The effect of extraction of the ROI is
shown in Fig. Ill. The model extracted the ROI in a) and ex-
tracted 5 ROI in b) accurately. It can be concluded that the ROI
model in this paper is not only applicable to images containing a
single ROI, but also to images containing multiple ROI.

THE ERBATCH _ KNIGHTLEY
IMITATION GAME

b. Multiple ROI
EXTRAC ROI

a. Single ROI
FIGURE III.

B. Encryption Algorithms

After the ROI of the video is extracted using the ROl model
trained, the videos are divided into the ROI and the non-ROI. In
this paper, different encryption algorithms are used respectively
to encrypt the non-ROI and the ROI in the video. The non-ROI
of the video is encrypted by GF(17) domain diffusion encryp-
tion algorithm based on plaintext [8], while the ROI of the video
is encrypted by the encryption algorithm based on hyperchaos
system and pixel information, which is more secure and complex.
Using different encryption algorithms according to different
contents of the video can improve the security of encryption and
increase the difficulty of cracking and speed up encryption.

The finite field, also known as the galois field, is a field that
contains only a limited number of elements. If GF(p) is a finite
field, where p is a prime number, the addition is as shown in
Equation 1, and the multiplication is as shown in Equation 2,
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where x and y are the elements in the finite field. For the multi-
plication in GF (p), only when p is a prime number, have the
other elements in the finite field except 0 an inverse multiplica-
tion.

(x + y)modp 1)
(x -y)mod p 2
TABLE I. MULTIPLICATION OPERATION OF GF(17) [8]
x 001 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
0000 0 000 0 000 0 0 0 0 00 0
1 01 2 3 4 5 6 7 8 9 1011 12 13 14 15 16
2.0 2 4 6 8 10 12 1416 1 3 5 7 9 11 13 15
303 6 9 1215 1 4 7 1013 16 2 5 8 11 14
4 0 4 8 1216 3 7 1115 2 6 10 14 1 5 9 13
5 0 5 10 15 3 8 13 1 6 11 16 4 9 14 2 7 12
6 0 6 12 1 7 13 2 8 143 9 15 4 10 16 5 11
7 0 7 14 4 11 1 8 155 12 2 9 16 6 13 3 10
8 0 8 16 7 15 6 14 5 13 123 11 2 10 1 9
9 0 9 1 10 2 11 3 12 4 13 5 14 6 15 7 16 8
10010 3 136 16 9 2 125 15 8 1 11 4 14 7
110 11 5 1610 4 15 9 3 14 8 2 13 7 1 12 6
12012 7 2 149 4 1611 6 1 13 8 3 1510 5
13013 9 5 1 1410 6 2 151 7 3 1612 8 4
14 014 11 8 5 2 16 13107 4 1 15 12 9 6 3
15015 13 11 9 7 5 3 1 16 14 12 10 8 6 4 2
16 0 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1

In this paper,GF (17) domain multiplication is used as oper-
ation of diffusion encryption [8]. In order to prevent 0 element
from appearing in multiplication in GF (17) domain during en-
cryption, the multiplication Operation of GF(17) is shown in
Table 1. For the first two pixels, the data is encrypted with equa-
tion 3, where and the subscript i denotes the position of the data
and the subscript h denotes the upper four bits of the data and
the subscript ! denotes the lower four bits of the data and the op-
erator x is a multiplication on the GF (17) field . The encryption
key k is generated with the overall information of the image and
the data information of the pixel. Firstly, use the upper four bits
of the encryption key to encrypt the upper four bits of the data.
Secondly, use the lower four bits of the encryption key to encrypt
the lower four bits of the data. Finally, generate the ultima en-
crypted ciphertext with the previous results.

Cin = Din X kip

Ciy = Pig X ki

@)
Ci=ci,h'16+ci,l i<3

Wheni > 3, the data is encrypted with equation 4, and the
upper four bits and the lower four bits of data are encrypted re-
spectively. Then the first two ciphertexts adjacent to the data are
diffused into the encrypted ciphertext of the data. Finally, the fi-
nal ciphertext is generated with the upper four digit ciphertext
and the lower four digit ciphertext.

Cin =Din Xkip X Cimyn X Ciap
Cip = Pig X Ky X €m0 X iz (4)

Ci=Ci,h'16+Ci,l i>3
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The detailed procedure of decryption in this paper is as fol-
lows: Firstly, decrypt the plaintext of the first two data and then
decrypt the remaining data using equation (5).

Din = Cin * Kip =~ Pi—1n + Pi—zn
Diy = Ciy + kiy + Pic1y + Pioay

pi = Din 16 +pyy (<3

®)

I1l.  RESULT

This section introduces the experimental results and analysis
of the results. The experimental program ran on the Tesla K40c
GPU platform. In order to analyze the security and effect of the
video encryption method proposed in this paper, we use three
groups of videos to experiment. It can be seen from the experi-
mental results that the ROI model in this paper can accurately
extract the ROI in the video. Encrypting the ROI and non-ROI
of the video with different encryption algorithms can reduce the
amount of data encrypted and reduce the complexity of encryp-
tion.

A. The Extraction of ROI

The ROI in the three groups of videos are extracted with the
trained ROI model. The experimental results are shown in the
Fig. IV. It is the results of the extraction of the ROI in the first,
50th, 100th and 150th frames of the video. And the ROI in the
three groups of video were extracted accurately.

FIGURE IV. RESULT OF EXTRACTION OF ROI

FIGURE V. ENCRYPTION OF THE VIDEO
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The results of video encryption are shown in Fig. V. The ROI
and non-ROI of the video are encrypted with different encryp-
tion algorithms. Both the ciphertext of the ROI and the non-ROI
are noise-like and any information about images cannot been
read from the ciphertext.

Figure VI shows the proportion of the ROI in every video
frame. It can be seen that the ROI in every frame accounts for
about 20%. So only encrypting the ROI in the video can almost
reduce the amount of encrypted data by 80%, which can help to
reduce the complexity of video encryption.
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B. Histogram Analysis

The histogram of the plaintext and the ciphertext is shown in
Figure VII. It can see from the histogram of the plaintext that the
pixel values are unevenly distributed, so some of image infor-
mation can be read from it. But from the histogram of the cipher-
text, it can be seen that the pixel values are evenly distributed, so
any useful information cannot been read from it.

C. Correlation Analysis

The results of the correlation between adjacent pixels are
shown in Figure VIII. It can be seen that there is a strong corre-
lation between the adjacent pixels in the plaintext, while there is
no correlation between adjacent pixels in the ciphertext because
of the evenly distribution of pixel grey value.
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FIGURE VIII. CORRELATION BETWEEN ADJACENT PIXELS

The correlation coefficient is shown in Table 11, the plaintext
has a large correlation coefficient in three directions and the ad-
jacent pixels have strong correlation. The correlation coefficient
of ciphertexts in three directions is close to 0, which indicates
that ciphertexts are not related between adjacent pixels.

TABLE II. CORRELATION COEFFICIENT
Image Horizontal Vertical Diagonal
Plain 0.9862 0.9782 0.9623
Cipher -0.0016 -0.0034 -0.0129

D. Key Sensitivity Analysis

This article make a small change to the key and then test the
key's sensitivity. Table Il shows the key sensitivity results. It
can be seen that the NPCR and UACI of the three groups of test
data are close to the theoretical value, so the encryption method
has high key sensitivity.

TABLE III. KEY SENSITIVITY ANALYSIS
grandma akiyo foreman Theoretical
NPCR 99.6100 99.6452 99.6927 99.6094
UACI 33.4000 33.3395 33.3135 33.4635

E. Differential Attack Analysis

Differential attack is also called the choice of plaintext attack,
the differential attack analysis results in Table IV, the three sets
of data differential analysis of NPCR and UACI values are close
to the theoretical value, indicating that the encryption method
has high security, which can resist Differential attack.

TABLE IV. DIFFERENTIAL ATTACK ANALYSIS
grandma akiyo foreman Theoretical
NPCR 99.6633 99.7339 99.6756 99.6094
UACI 33.4409 33.7439 33.4504 33.4635
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F. Encryption time Analysis

The analysis results of the encryption time are shown in Ta-
ble V, T1 is the time of extracting the video region of interest.
T2 is the time of encrypting the video region of interest. The re-
gion of interest in the video is encrypted by a fast scrambling
encryption algorithm. T3 is the time of encrypting the non-ROI
and T4 is the time of encrypting a video frame. It can be seen
from Table 4 that the encryption method in this paper is less time
consuming and faster than the video frame complete encryption.

TABLE V. DIFFERENTIAL ATTACK ANALYSIS
T1(s) T2(s) T3(s) Our(s) T4(s)
grandma 0.2307 0.0470 0.0150 0.2927 0.3750
akiyo 0.2374 0.0460 0.0160 0.2994 0.6380
foreman 0.2267 0.1530 0.0050 0.3847 0.6500

IV. CONCLUSION

This paper presented a video encryption method on ROI of a
video based on Faster R-CNN. We combined machine learning
with video encryption and trained an extraction of ROI model
with the dataset of ROl and Faster R-CNN. The ROI in the video
was extracted effectively with the trained ROI model, then the
ROI and non-ROI in the video were encrypted with different en-
cryption algorithms. The method proposed in this paper can re-
duce the complexity of encryption and improve the encryption
speed. And it can also deal with a variety of video encoding for-
mat, so it has a high generalization performance. And the en-
crypted video has the advantages of low correlation, high en-
cryption sensitivity and high security.
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