ATLANTIS . . .
PRESS Advances in Engineering Research, volume 164

8th International Conference on Manufacturing Science and Engineering (ICMSE 2018)

An Improved Homomorphic Technique in Construction of Fully
Homomorphic Encryption Scheme from LWE

Chengbo Xu?, Shuying Yang®®
'School of Mathematical Sciences, University of Jinan, Jinan 250022,
Shandong Province, P. R. China
*Department of Data and Computer Science, Shandong Women’s University, Jinan 250300,
Shandong Province, P. R. China
3chgysy@163.com, Pysytudy2005@163.com

Keywords: Fully Homomorphic Encryption, Lattice With Error, Cloud Computing

Abstract. In this paper, we study the homomorphic techniques used in GSW fully homomorphic
encryption scheme, and point out the drawback which prevents the GSW scheme from efficiency. In
order to conquer the weakness of low efficiency, we propose an improved homomorphic technique.
Through comparative analysis, our proposed technique is proved to not only improve the efficiency
substantially, but also keep the functionality essentially required.

Introduction

With the development of cloud computing and other complex networks, fully homomorphic
encryption (FHE) becomes a very attractive cryptography primitive that allows arbitrary computation
on encrypted data and has numerous theoretical and practical applications[1,2]. After conceptualizing
FHE in 1978 [2], for more than 30 years, it was unclear whether fully homomorphic encryption was
even possible. At STOC 2009, Gentry proposed thefirst FHE scheme based onideal lattices[1]. Since
then, alot of developments and improvements were witnessed [3-8].

A line of FHE schemes arose from the SHE scheme of Gentry-Sahai-Waters(GSW) [6]. This SHE
scheme supports a different class of functions, including branching programs, and this was also
proved sufficient to bootstrap it to FHE via Barrington’s theorem. Interestingly, this approach
theoretically allows obtaining FHE from a weaker version of the LWE assumption [7].

In this paper, wefirst review GSW fully homomorphic encryption scheme [6, 7], and then point out
the drawback of low efficiency in the process of implementation and a vital property of GSW
evaluation agorithm which makesthe GSW scheme [6, 7] feasible in practice. In order to conquer the
weakness of low efficiency, an improved homomorphic techniqueis proposed. Through comparative
analysis, weillustrate that our proposed technique not only improves the efficiency substantially, but
also keeps the functionality essentially required.

Homomor phic Techniquesin GSW Homomor phic Encryption scheme

In this section, we will review the GSW homomorphic encryption scheme [6, 7], and then point out
the homomorphic technique used in its construction.
The GSW homomorphic encryption scheme [6, 7] is parameterized by a dimension n, a modulus

g with | =dog, qg, and some error distribution ¢ over Z which we assume to be subgaussian.
Formally, we describe the scheme as follows:
— GSW.Gen(): choose S - ¢™* and output secret key s=(5,1)T Z".
—GSW.Enc(s, ml Z): choose C- Z{"*" and e~ c™, let b" =€’ - STC(modq), and output the
Ciphertext:

écu
C=a.qtnG
a
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Where G isthe gadget matrix. Noticethat s'C =e' + ms'G(modq) .
— GSW.Dec(s,C): Let ¢ bethe penultimate column of C, and output m= g(s,c)g,
~ GSW.Eval(C,,C,):
-Homomorphic addition: C,AC, =C, +C,.
- Homomorphic multiplication: C,eC, =~ C,>G *(C,), and isright associative.
For afunction f =x +x, +L_+ X , and nfresh ciphertexts C,,C,, -, C_, the GSW evauation

algorithm will compute as the following:
GSW.Eva(C,,C,, ., C , )

=C,AC,ALAC =C +C,+L+C,
_e C,+C,+L+C,
e +e +L+€)-ST(C+C+L+C )H+ Hmm b m)e
After evaluation, the error term of result ciphertext is e, =¢ +e,+L_+¢ which is a linear
combination of those original error terms g,e,,L_, €, .
For a function g=xXx,Lx , and nfresh ciphertexts C,,C,, L, C , the GSW evaluation
algorithm will compute as the following:
GSW.Eva(C,,C,,, C,, g)=C,eC,eLeC,=CG*(C,G*LC,,G*C. ,G'C)))
Since there are many nestsin the above structure, we compute it step by step inside and out.

ﬁ: u
C..G (C) geT g”TLl _G (C)
enlu ﬂ

Can (C)"‘m1 C
TEELGC) M) S'(C.6 GG, )3 +(mam)G

&#C U
C,. .G (Cn G (C ) = ge T u+fTLz _G (Cn G (C )
enZU ﬂ

eCn ,G(C,..GC,)+m..C, G (C)+m,,m,C
b, .G (C,..G (C)) +m, by G (C,) + My, by
andsoonin asimilarfasion, we will compute the evaluation result GSW.Eval( l,CZ, ,C, Q)

whose form isvery complex, so we omit here. However, an important point worth mentioned hereis
that after evaluation, the error term of result ciphertext is

=6G(C,G(LC,,G(C,)+meG  (C,G(LC, ,G'(C,))+L+mmLm, e,
which isalso alinear combination of those original error terms g,e,,L, €, .

('D

A+(n1 Mm)G

Our Proposed Homomor phic Techniques

The GSW homomorphic technique is a classical tool in constructions of fully homomorphic
encryption scheme|[6, 7]. However, in the process of evaluating multiplication gate, the efficiency isa
bottleneck since the procedure cannot be implemented in a parallel way. In order to conquer this
drawback, we proposed a new homomorphic method as follows:

For the addition gate f = x +Xx, +L+ X, and nfresh ciphertexts C,,C,, L, C,, the process of

evaluation is same to the GSW scheme.
For the multiplication gate g = x X, L_x., and nfresh ciphertexts C,,C,, L, C, the procedure of

evaluation is
GSW.Eval(C,,C,, L, C., g)
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=((CGTCG(C)LG(C, )G (C,)

= ((((g(_jeehﬁé+ mG gG'l(Cz))G'l(Cs)) LG(C,..)G'(C,)
2

- éélehl(cz)@ -1 -1 -1 -1

_((((gfe'l(cz)ﬂ+mG(G CNG(C))LG(C, )G (C)

— & CG(C,) liJ+ 3@2% 696'1C LG YC_ )G *C
((((geTG'l(CZ)-§T616'1(Cz)‘d Mggb;ﬂ m, 5) () (C..))G(C))

— é 616_1(C2)+”162 l;'+ G G-l C LGl C G—l C
((((g(efe'l(cz)mqe;)-§T(ClG'1(C2)+mCZ)H (mm)G)G (C,)) (C,. )G (C,))

=L

¢ Cu U

TEL, - 5T (C,) i (MmEmG

Where

Cos =CG1(C,)LG(C)+mC,GH(C,)LG (C) +L+mLm, C,,
ey =€ G (C,)LG(C,)+mgG*(C,)LG*(C)+L+mLm, ¢
After the process of evaluation, theform of resulting error €. isasolinear inthoseoriginal error
terms g,e,,L_,e . This illustrate our proposed homomorphic technique keeps the vital property

mentioned above. Thus, our method can be implemented to replace GSW homomorphic evaluation in
the construction of GSW homomorphic encryption scheme.

Comparison of These Two Homomor phic Techniques

In this section, we compare our proposed homomorphic techniques with that used in GSW
encryption scheme [6, 7] in two aspects of efficiency and functionality.
Comparison in Efficiency. GSW schemeisarepresent of those third generation fully homomorphic
encryption scheme sinceit isformalized succinctly. However, one of main obstacles affecting itswide
application in practice is its efficiency. By the construction of GSW, one has to do the following
computation:

Coa =CGH(CGH(LC, G '(C))+mCG(CGH(LC, G (C))+L+mmLm.C,
when evaluating the multiplication gate g = x, X, L. X, . In above equation, we have to compute the
matrix G *(C,G *(L.C_,G *(C,))) step by step inside and out which is the key problem to result in
low efficiency. In order to conquer the weakness of sequential computation, a natural approach is
applying parallel computation to improve efficiency. In our proposed homomorphic technique, we
implement the idea. By the construction of our proposed homomorphic technique, when evaluating
the multiplication gate g = xx, L_x., What we have to do is only to compute the following:

Con =GG(C,)LGH(C,) +mC,G (CILG(C,) +L+mLm, C,
This formulalookslikethe previousone, but it is able to be computed in a parallel way since no nests
exist in the structure. Concretely, we can compute the n- 1matrices G*(C,), L, G*(C,) at the
same time, while in the previous way, we can only compute the matrix G *(C,G *(L.C,_,G *(C,)))

step by step inside and out. Thus, our proposed homomorphic technique is more efficient than the
GSW method.

Comparison in Functionality. One of vital properties of GSW homomorphic technique which make
GSW encryption scheme feasible isthat the error growth during process of the evaluation algorithm
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is a linear combination of those original error terms g,e,,L_,e,. In our proposed homomorphic

technique, this vital property is maintained since the error growth during process of our proposed
evaluation algorithm s

€a =G (C)LG(C,)+megG (C)LG(C,) +L+mLm, &
which is aso linear in the corresponding origina error terms. Moreover, the coefficients in the error
linear combination of our proposed evaluation process can be computed in a parallel way, while the
corresponding coefficients of GSW evaluation algorithm can only computed sequentially.

Conclusions

In this paper, wefirst reviewed GSW fully homomorphic encryption scheme, and then pointed out the
drawback of low efficiency in the process of implementation and avital property of GSW evaluation
algorithm which makesthe GSW schemefeasiblein practice. In order to conquer the weakness of low
efficiency, we proposed an improved homomorphic technique. Through comparative analysis, our
proposed technique is proved to not only improve the efficiency substantially, but also keep the
functionality essentially required.
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