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Abstract. Nowadays, the network has become the basis of everything. Meanwhile, network security 

has become one of today's most urgent social problem. Intrusion detection systems are sold through 

real-time monitoring of network traffic, and take corresponding measures when the suspicious 

transfer of suspicious problems of a new network security device. Intrusion detection system 

compared to traditional network security measures, have great advantages. Can solve the 

shortcomings of the original passive inspired, can also process it before the damage occurred, 

appearance of the intrusion detection system, has become an important part of network security. 

Preface 

In today's society, computer network security has become the chief problem of information society. 

With the continuous development of technology, the network intrusion behavior has the hidden 

power, the means of destruction is complex, there is no time space to restrict the existence of 

network, there is a great harm to the network security [1-3]. Therefore, network security is the most 

important component of today's society. As for the detection and prevention of intrusion detection, 

it becomes the primary problem that we need to solve. The research on intrusion detection system 

also becomes extremely important. Based on the data mining of k-means clustering algorithm, this 

paper conducts research on network security and discusses how to create a network security and 

harmonious environment [4]. 

Intrusion detection system is a system that can detect all software and hardware, and the 

application value is high. At present the system has already become the main network security 

management tool, can collect different set information in the system, and then combined with the 

function of the system of detection and automatic response [7]. Intrusion detection system is a 

behavior classifier, which operates through the judgment of information intrusion and non-invasive 

behavior. Here is the concept associated with intrusion detection. 

In the early intrusion detection system, Denning successfully proposed the general intrusion 

detection system model [8], which laid a solid foundation for future research of intrusion detection 

system.  

Data Mining Algorithm 

Data mining [9-11] algorithm consists of cluster analysis algorithm, correlation analysis and 

classification algorithm. Clustering algorithms can be the object of the data set is divided into a lot 

of similar classes, and classification algorithm is similar, are complete data grouping, and then 

reference algorithm definition, with the help of clustering algorithm can obtain high similarity of 

the same object. 

Cluster analysis is a common method in data mining analysis, which can be used to show 

unsupervised anomaly detection, and can solve problems existing in traditional data mining 

methods. This method can be used in a new database without having to rely on pre-determined data 

categories and data category samples in intrusion detection system. Cluster analysis creates a good 

environment for the establishment of intrusion detection system. 
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Intrusion detection system is mainly to distinguish normal behavior and abnormal behavior and 

then make corresponding measures. In the midst of a data set, can through the simple data 

preprocessing and system audit, to use these data sets in our system, but this method is only used in 

simple normal behavior and behavior analysis, premise is to know the difference between the 

abnormal data and normal data. By clustering algorithm, one group can not distinguish between 

normal and abnormal data processing, can summarize and find common ground, and then make a 

distinction. Clustering algorithm. Therefore, the application of unsupervised clustering algorithm in 

the field of abnormal detection can improve the detection efficiency of intrusion detection system 

and the practical application value is higher. 

In data mining, the main need detailed analysis was carried out on the clustering algorithm, and 

grasp the methods of use of such algorithm, in the middle of the clustering algorithm, the K - means 

algorithm is one of the most commonly used and most practical way. Next, we analyze the k-means 

algorithm. 

K - means algorithm first determine the input parameters, the n in the sample data is divided into 

K class, the same data in a cluster similarity is high, the center of the cluster needs to be from the 

similarity of data in the group of the lower average. 

Establishment of Intrusion Detection Model 

Four general intrusion detection model is set up, the first to use collection system, guarantee the 

connection records in the process of use, and can get clustering analysis of data sets, and then with 

the help of clustering algorithm distribution connection records, distinguish normal and abnormal 

connection records. In this study, k-means algorithm was used to complete cluster analysis. 

Clustering algorithm results in more clustering, so there are some connection records in each cluster. 

According to the properties of a given connection record, the properties can be used to determine 

the two kinds of abnormal clustering and normal clustering. The exception clustering represents the 

clustering of the abnormal connection records, and the normal clustering represents the clustering of 

the normal connection records. 

In system applications, if you can't use tagged data, you can't clearly determine the normal or 

abnormal condition of the connection record, and then make the clustering tag. Typically, a 

threshold is used to record the record of the connection above the threshold for the normal 

clustering, whereas the other is exception clustering. Using cluster analysis result intrusion methods 

that connection records, first carries on the standardization, and then from the cluster aggregation 

clustering, to find the right to his central value close to the distance, complete classification 

operation according to the tag. 

Experimental Results 

Data mining has a set of complete analytical method [15], mainly adopted detection rate and the 

rate of false positives as evaluation index, are defined as follows: related to, the higher detection 

rate, the lower the rate of false positives, it shows that the better the performance of the proposed 

data mining algorithm to detect. Table 1 is the test result. 
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Table 1  Data detection results of network security system based on k-means clustering algorithm 
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Data set 

1 
1200 25 22 9 88 0.75 

Data set 

2 
1220 46 41 10 89.13 0.82 

Data set 

3 
1210 32 27 9 84.34 0.74 

Four data 

sets 
1240 64 57 9 90.48 0.73 

Data set 

5 
1230 57 52 10 91.23 0.81 

On 

average, 
1220 44.6 39.8 9.4 89.24 0.77 

 

Analysis of table 1, in a given data set, we average detection rate of 89.24%, average 0.77%, the 

rate of false positives and the detection rate and the rate of false positives there are no big 

fluctuations, the correctness of the algorithm is applied in the network security system is verified. 

Conclusion 

The vast amount of data generated in the Internet era undoubtedly challenges the technology of 

large-scale data processing and data mining. In this paper, we study the problem of network security 

by using k-means clustering algorithm in data mining. Analyses the network security problems and 

performance better intrusion detection system in network security analysis simulation, let more 

people know the network intrusion behavior produces a variety of ways and means. In this way, we 

can ensure the security of the network information in the network information leak serious today. 
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